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Army Research Risk Assessment Program (ARRP) 
 Risk Matrix/RUBRIC 

 
 
 

Rating Identified Specific Actions of the Senior/Key Personnel 

Foreign Talent Program Denied Entities Funding Foreign Institutions 
 
 
 

HIGH 
Indicators of active (ongoing) 
participation or sponsorship 

in a 
strategic competitor Foreign 

Talent 
Program 

Indicators of an active 
(ongoing) 

affiliation or past affiliation or 
present association with an 

entity on 
the U.S. Gov’t denied entity or 

person list or EO 13959 or 
subsequent similar issuances 

Indicators of active 
(ongoing) 

conflict of interest, conflict 
of 

commitment, or pattern of 
direct funding from a 

strategic competitor or 
country with history of 

targeting U.S. research or 
technology. 

Indicators of active (ongoing) 
direct 

affiliation, association or 
collaboration with a foreign 
institution, person, or entity 

from a 
strategic competitor 

 
 

MODERATE 
Indicators of past 

participation in a Foreign 
Talent Program with a U.S. 

strategic competitor, or 
country with history of 

targeting U.S. research or 
technology 

Indicators of past association 
with 

an entity identified in the U.S 
Gov’t 

denied entity or person list or 
EO 13959 or subsequent 

similar issuances 

Indicators of any history or 
nonconsecutive pattern of, 
conflict of interest, conflict 
of commitment, or funding 
from a strategic competitor 
or country with history of 

targeting U.S. research or 
technology 

Indicators of a history or 
pattern of 

association or collaboration 
with 

foreign institution, person, or 
entity 

from a strategic competitor or 
country with history of 

targeting 
U.S. research or technology 

 
 
 

LOW No participation in a Foreign 
Talent Program 

No Indicators of past or current 
association or affiliation with 

an 
entity on the U.S. Gov’t denied 

entity or person list or EO 
13959 or 

subsequent similar issuances 

No indicators of past 
funding from a strategic 

competitor or country with 
history of targeting U.S. 
research or technology. 

No indicators of an 
association or collaboration 

with a foreign institution, 
person, or entity from a 
strategic competitor or 
country with history of 

targeting U.S. research or 
technology 
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- Affiliation is academic, professional, or institutional appointments or positions with a foreign government-connected entity, 

whether full-time, part-time, or voluntary (including adjunct, visiting, honorary, or lectures/visits), where direct monetary or non-
monetary reward is involved. 
 

- Association is academic, professional, or institutional appointments or positions with a foreign government-connected entity, 
whether full-time, part-time, or voluntary (including adjunct, visiting, honorary, or lectures/visits), where no direct monetary or non-
monetary reward is involved. 
 

- Collaboration is academic, professional, or institutional agreement to jointly work together with a foreign government-connected 
entity, whether full-time, part-time, or voluntarily, in an official or unofficial capacity.  Co-authorship in research endeavors is an 
example of collaboration.   

 
- Strategic competitors are those adversaries identified in the current year Annual Threat Assessment report from Director of 

National Intelligence. The 2021 assessment was published on April 9, 2021. 
 

- Conflict of Interest and Conflict of Commitment are defined in NSPM-33 and in the CONOP as well as the ARRP Policy 
memorandum. 
 

- Senior/Key Personnel are those who (a) contributes in a substantive, meaningful way to the scientific development or execution of a 
research and development project proposed to be carried out with a research and development award from a Federal research 
agency; and (b) is designated as a covered individual by the Federal research agency concerned. 
 


