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1. Introduction  

The emergence of Internet of Things (IoT) technologies in private industry has resulted 

in rapid development and widespread availability of low size, weight, and power–cost 

(SWaP-C) embedded system technologies. The private sector alone has more than 16 

billion IoT endpoints with an expected increase in the following years.1 The ability to 

perform edge processing at lower cost and power is advantageous for applications that 

require small size, portability, long battery life, etc. Additionally, new standard 

protocols such as Bluetooth Low-Energy (BLE)2 and radio-frequency identification 

(RFID)3 have greatly reduced the power consumption of “low-bandwidth” wireless 

communications. By combining edge processing with low-power wireless 

communications and various sensors, commercial IoT sensor systems4,5 have been 

realized and used across the world. 

Low-frequency (LF) Electric-/Magnetic-field (E-/H-field) has not generally been 

implemented in these commercial IoT sensor systems. However, several government 

programs have requirements for sensing capabilities—e.g., the Defense Advanced 

Research Projects Agency’s (DARPA’s) Imaging Through Almost Anything Anywhere 

(ITAAAA) research program6 and the U.S. Army’s noncontact power sensing program.7 

Many of these programs would greatly benefit from incorporating sensing capabilities 

into an IoT-compatible architecture.  

To meet the need of low-SWaP, LF electromagnetic edge processing, the U.S. Army 

Combat Capabilities Development Command (DEVCOM) Army Research Laboratory 

(ARL) E-/H-field sensing team developed an approximately 40-cm2, 20-mW class 

Autonomous Reconfigurable Event Sensor (ARES) platform. This platform is powered 

via 3.7-V battery and recharged via solar panel or USB-C cable, has an interface for 

measuring and processing analog sensor outputs in real time, and has several 

communication interfaces for reading from the ARES platform via serial peripheral 

interface (SPI), inter-integrated circuit (I2C), or BLE. The ARES platform contains two 

commercial microcontrollers for various applications that require a combination of data 

acquisition (DAQ) and low-power processing. The SWaP of the ARES platform makes 

it compatible with IOT-class (typically 1–5 Ah) lithium-polymer (Li-Po) or lithium-ion 

(Li-Ion) batteries, which gives the entire system an approximately 100-cm3 form factor 

and continuous lifetime of more than 1 week. 

The remainder of this technical report is organized as follows. Section 2 describes how 

current state of the art for IoT-class, LF E-/H-field sensing provides motivation for the 

ARL-ARES sensor. Section 3 describes the system design in more detail, focusing on 

the low-power aspects of each major system component. Section 4 outlines the 
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experimental results obtained in the laboratory on raw data accuracy and power 

consumption. Sections 5 and 6 summarize our conclusions, next steps, and references. 

2. Background 

ARL Autonomous Real-Time Electric and Magnetic Integrated Sensor (ARTEMIS)8 is 

a modular printed circuit board (PCB) that uses external sensors to function as a high-

performance IoT node. The PCB provides 8–16 channels of 24-bit analog-to-digital 

converters (ADCs), up to 2 TB of raw data storage with removeable MicroSD cards, 

GPS for Institute of Electrical and Electronics Engineers (IEEE) compliance as a phasor 

measurement unit (PMU),9 Wi-Fi and Ethernet options for communication, and a 

processor running a Linux Ubuntu operating system. Two sensor systems utilizing the 

ARTEMIS PCB at ARL are the mobile power meter (MPM) and the mobile unattended 

ground sensor (MUGS), shown in Figure 1. The MPM reads analog voltages of six 

differential H-effect sensors and two differential D-dot10 sensors. MUGS uses either  

1–8 analog sensors with Bayonet Neill–Concelman (BNC) outputs or 4 or 8 sensors 

through a LEMO interface.  

 

Figure 1. Top-down view of ARTEMIS PCB. The two ARL-developed primary sensor systems are 

shown: MPM (top right) and MUGS (bottom right). 

Full operation of the MPM or MUGS systems consumes roughly 3 W, which is not 

practical for many applications; thus, ARL has developed a lower-power mode11 where 

most ARTEMIS microcontroller units (MCUs) and integrated circuits implement an 

approximately 3% duty cycle to bring the average power consumption below 200 mW. 

Both systems also have an approximately 500-cm3 form factors, and cost between 

$6000–$10,000. 

The MPM includes two cable sensor PCBs, each with one “D-dot” (electric-field) and 

three Hall-effect (magnetic-field) sensors. Each cable sensor PCB also includes an 

MSP430 microcontroller12 to provide sensor processing and minimal storage capability 

in low-power mode. The MSP430 class of microcontroller was chosen for the embedded 

cable sensor since it has several useful peripherals in ultra-low-power form factors: 



 

3 

differential 16-bit ADCs, 16-MHz processing speed, several low-power timers, and 

more than 50 general-purpose input-output pins. See Figure 2. 

  

Figure 2. Top (left) and bottom (right) view of the embedded cable sensor PCB used in the 

ARTEMIS-class MPM. 

While these embedded cable sensors offer 1–2 orders of magnitude power savings over 

the ARTEMIS in a much smaller form factor, there are several limitations preventing it 

from being a reliable low-SWaP standalone sensor node:  

1) The three Melexis Hall effect sensors and one D-Dot sensor consume more than 

150 mW to provide the proper bandwidth and transducer sensitivities for the 

MPM.  

2) There is no hardware to synchronize measurements (within 1 ms) between 

several cable sensors.  

3) There are no wireless data communication options.  

4) The firmware is inadequate for storing data in a nonvolatile manner or in 

quantities larger than 4 kB. 

These limitations mean the embedded cable sensor cannot operate as a wireless, low-

SWaP, high-quality 0–2 kHz electromagnetic sensor. Therefore, ARES was designed 

and tested to improve on these limitations. The standard ARL-ARES form factor has 

one integrated D-dot sensor and two integrated H-effect sensors to measure local electric 

and magnetic fields, and is designed to operate unattended for more than 1 week off a 

5-Wh Li-Po battery. The electric-field sensor and two Hall-effect sensors located on the 

bottom PCB layer were designed to measure sources near the top of the PCB.  

See Figure 3. 
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 (a) (b) 

Figure 3. (a) The ARES PCB inside a 3D-printed case. The case measures approximately 2.5 × 3.5 

× 0.5 inches. (b) Top-down view of the 2023 ARES PCB with a power switch soldered.  

3. ARL-ARES System Design 

A summary of the ARES architecture is provided in Figure 4 as a block diagram, which 

highlights the major components and shows how they are linked to each other. The 

architecture includes both DC and AC sensing, up to six channels of DAQ, four 

communication options, up to 256-kb off-chip electrically erasable programmable read-

only memory (EEPROM) storage, the ability to power ARES via solar panel and/or Li-

Ion battery, and two embedded processors for system control and algorithm 

development. Details on several of these architecture components are covered in the 

following subsections. 

 

Figure 4. High-level diagram of the ARL-ARES architecture. The “blocks” internal to the PCB 

have solid outlines, while the blocks that physically connect to external components have dashed 

outlines.  
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3.1 Sensing  

The ARES PCB has two onboard magnetic fields sensors. Two DRV5053 Hall-effect 

sensors13 in the TO-92 package are used to measure the local magnetic field in two 

directions parallel to the PCB surface. These sensors have a nominal sensitivity of –90 

V/T, a noise floor of 110 uV/rtHz, a rated current consumption of 2.7 mA, and a 

frequency bandwidth of DC –20 kHz. The DRV5053 sensors are connected to a passive 

low-pass filter, then connect to differential inputs of the 24-bit ADC Channel 0. 

In addition to the magnetic field sensors, an integrated D-dot sensor14 is designed and 

used to measure electric fields normal to the PCB surface. Two bottom layers of the 

PCB have 22- × 10-mm copper fills to function as D-dot electrodes, with the bottommost 

layer getting most of the induced electric-field current. This induced current travels 

through a trans-impedance amplifier, then to passive filtering and a differential amplifier 

for differential ADCs. 

There are times when a user or application requires sensors other than those on the 

ARES PCB. Three channels of both the 10-bit ADC and 24-bit differential ADC are 

routed to external 100-mil header pins, which can be enabled/disabled via 0-Ω resistors. 

This allows the ARES board to read analog signals from novel LF sensors like the 

multidimensional electric- and magnetic-field sensor,15 E-field cube,16 H-cube,17 etc. 

Commercial acoustic, magnetic, or seismic sensors are also generally compatible with 

these onboard ADCs. 

3.2 Digital Interfacing  

ARES has two physical connectors to support three different common low-power 

communication protocols: SPI, universal asynchronous receiver-transmitter (UART), 

and I2C. The two onboard processors, which will be discussed later, can both 

communicate in real time through these interfaces as required for a given application.  

The ARES PCB has silkscreen labels to aid the user in making these connections 

correctly (Figure 5). 

 

Figure 5. The six-pin header for SPI or UART communication and four-pin connector for I2C 

communication are shown. Both can be used to send or receive data from either onboard processor.  



 

6 

For I2C communications, both processors on the ARES PCB support standard 100-kHz 

and fast-mode 400-kHz speeds. Both processors can be configured for client or server 

operation based on the specific application. The P4 connector gives the user access to 

this communication method with four-pin connections: (left to right) power “DVcc,” 

ground, serial clock “SCL,” and serial data “SDA.” 

For SPI communications, the MSP430 MCU supports speeds up to 17 MHz. The nRF52 

system on a chip can support speeds of 8 MHz. As with the I2C communication method, 

both MCUs can be configured to be a client or server. The P3 connector gives the user 

access to this communication method with five-pins connections: (left to right) master 

out slave in “MOSI,” master in slave out “MISO,” clock “CLK,” ground, and power 

“DVCC2.” Pin 1 “NC” can optionally be used as trigger reset, but it is not typically 

used. 

For UART communication, the MSP430 MCU supports clock speeds up to 25 MHz and 

data rates up to 5 MBaud. The nRF52832 supports clock speeds of 10 MHz and a BAUD 

rate of 1000 kBaud. As with the I2C and SPI communication methods, both processors 

are configurable to be a client or server. The P3 connector gives the user access to this 

communication method with four-pins connections: (left to right) transmit data “TX,” 

receive data “RX,” ground, and power “DVCC2.” Pin 1 “NC” and Pin 3 (unlabeled) are 

not needed for most UART applications. 

3.3 Front-End 16-bit Reduced Instruction Set Computer (RISC) 

Processor  

ARES has a MSP430F6736 microcontroller18 that contains an ultra-low-power 16-bit 

RISC processor. This microcontroller has three channels of differential 24-bit sigma-

delta ADCs, six channels of single-ended 10-bit ADCs, 8 kB of on-chip RAM, 128-kB 

of on-chip FLASH, and the CPU clock can readily be adjusted between 32 kHz and 25 

MHz based on low-power versus higher-performance applications. 

The MSP430 is used as the “front-end” processor in the ARES architecture. It acquires 

all data from ADC inputs, performs basic signal processing algorithms like low-pass 

filtering, high-pass filtering, phasor estimation algorithms, or noise-suppression 

averaging, then sends the raw or processed data off chip for storage and/or high-end 

processing.  

The MSP430 uses a common low-power, I2C interface to offload processed ADC 

measurements to an onboard 256-kB EEPROM to overcome the lack of nonvolatile 

memory of the MSP430. The MSP430 can also offload the processed ADC 

measurements to a host/server via I2C, SPI, or UART digital communications.  
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3.4 Back-End 32-bit Advanced RISC Machine (ARM) Processor 

ARES also has a nRF52832 microprocessor19 that contains a low-power 32-bit ARM 

core. The nRF52 has eight channels of single-ended 12-bit ADCs, 64 kB of on-chip 

RAM, 512 kB of on-chip FLASH, and the CPU clock can readily be adjusted between 

1 and 64 MHz based on low-power versus higher-performance applications. 

The nRF52 is used as the “back-end” processor in the ARES architecture. It acquires all 

data from the MSP430 via I2C or SPI and can perform advanced signal processing 

algorithms like Discrete Fourier Transform (DFT), floating-point mathematics, or 

machine learning with TensorFlow Lite. Then, it sends the raw or processed data off-

chip trough wired connectors (P3 and P4) or wirelessly via Bluetooth.  

ARES achieves wireless communications via BLE protocols, which are implemented 

with the nRF52832 BLE Stack.*20 This wireless communication method gives ARES a 

1-Mb bandwidth for raw data, while also allowing for low-bandwidth IoT notifications 

so the end user is only alerted when “an event” is detected by ARES. ARES has a 2.45-

GHz quarter-wave monopole antenna21 on the PCB with a custom nRF52 layout for 

wireless data transfer (Figure 6).  

 

Figure 6. Back-end processing section. It includes nRF52 to read data via SPI or I2C, a 2.45-GHz 

PCB antenna to transmit processed data over BLE, a reset button, and a four-wire programming 

interface.  

  

 
* BLE Stack is an open-source soft device provided by Nordic Semiconductor, which provides the user 

both standard BLE applications and the framework for custom BLE applications. 
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3.5 Power and Battery Charging  

ARES is typically powered by a single 3.7-V rechargeable battery and turned on/off 

with an IP-68 rated toggle switch. It is also equipped with a battery-charging circuit to 

increase lifetime when an IoT-class power/recharging source is available. Two typical 

battery configurations for the ARES are pictured in Figure 7.  

 
 (a) (b) 

Figure 7. (a) ARES PCB is powered directly with the left-facing battery connector J1 for stand-

alone applications. (b) ARES is connected to a USB-C power source, which charges a battery 

powered by the right-facing battery connector J6.  

ARES can operate off a 3.0-V button-cell battery connected directly to a Vdd or Vcc 

pin, 3.3-V LiFePO4 battery connected to J1 or a Vdd or Vcc pin, or 3.7-V Li-based 

battery connected to J1 (used in Figure 7a). However, only 3.7-V class batteries are 

compatible with charging circuitry via connector J6 (used in Figure 7b).  

The charging circuit can simultaneously power ARES onboard electronics and recharge 

a 3.7-V battery with a 4.4–10.2 V power source. In IoT, arguably the most common 

method fitting such criteria is standard USB-C charging22; therefore, the ARES has been 

designed with a power-only USB-C female connector. For wireless sensing applications, 

a third 100-mil friction-lock connector J5 and USB-C female connector are both 

available to directly connect IoT-class solar panels23 or other wireless chargers. 
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4. Sample ARES Application 

A simple test setup is created to demonstrate the “raw data” configuration of ARES. An 

Agilent 33500-B24 arbitrary waveform generator (AWG) is used to generate known 

sinusoidal voltages and provide a ground reference voltage. The AWG output is 

configured for the second output channel to be an inverted duplicate (same voltage, same 

frequency, same offset, 180-phase shifted) of the first output channel. We will generate 

a 60-Hz 1-Vpp signal with a 0-V offset on the first two output channels and use the 

grounded-BNC shield as the third analog voltage output. 

The outputs of the Agilent AWG are wired to ARL-ARES connectors P1, P2, and P12: 

AWG channel 0 output to 24-bit ADC Channel 0 input via P12, AWG channel 1 output 

to 24-bit ADC channel 1 input via P2, and AWG reference ground to 24-bit ADC 

Channel 0 input via P1. The MSP430 24-bit ADCs are configured to measure at 4-kHz/s 

sample rate on all three channels. Then, they are configured to push all the data over the 

SPI channel to the nRF52. The Nordic S132 soft device was downloaded to the NRF52 

and a peripheral customer service template25 was used with sleep time removed and the 

Two-Wire Interface (TWI) SPI driver enabled to maximize data throughput to a 

Bluetooth server.  

The raw data was sent off-chip to a Dell computer with an Ubuntu operating system and 

Bluetooth capability. The computer has a Python script leveraging the MATPLOTLIB 

library to graphically display ARES data as it comes in. The ARES board was powered 

through a MSP430-FET cable running Texas Instruments (TI) EnergyTrace26 software 

to measure power usage of the entire ARES PCB. A 1-s plot of the ARES raw data is 

shown in Figure 8, as well as a 10-snapshot of the power consumption measured by the 

EnergyTrace software.  

 

Figure 8. (Left) Python library MATPLOTLIB is used to graph ARES raw data in real  time and 

display data in 1-s intervals. (Right) TI EnergyTrace software was set to record 10 s of power-usage 

data at a 3-kHz sample rate. 
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The MSP430 ADC voltage measurement for all three channels is shown to be within 

1% of the voltage output set on the AWG front panel. The power consumption of the 

10-s power measurements was 30-mW peak and 23-mW average, which could be 

lowered to 25-mW peak and 21-mW average with the indicator LED duty cycle reduced 

from 50% to 0%. With the small battery included in Figure 7, this setup can run for more 

than 1 week without any recharging or battery swapping.  

5. Conclusion and Future Work 

This technical report describes the design, operation, and performance of the ARL-

ARES. This novel sensor system was shown to perform 24-bit data acquisition 

processing, storage, and wireless communications of 4-kHz raw data for an average 

power consumption of 23 mW. We demonstrated that ARES ADCs can measure 

calibrated 60-Hz sinusoids within 1% accuracy. The complete form factor of the design 

is approximately 80 cm3 without external sensors.  

ARES architecture is the basis for a variety of custom applications related to 

power/energy, machine learning, anomaly detection, etc. Those applications typically 

require custom sensors, electronics, and algorithms that will be detailed in future reports.  
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DEVCOM U.S. Army Combat Capabilities Development Command 

DFT  Discrete Fourier Transform  

EEPROM electrically erasable programmable read-only memory 

GPS  global positioning system 

I2C  inter-integrated circuit  

IoT  Internet of Things  

ITAAAA Imaging Through Almost Anything Anywhere   

LED light-emitting diode 

Li-Ion lithium-ion 

Li-Po lithium-polymer 

MCU  microcontroller unit 
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MISO  master in slave out  

MOSI  master out slave in  

MPM  mobile power meter  

MUGS  mobile unattended ground sensor  

PCB  printed circuit board  

PMU  phasor measurement unit  

RAM random access memory 

RFID radio-frequency identification 

RISC reduced instruction set computer 

RX  receive data  

SCL  serial clock  

SDA  serial data  

SPI  serial peripheral interface 

SWaP size, weight, and power 

SWaP-C  size, weight, and power–cost  

TI Texas Instruments 

TX  transmit data  

UART  universal asynchronous receiver-transmitter 

USB Universal Serial Bus   
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