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1. Introduction 

Multidomain operations employ capabilities in the land, air, sea, space, and 
cyberspace domains. These operations create “windows of superiority” that allow 
friendly forces to maneuver, create dilemmas for enemy forces, and protect friendly 
operations (U.S. Army Training and Doctrine Command 2018, p. x–xii). 
Cyberspace windows of superiority (CWoS) are windows limited in time and scope 
in which mission execution is unlikely to face prohibitive interference from the 
cyberspace domain (Raio 2023, p. 5). If commanders could identify or predict such 
windows, they could increase the chances of successful execution of multidomain 
missions by taking advantage of them or by taking steps to create or extend those 
windows.  

In previous work, Thomas and Raio (2025) examined existing literature and tools to 
identify gaps and develop requirements for a quantitative model that would provide 
estimates to enable tactical commanders to identify, predict, and create a CWoS. 
They called for a model that could produce explainable, replicable results, make use 
of modular modeling, and propagate and communicate uncertainty about estimates.  

A tactical CWoS model is inherently context-specific, depending on the mission, 
the supporting systems, the threat, and the operating environment. This means that 
there cannot be one single model that estimates or predicts the existence of a CWoS. 
However, there are some characteristics of the problem that would be common to 
any CWoS modeling effort. To explore the feasibility of developing a CWoS 
estimate, this report proposes a problem definition process that expands on the 
process used for mission-based cyber risk assessments (MBCRAs) and describes a 
high-level modeling approach. Exploratory modeling with synthetic data is then 
used to apply this approach to identify challenges that CWoS modelers are likely 
to face. This exercise highlighted challenges of data availability and imbalance, the 
propagation and communication of imprecise or second-order probability, and 
identification and modeling of dependencies, with implications for computational 
cost and feasibility. When coupled with the need to develop models tailored for 
particular missions and circumstances and the constraints at the tactical edge, these 
challenges suggest that a CWoS model must be part of a suite of automated mission 
planning tools and that a CWoS estimate must be thoughtfully scoped. 

Section 2 summarizes cyberspace windows of superiority and describes the 
modeling requirements and constraints as set out in Thomas and Raio (2025). 
Sections 3 and 4 propose a high-level approach to CWoS modeling, consisting of a 
process of problem definition and a hierarchical probabilistic model. Section 5 
instantiates the model using an illustrative mission, synthetic data, and specific 
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models to expose possible modeling issues. Section 6 discusses the modeling 
considerations raised of data availability, imprecise uncertainty, and dependencies, 
and their implications for computational cost and feasibility. Section 7 concludes. 

2. Cyberspace Windows of Superiority: Model Requirements 
and Constraints 

While leveraging a CWoS could increase the chances of successful mission 
execution, it does not guarantee freedom from prohibitive interference. Raio (2023) 
uses the term “cyberspace supremacy” to describe such absolute advantage. 
Moreover, a CWoS is necessarily limited in duration and scope. The scope may be 
limited to a geographic area, a network or system, to the conduct of certain actions 
in cyberspace, or some combination. Cyberspace superiority also does not 
guarantee mission execution, which can fail for reasons unrelated to interference 
from the cyberspace domain. Finally, cyberspace superiority cannot guarantee 
achievement of mission objectives, as it is possible to execute a mission as planned 
but still not achieve objectives. 

“Prohibitive interference” occurs when an external action or event affects a 
mission-critical system and prevents it from providing a functionality or being in a 
condition or state that is required for mission execution. We define prohibitive 
interference as being from the cyberspace domain if 1) any external act or event, 
regardless of provenance, prevents a mission-critical cyberspace system from 
providing the required functionality or being in the required state; or 2) an external 
act or event in cyberspace prevents a mission-critical non-cyberspace system from 
providing the required functionality or being in the required state.  

Because a CWoS cannot be directly observed, its present or future existence must 
be estimated. Thomas and Raio (2025) described the desired characteristics of a 
model producing a CWoS estimate. The model must capture the entire scope of a 
CWoS as defined. It must also capture changes over time and phases of the mission, 
as a given system or system functionality could be critical at one time or in one 
mission phase and unimportant in another. It would be capable of both identifying 
CWoS in the present and predicting it over a specified time window for a given 
scope. 

The approach to modeling must be able to incorporate and leverage disparate forms 
of information. The events that constitute prohibitive interference include high-
impact, low-probability, and difficult-to-detect events, such as zero-day cyberspace 
attacks on friendly tactical systems. Data for modeling is likely to be sparse, 
unbalanced, and of diverse types, ranging from historical data on system intrusions 
to subject matter expert (SME) estimates of the probability of occurrence of an event.  
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Because a CWoS model would be used for high-risk use cases, the estimate must 
be explainable, defensible, replicable, reproducible, and capable of validation. 
Moreover, because the existence of a CWoS can only be estimated with uncertainty, 
this uncertainty must also be communicated to mission owners to provide context 
for decisions regarding model estimates.  

While a review of the literature revealed helpful methodologies and tools, none 
satisfied those requirements. A CWoS estimate has much in common with a 
mission-based cyber risk assessment. MBCRAs seek to identify risks to the mission 
from cyber compromise. MBCRAs use mission and system decomposition to scope 
the problem by identifying mission-essential tasks and the systems and system 
functions that support their execution. MBCRAs then analyze the impact of system 
compromise on the mission. However, with a few notable exceptions, most 
MBCRAs support decisions to acquire, develop, or improve systems, prioritizing 
decisions according to the risk a system vulnerability poses to a hypothetical 
mission (Thomas and Raio 2025). By contrast, a CWoS estimate supports the 
decision making of multidomain mission owners who would use a CWoS estimate 
to inform mission planning and execution decisions. They may take evasive, 
defensive, or offensive action in any domain to increase the likelihood, duration, or 
scope of a CWoS. They may choose to make changes to the mission itself or to the 
assignment or configuration of supporting systems to increase the probability of a 
CWoS or take advantage of one.  

Moreover, most MBCRA methodologies reviewed were not suitable for use at the 
tactical edge. Most are qualitative, produced using SMEs to identify vulnerabilities 
and score the likelihood of their exploitation and their effect on the mission. These 
methods may not be available for use in the field because of the lack of SMEs and 
may not produce explainable, defensible, replicable, or reproducible results 
desirable for high-risk use cases. 

3. CWoS Estimation: A High-Level Approach 

This research explores filling that gap by extending the problem definition process 
used by MBCRAs and defining a high-level probabilistic modeling approach to 
estimate the probability that all requisite system conditions for mission execution 
are true. This high-level model could then be populated as needed with mission and 
system-specific submodels. 

Most MBCRAs scope their analyses using mission decomposition and mapping 
and system mapping to identify mission-critical systems. The proposed CWoS 
problem definition process extends that approach by requiring definitions of 
minimum system states or capabilities for the accomplishment of mission-critical 
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tasks that are combined into a single Boolean statement of mission-prerequisite 
conditions. 

1. Mission-critical tasks and standards. The mission owner must define the mission 
and set the minimum acceptable standards for mission execution, which reflect the 
mission owner’s intent. Accordingly, problem definition begins with 
decomposition of the mission into tasks and identification of those mission-critical 
tasks that must be completed to the prescribed standard to qualify as mission 
execution in the eyes of the mission owner. The accomplishment of some critical 
tasks may depend on others; these relationships must also be mapped to, for 
example, trace the impact of a system compromise through multiple inter-related 
mission tasks. 

2. System mapping. The systems that will be assigned to support the execution of 
mission-critical tasks to the minimum standard (“mission-critical systems”) must 
be identified. Because the analysis is limited to cyberspace windows of superiority, 
only mission-critical cyberspace systems and mission-critical non-cyberspace 
systems whose required functionality could be affected by cyberspace means are 
included. 

3. Identification of mission-prerequisite conditions. For each mission-critical 
system and task, the mission owner or staff must identify those functionalities, 
conditions, or states that the system must provide to enable execution of the 
mission-critical task. This would likely be a subset of the system’s key performance 
parameters as identified by the acquisitions community. A “key performance 
parameter” is a “performance attribute of a system considered critical or essential 
to the development of an effective military capability” (Department of Defense 
2021). 

4. Boolean statement of mission-prerequisite conditions. These system conditions 
are summarized in a single Boolean statement. Because a CWoS is defined to be a 
state in which friendly operations are unlikely to face prohibitive interference in 
cyberspace, and the statement defines the conditions that are necessary to permit 
friendly operations, by definition, a CWoS exists if this statement is unlikely to be 
falsified by interference from the cyberspace domain. Because some systems may 
offer redundant functionality for resiliency, the Boolean statement of required 
functionalities or conditions may also include “OR” relationships, as shown in 
Figure 1, where the Boolean statement is (Condition 1 OR Condition 2) AND 
(Condition 3 AND Condition 4).  
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Figure 1. An example CWoS problem definition. Mission-critical tasks are supported by 
systems for which mission-prerequisite conditions are true. “OR” relationships reflect system 
redundancy. 

5. Specification of problem definitions for distinct time windows or mission 
phases (optional). The mission owner’s requirements from mission-supporting 
systems may depend on the time or the mission phase. Mission phases can be 
modeled separately to produce separate CWoS estimates. It is also possible to 
imagine a timeline in which the mission owner’s requirements for system 
functionalities have distinct start and stop times (Figure 2). Problem definition 
would require specifying this timeline and the start and stop times. The timeline 
could then be broken into discrete time windows with consistent system 
requirements and modeled separately to produce separate CWoS estimates. 
Although it is possible to imagine a variable that changes requirements 
continuously, the complexity of modeling would likely require discretization. 

Problem definition is a necessary, but nontrivial, prerequisite to estimation. Mission 
tasks, standards, systems, and mission-prerequisite conditions for complicated 
missions would be extremely difficult for human tactical commanders and staff to 
specify completely and with granularity. This is especially true given the resource 
constraints and tight planning time windows under which they operate—perhaps 
96 h at the division level and less at lower echelons (Thomas and Raio 2025, p. 20). 
In addition, missions can be fluid. Missions change in execution and in response to 
the environment and adversary action. Mission systems may be lost or even gained, 
changing the system-to-task mapping. 
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Figure 2. Mission-prerequisite conditions over time can be broken into smaller CWoS 
estimates. For CWoS estimate 1, only motor functionality is required; for CWoS estimate 2, 
both motor and camera functionality are required.  

We anticipate that this problem definition would be best accomplished with the use 
of automated mission-planning tools that ingest real-time data on mission 
parameters, propose courses of action to commanders, and operate locally or have 
networked reachback to a library of templates, mission or system models, and 
running estimates. Automation of mission planning is a current, active area of 
research (BAE Systems 2021; Kane et al. 2021; Defense Advanced Research 
Projects Agency n.d.). Similarly, the task of developing a tailored CWoS model 
may not be feasible for human tactical teams given their constraints. 

In the interim, it may be possible to develop templates for mission problem 
definitions for simple, common missions. Customization at the tactical edge may 
be possible, but would depend on available resources, including time, expertise, 
and data. It would be important to ensure that the use of automation and templates 
did not make tactics more predictable.  

4. A Hierarchical Probabilistic Model to Estimate a CWoS 

The purpose of a CWoS model is to identify and predict a CWoS over a period of 
interest. In the ideal case, it would have causal traceability that would allow a 
commander to identify actions that could improve the probability, certainty, or 
scope of a CWoS or take actions to leverage it for mission execution. We propose 
a three-level probabilistic model that estimates the probability of a CWoS, equated 
with the probability that the Boolean statement of mission-prerequisite conditions 
is true over the period of interest.  

In most cases, a CWoS estimate must be expressed as a probability. A CWoS is 
defined to be a state in which the truth of the Boolean statement of mission-
prerequisite conditions is likely. However, the truth of mission-prerequisite 

CWoS est. 1 
t = [0,5] 

CWoS est. 2 
t = [6, 12] 

CWoS est. 3 
t = [13,15] 

CWoS est. 4 
t = [16,18] 

Motor 

Camera 

Communication 
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conditions may not be known with certainty in the present, and future conditions 
cannot be observed or known with certainty. Uncertainty about the truth of the 
conditions may be both aleatory (due to a random process, irreducible) and 
epistemic (due to a lack of knowledge, theoretically reducible with further 
observation).  

A CWoS model consists of at least three levels. The top-level model calculates the 
probability of a CWoS over the period of interest, given the Boolean statement of 
mission-prerequisite conditions and the probability that each condition is true. The 
second-level submodels estimate the probability that each condition is true over the 
period of interest, given the occurrence of interference events. The third-level 
interference models predict the probability of interference over the time period or 
mission phase of interest. The structure is a directed acyclic graph, not necessarily 
a tree, as the same event or act of interference may affect more than one condition 
or system (Figure 3). 

 
Figure 3. An example of a three-layer CWoS model. The probability of a CWoS is 
calculated as the probability of a Boolean statement of the mission-prerequisite conditions. 
The probability of mission-prerequisite conditions is modeled using Bayesian logistic 
regression, conditioned on the occurrence of external cyberspace interference events.  

5. Exploratory Modeling 

To identify issues that require further consideration, we modeled a simple, 
illustrative mission using synthetic data. Here, the purpose of modeling was to 
identify modeling issues and explore relevant modeling techniques, rather than to 
estimate empirical relationships. The data are randomly generated. The specific 
modeling outcomes are not relevant and are not reported. 

In this scenario, the mission is to conduct reconnaissance along a path to a location, 
identifying and reporting people and cars. This mission is conducted in a single 
phase and has three mission-critical tasks: navigation, object identification, and 
reporting.  
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To accomplish these tasks, the commander assigns a single autonomous robot. The 
robot has several required functionalities or capabilities. It requires a motor and a 
navigation system to navigate a path; it can use either the camera or light detection 
and ranging (LiDAR) for object identification along the path; it uses some software 
algorithm to identify objects; and it must be able to communicate its location and 
the objects identified across a network. The mission-prerequisite conditions are a 
functioning Motor, Nav_System, Camera or LiDAR, Algorithm, and Network. 
Figure 4 illustrates the model and the mission-prerequisite conditions that must be 
true for mission execution.  

 
Figure 4. Problem definition of a simple CWoS model. Mission-critical tasks are identified, 
supporting systems are identified, and external actions and events that could falsify mission-
prerequisite conditions are identified. 

We could describe the mission-prerequisite conditions more granularly by defining 
minimum standards to which each task must be accomplished and the system 
conditions that allow accomplishment of the task to standard. For example, we 
could define a mission standard that the route must be accomplished within a period 
of time, t, and a mission-prerequisite condition that the motor that can move the 
robot at a speed of route distance/t. For this toy case, however, we imagine that 
tasks are either accomplished or not, and a functioning subsystem provides all 
necessary functionalities to accomplish the task. 

The external events that are explicitly modeled for this scenario that could have an 
impact on the ability of the system to supply the necessary functionalities are 
jamming, a cyberspace attack, and a kinetic strike. These are not mutually exclusive 
or all inclusive. There may be other possible acts of interference; however, they are 
not modeled here. For simplicity, this model assumes that these events are 
independent. The cost of modeling dependencies is discussed later in the report. 
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The model is a three-level probabilistic model for prediction of a CWoS. The model 
consists of layer three, the probability of occurrence of external events that could 
cause prohibitive interference in the cyberspace domain, modeled as independent 
Bernoulli random variables; layer two, which calculates, for each mission-
prerequisite condition, the probability that the condition is not falsified because of 
the occurrence of the events; and layer one, which calculates the probability that 
the mission-prerequisite conditions have not been falsified because of the 
occurrence of interference from the cyberspace domain. (Because mission-
prerequisite conditions could be falsified by other causes, this cannot be equated 
with satisfaction of mission-prerequisite conditions or successful mission 
execution.) 

5.1  Level 3: Occurrence of External Events That Could Cause 
Interference 

Each of the interference actions or events is modeled as a Bernoulli random variable 
that occurs with some probability, p. More formally, let 𝑋𝑋 =  {𝑋𝑋1,𝑋𝑋2, . . . ,𝑋𝑋𝑘𝑘} be 
the set of k binary random variables representing the occurrence of interference 
events, where 𝑋𝑋𝑖𝑖 ∈  {0,1}. For this scenario, k = 3: 

𝑋𝑋1 =  𝑋𝑋𝐽𝐽𝐽𝐽𝐽𝐽𝐽𝐽𝐽𝐽𝐽𝐽𝐽𝐽 

𝑋𝑋2  =  𝑋𝑋𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶 

𝑋𝑋3  =  𝑋𝑋𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝐾𝐾 

The probability of occurrence of each of these events is 𝜋𝜋𝑖𝑖  ∈  [0,1]: 

𝑋𝑋𝑖𝑖 ~ 𝐵𝐵𝐵𝐵𝐵𝐵𝐵𝐵𝐵𝐵𝐵𝐵𝐵𝐵𝐵𝐵𝐵𝐵(𝜋𝜋𝑖𝑖), where Ε[𝑋𝑋𝑖𝑖]  =  𝜋𝜋𝑖𝑖 

For this simple model, we assume that these events are independent. However, they 
could be dependent if, for example, the missions were conducted during a conflict 
in which an adversary took multiple actions to interfere. Modeling begins with a 
draw of the occurrence of these events, given this distribution. 

5.2  Level 2: Probability of Interference with Mission-
Prerequisite Conditions Given the Occurrence of the Events 

Let 𝐶𝐶 =  {𝐶𝐶1,𝐶𝐶2, . . . ,𝐶𝐶𝑛𝑛} be the set of mission-prerequisite conditions. Here, 
𝑛𝑛 =  6: 

𝐶𝐶 =  {𝐶𝐶𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀 ,𝐶𝐶𝑁𝑁𝑁𝑁𝑁𝑁_𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠,𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶,𝐶𝐶𝐿𝐿𝐿𝐿𝐿𝐿𝐿𝐿𝐿𝐿,𝐶𝐶𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴ℎ𝑚𝑚,𝐶𝐶𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁} 
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For each condition, the probability that the condition will not be prohibited by 
interference from the cyberspace domain is modeled as the outcome of a Bayesian 
logistic regression with the interference events as predictor variables.  

Let 𝑝𝑝𝑗𝑗 be the probability that the mission-prerequisite condition 𝐶𝐶𝑗𝑗 faces no 
prohibitive interference from the cyberspace domain, given the occurrence of 
cyberspace interference events X. This probability is modeled using Bayesian 
logistic regression: 

𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙(𝑝𝑝𝑗𝑗)  =  𝑙𝑙𝑙𝑙(
𝑝𝑝𝑗𝑗

1 − 𝑝𝑝𝑗𝑗
)  =  𝛽𝛽𝑗𝑗,0  +  �𝛽𝛽𝑗𝑗,𝑖𝑖𝑋𝑋𝑖𝑖

𝑘𝑘

𝑖𝑖=1

 

The index j refers to the condition; the index i refers to the interference event.  

For simplicity, again, we assume that the conditions are conditionally independent 
given the predictors. However, this may not be true if, for example, the failure of 
multiple conditions is influenced by a shared system attribute or an environmental 
variable. In such cases, multivariate Bayesian logistic regression (multiple 
dependent variables) or a probit model might be better approaches (O’Brien and 
Dunson 2004; Martin et al. 2021).  

5.3  Standardize the Priors 

For the level 2 model, we assume no information about the parameters of the 
interference events other than they can only increase the probability of prohibitive 
interference. Accordingly, the prior distributions for the predictor parameters are 
modeled as negative half-normal distributions with mean 0, an upper bound of 0, 
and a standard deviation of 5. The prior distribution for the intercept, βj,0, is the 
Python Bambi default prior, a scaled Normal distribution (Westfall 2017). The prior 
distribution for the intercept is not set to equal one because there may be other 
prohibitive interference events that are not explicitly modeled. In a more complex 
model, it is possible to imagine better informed priors or more granular condition 
models, such as fault trees, or models that control for common system features and 
environmental conditions.  

𝛽𝛽𝑗𝑗,0 ~ 𝑁𝑁(0,𝜎𝜎02) 

𝛽𝛽𝑗𝑗,𝑖𝑖 ~ 𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁 𝐻𝐻𝐻𝐻𝐻𝐻𝐻𝐻𝐻𝐻𝐻𝐻𝐻𝐻𝐻𝐻𝐻𝐻𝐻𝐻(𝜇𝜇 =  0,𝜎𝜎 =  5), 𝛽𝛽𝑗𝑗,𝑖𝑖  ≤  0,
𝑓𝑓𝑓𝑓𝑓𝑓 𝑗𝑗 =  1, . . . ,𝑛𝑛 𝑎𝑎𝑎𝑎𝑎𝑎 𝑖𝑖 =  1, . . . ,𝑘𝑘
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5.4  Level 1: Calculate CWoS 

Finally, the probability of the existence of a CWoS is given by the probability of 
the truth of a Boolean statement of mission-prerequisite conditions, here defined as 

𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶 =  𝐶𝐶𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀  ∧  𝐶𝐶𝑁𝑁𝑁𝑁𝑁𝑁_𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆  ∧  (𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶  ∨  𝐶𝐶𝐿𝐿𝐿𝐿𝐿𝐿𝐿𝐿𝐿𝐿)  
∧  𝐶𝐶𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴ℎ𝑚𝑚  ∧  𝐶𝐶𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁 

This probability is calculated using the conditional probability of the truth of each 
of the conditions. Here, 𝑝𝑝𝑗𝑗 represents the conditional probability P(𝐶𝐶𝑗𝑗 = 1 |𝑋𝑋 =  𝑥𝑥) 
as calculated using the Bayesian logistic regression model in Level 2. 

𝑃𝑃(𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶 =  1)  
=  𝑝𝑝𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀𝑀  ∗  𝑝𝑝𝑁𝑁𝑁𝑁𝑁𝑁_𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆  ∗  (1 − (1 − 𝑝𝑝𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶)(1 − 𝑝𝑝𝐿𝐿𝐿𝐿𝐿𝐿𝐿𝐿𝐿𝐿))
∗ 𝑝𝑝𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴ℎ𝑚𝑚 ∗ 𝑝𝑝𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁 

This model calculates the probability of a CWoS for a specific scenario of the 
occurrence of events that could cause prohibitive interference in the cyberspace 
domain. In practice, it is unlikely that a mission owner would know whether those 
events occurred or will occur. However, given the probabilities of a CWoS for 
different event scenarios, it would be possible to use available information about 
the probability of the underlying interference events to generate a predictive 
marginal probability of a CWoS. 

To explore the performance and implications of this model, synthetic data were 
generated for the occurrence of interference events and their impact on conditions 
to inform priors. Interference events were modeled as Bernoulli variables and their 
occurrence was generated with sample draws. Whether a condition did not face 
prohibitive interference was treated as a Bernoulli variable whose probability was 
subjectively estimated based on the combination of interference events that 
occurred. For example, if both Jamming and Kinetic Strike occurred, the navigation 
system was judged very likely to fail, so the probability that the Nav_System 
condition would not face prohibitive interference was assigned to be very low.  

Separation occurs where predictors perfectly predict an outcome. It can interfere 
with parameter estimation in statistical models, although these problems may be 
less severe in Bayesian models with weakly informative priors (Altinisik 2020). To 
avoid separation, no combination of events was assigned a probability of the 
satisfaction of a condition of either 0% or 100%. In addition, noise, in the form of 
a draw from a normal distribution, N(0, 0.5), was added to the probability that the 
condition would not face prohibitive interference. 
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The modeler received the data without knowledge of how the data were generated 
and divided it into training and test data sets. The data was checked for class 
imbalance, given that prohibitive interference from cyberspace is rare. Each 
condition was modeled as a Bayesian logistic regression as previously discussed.  

Each condition model was fitted to the training data, generating posterior 
distribution samples for each parameter across four Markov chains using the No-
U-Turn Sampler (Hoffman and Gelman 2014). The resulting model was 
summarized, the trace plotted, and R-hat statistics (denoted as ̂R̂) checked to 
identify improper posteriors or convergence failures of the Markov chains (Vehtari 
et al. 2021). 

Predicted probabilities for each condition were generated using the fitted model and 
test data, flattening the data from the Markov chains and draws, to compare the 
predictions to ground truth. Posterior predictive checks of the mean and standard 
deviation for each condition were conducted and compared to those of the outcomes 
in the data. The nonparametric posterior predictive distribution was visualized 
using kernel density estimation with the 95% credible interval indicated (Figure 5). 
A probabilistic confusion matrix was generated, with mean values of true and false 
negatives with credible intervals based on samples drawn from posterior 
distributions, again using the test data for ground truth (Markoulidakis and 
Markoulidakis 2024). Probabilistic F1, Precision, Recall, and Accuracy scores were 
generated with their credible intervals. These checks assume no information about 
the occurrence of the interference events, but more information about interference 
events could enable more specific estimates. 

 
Figure 5. A posterior predictive kernel density estimation of the probability that the 
mission-prerequisite condition “LiDAR functions” is satisfied. 
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Finally, the estimated probability of a CWoS was calculated based on the test data, 
assuming that mission-prerequisite conditions are conditionally independent given 
interference events. The independence assumption allowed calculation of samples 
of the joint probability of mission-prerequisite conditions (equivalent to “AND”) 
by simple multiplication of samples of the posterior predicted probabilities of the 
conditions. The union (equivalent to “OR”) was calculated as the inverse of the 
joint probability that all conditions were false. The probability distribution of a 
CWoS was then estimated using kernel density estimation and the 95% credible 
interval was indicated. 

This model assumed a single time period of interest, with fixed probabilities for 
interference events and for the conditional probabilities of mission-prerequisite 
conditions given those events over that period. However, as discussed in the 
optional final step of problem definition, the relevant CWoS models and data may 
change as a function of time. In the simpler cases, time itself would be relevant to 
an estimation of the probability of interference events or the truth of mission-
prerequisite conditions (where, for example, systems become more vulnerable over 
time). In more complicated instances, one could imagine additional time-sensitive 
predictors, such as adversary behavior, environmental conditions, or some form of 
autocorrelation. 

6. CWoS Metamodeling Considerations 

The exploratory modeling exercise highlighted three principal challenges that must 
be addressed to develop a CWoS model for a specific case. The first is data 
availability and imbalance. The second is how to estimate and convey the 
uncertainty about the probability that mission-prerequisite conditions will not face 
prohibitive interference from the cyberspace domain (imprecise and second-order 
probability), while being mindful of computational cost and feasibility. The third is 
how to address possible dependencies among conditions, as dependencies can 
introduce computational complexity, difficulty in modular modeling, and high 
uncertainty.  

6.1 Data Availability and Imbalance  

There may be knowledge about empirical relationships that can inform models. For 
example, some types of malicious cyberspace action are only possible for certain 
systems, configurations, or versions. As is done in most MBCRAs, a CWoS model 
could draw on SME evaluations of the likelihood and likely impact of events or 
their impacts on systems (Thomas and Raio 2025). However, in most cases, these 
estimates would be based on or reinforced with data-based inference.  
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Ideally, there would be ample data about the frequency of occurrence of external 
events that constitute interference in the cyberspace domain and on their impact on 
system functionality for every system commonly used in tactical missions. The data 
would include relevant environmental variables that could affect the probabilities 
of occurrence, such as geographic location, time, whether it occurred in active 
conflict, the identity and nature of the adversary, and relevant system-specific 
variables (such as model or configuration). The data would be based on a shared 
ontology to enable cross-organizational usage. 

That data is not routinely collected. It may be possible to collect relevant data for 
particular use cases, but some factors make this difficult. The amount of data that 
must be collected increases with the rarity of the events. Prohibitive interference 
from cyberspace with tactical missions is very rare in competition, and some forms, 
such as cyberattacks, may even be rare in conflict. (For more on the competition 
continuum, see Joint Chiefs of Staff [2022], p. I-4.) In the case of the CWoS toy 
model, given the comparative rarity of condition failures, the models had high 
metrics for precision, recall, and accuracy but wide credible intervals for 
predictions of negative values (condition failures).  

Some types of interference are less observable and may not even be detected. 
Condition failures may not be recorded or ascribed to prohibitive interference from 
cyberspace, even when this is the cause. Routine forensic analysis is currently 
prohibitively expensive, although there may be a future where it is more easily 
automated and less costly. Interference that is not ultimately prohibitive is even less 
likely to be detected and recorded.  

Moreover, the rate of change in cyberspace is substantial. Change includes the 
development, obsolescence, and evolution of systems, vulnerabilities, and tactics. 
Data will age out, be made suddenly obsolete, or even be made once again relevant 
by a technological or tactical development.  

As a consequence, the data to support inference will, at best, be imbalanced and 
incomplete and, at worst, be obsolete. Both imbalanced data and the methods for 
addressing imbalance affect model performance, making the choices of how to 
address imbalance context specific (Chen et al. 2024).  

6.2 Imprecise and Second-Order Probability  

A CWoS estimate is a probability of the existence of a CWoS, which is a function 
of the probability that mission-prerequisite conditions do not face prohibitive 
interference from the cyberspace domain, which in turn depends on the probability 
of the occurrence of interference events. However, there may be uncertainty about 
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these underlying probabilities, resulting in uncertainty about the CWoS estimate. 
This uncertainty must be communicated to a mission owner along with the estimate 
to allow the owner to evaluate the reliability of the model estimate when making 
high-risk decisions, much like the confidence level assigned to intelligence 
products. 

There are two broad approaches to modeling uncertainty about probability. The 
first, called “imprecise probability,” seeks to delimit the set of all possible 
probability values consistent with available information. For example, a SME could 
say that a key system could possibly be jammed, but it is not likely. If jamming is 
a variable with a Bernoulli distribution, this could be translated as a constraint on 
the parameter p, 0 ≤ p ≤ 0.51, describing a set of possible probability values (Suppes 
and Zanotti 1989; Fine 1994; Coolen et al. 2025). Where there are multiple 
variables, credal sets capture the space of possible combinations as an 𝑛𝑛-sided 
polytope; the points that define the outer hull of this polytope define the limits on 
possible values. Dempster–Shafer theory assigns probabilities to mutually 
exclusive sets of outcomes, rather than individual outcomes (Misuri et al. 2018). 
Probability boxes, or “p-boxes,” most commonly show uncertainty as upper and 
lower bounds for a cumulative distribution function (CDF) but could be used to 
represent any other partial information about the CDF, such as its support (the range 
of values that have a positive probability) (Faes et al. 2020). These approaches do 
not suggest that any of the possible probabilities is more likely than another. 

The advantage of these approaches is that they can capture different fidelities of 
information about the probability, from a simple lower or upper bound to a set of 
possible cumulative distribution functions, without the need for additional 
assumptions. Their conclusions are logical consequences of the available 
information, defensibly consistent with their premises. The results are replicable 
and reproducible. However, if these sets are combined mathematically, uncertainty 
compounds. If there are multiple variables with imprecise probability, it may well 
be the case that there is insufficient information to provide a useful estimate. 
Because they are multidimensional spaces, it may also be difficult to convey the 
results of such an analysis in an intuitive way to a human audience.  

Where there is very granular information, it may be possible to assign a probability 
to each possible probability value. This is called “second-order probability.”  
Hierarchical Bayesian models, which assign probability distributions to model the 
parameters of a probability distribution, are second-order probability models. 

Bayesian models produce probability distribution functions that represent the 
probability that a variable takes a value rather than point values (Johnson et al. 
2022), although these results are often summarized by calculating the mean or by 
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identifying the 95% credible interval, an interval in which the true value of the 
parameter is believed to lie with a 95% probability. Most Bayesian models focus 
on uncertainty about the values of model parameters in parametric models and 
regressions. However, Bayesian approaches can also be used to model other types 
of uncertainty, such as uncertainty about model specification (Wasserman 2000; 
Wang 2023).  

Bayesian modeling begins with an assumed probability distribution of the variable 
(a “prior distribution”) that reflects current belief about the probability of the 
variable’s possible values. Subsequent observational data is used to update the prior 
to a “posterior distribution” that gives the probability of values given the observed 
data, by means of a “likelihood function” that specifies how consistent the observed 
data is with each possible value of the variable. The posterior distribution is used 
for prediction, with the goal of providing the best estimate, given information 
available (Johnson et al. 2022).  

Bayesian approaches are attractive for the CWoS problem because they can 
leverage disparate forms of information for the selection of the prior distribution. 
For example, in the illustrative CWoS model, the knowledge that interference 
events have a negative impact on the probability that a condition is free of 
prohibitive cyberspace interference suggests that the prior distribution of 
parameters should be truncated so that all values are negative, as was done in the 
illustrative CWoS model. However, unlike methods that define sets of possible 
probabilities, Bayesian approaches require that assumptions be made. Bayesian 
models require a full specification of the prior distribution and the likelihood 
function, even when there is not enough information to justify those choices. If 
there is no information, an “uninformative” or “weakly informative” prior is used, 
such as a uniform distribution that assigns the same probability to all values or a 
flat, wide normal curve. 

In theory, if there is enough observational data, the posterior will converge on the 
true distribution through iterative updating, making the original choice of prior 
irrelevant. However, an uninformative prior is still an assumed probability 
distribution. In practice, and particularly if there is insufficient data, the choice of 
prior can strongly affect predictions. There is no single rule about how much 
observational data is required for convergence, different algorithms for 
computational inference may converge at different rates, and there is no guarantee 
that convergence will happen at all if, for example, the model is misspecified 
(Mengersen and Tweedie 1996; Grünwald and Van Ommen 2017). The impact of 
the prior on the posterior should not be underestimated, particularly if the prior is 
not scaled appropriately given the data (Van Dongen 2006; Westfall 2017). In 
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Joyce’s words, “Bayesianism is a garbage-in-garbage-out enterprise” (Joyce 2011, 
p. 423). 

At the same time, particularly for continuous distributions, the prior is often 
selected for modeling convenience. There are “conjugate families” of probability 
distributions that allow comparatively simple analytic calculations of posterior 
distributions if the prior and likelihood functions are in the same family, making 
them attractive choices (Johnson et al. 2022, p. 97). For nonparametric probability 
density functions, methods of computational inference are used to estimate the 
posterior probability distribution function, as was done in this exploratory modeling 
effort. These methods are computationally costly and, for some, the cost can even 
be prohibitive beyond a relatively small number of variables (Gray and Moore 
2003; Gramacki 2018; Wang 2023; Winter et al. 2024, p. 59–62). The cost of 
computational inference can, in turn, prompt additional convenience assumptions, 
such as the use of discrete distributions rather than continuous distributions, with 
loss of fidelity, or assumptions of independence between continuous variables that 
are not justified by knowledge or data, as was done in this illustrative model. 

In short, each of the approaches to represent uncertainty about probability has 
advantages and disadvantages. The desire for a defensible, replicable, and 
reproducible estimate implies the need to minimize assumptions for modeling 
convenience and therefore suggests the use of Bayesian methods only when either 
there is sufficient data to justify the prior specification or to allow for convergence 
on the posterior, as well as sufficient data to validate the model predictions. If there 
is limited data, it may be preferable to use a probability interval, p-box, or credal 
set to draw whatever conclusions are defensible. If there is insufficient data to make 
a defensible estimate, then no estimate should be provided. 

In addition to uncertainty about model parameters, there may also be uncertainty 
about the values of predictor variables (e.g., if there is measurement error) or about 
model specification (the set of predictors and their relationships). Future work may 
need to explore the representation, propagation, and communication of 
combinations of these types of uncertainty for CWoS. There are ways to express 
and combine uncertainty of multiple types, but they can be computationally 
difficult, and the results are not always intuitively understandable (Huard and 
Mailhot 2006; Ajami et al. 2007; Abdi et al. 2024). 

6.3 Dependencies among Conditions  

A third issue that was raised by the CWoS modeling exercise was the consideration 
and treatment of the dependency of the mission-prerequisite conditions. Conditions 
are dependent if information about the state of one condition provides information 
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about the state of another. Failure to account for existing dependencies between 
conditions in the probabilistic top-level CWoS model can lead to inaccurate CWoS 
estimates, essentially through double-counting correlated variables. At the same 
time, properly accounting for dependencies can significantly raise the 
computational cost of estimating multivariate densities. 

Conditions may be dependent, independent, or the dependency of conditions may 
be unknown. In a knowledge-driven approach, modelers represent dependencies 
that they know exist in the world. For example, the probability of the failure of two 
mission-prerequisite conditions of a system would be dependent if the probabilities 
were both affected by the same characteristic of that system. In a data-driven 
approach, dependencies among variables are inferred by analyzing the data to look 
for patterns.  

A given CWoS model, drawing on different combinations of condition models and 
models of external interference, would have a different pattern of dependencies. As 
mentioned, assumptions are sometimes made for modeling convenience and the 
model validated by testing it against ground truth data. But the specificity of the 
CWoS model to particular missions, systems, and environments would limit the 
availability of ground truth data for testing and validation. Moreover, even if 
convenience assumptions were shown not to degrade the model’s ability to predict 
using a given data set, there is no way to know if this is generalizable. The same 
model with the same assumptions may not perform acceptably on different data. 

It would be possible to treat dependencies as unknown and instead calculate the 
maximum lower and upper bounds of the CWoS estimate (Fréchet inequalities). 
However, unless there are only a few conditions, this approach could result in such 
wide bounds that the final CWoS estimate is uninformative.  

Dependencies between external events may also be likely, where, for example, an 
adversary does multiple actions that constitute interference from the cyberspace 
domain during a conflict. This would affect estimates of weights in the condition 
models, which would affect the explainability of CWoS results, although it would 
not affect the predictive power of the condition model (Gelman et al. 2025, p. 365; 
James et al. 2023, p. 107). More concerning, however, is that the patterns of 
dependency may not be consistent in the dataset (non-stationarity), which would 
affect the accuracy of condition predictions. 

In short, the generation of a tailored CWoS model requires some way to identify 
and model dependencies. This would likely require reachback to an application 
capable of identifying dependencies through a data-driven approach or to a library 
that contains dependency information about different combinations of events, 
conditions, and systems.  
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7. Conclusion 

Raio (2023) defined a cyberspace window of superiority. Thomas and Raio (2025) 
called for a defensible, explainable estimate that identifies or predicts a CWoS. This 
would enable tactical commanders to make decisions to increase the probability, 
duration, or scope of a CWoS and take advantage of a CWoS to maximize the 
probability of successful mission execution.  

To estimate the existence of a CWoS, this article proposed extending the MBCRA 
problem definition and using a hierarchical, probabilistic modeling approach to 
represent and propagate uncertainty. It then applied that approach using synthetic 
data and a simple use case to further explore modeling complexities. The modeling 
exercise raised issues of data availability and data imbalance, the propagation and 
communication of imprecise and second-order probability, and identification and 
modeling of dependencies, with implications for computational cost and feasibility. 
There are multiple methods for addressing these challenges, but all have both 
advantages and disadvantages. Beyond the high-level modeling approach, the 
optimal structure of a CWoS model is necessarily context specific and data 
dependent.  

One possible approach to tailored modeling is for the hierarchical CWoS model to 
accommodate flexible modeling approaches by utilizing abstraction. Submodels 
could communicate with higher-level models only through defined interfaces so 
that higher levels could be agnostic about the modeling approaches used below. 
This would also allow different teams and subject matter experts to contribute to 
different parts of the model without requiring a refactoring of the whole. The choice 
of modeling approach for submodels would be dictated by considerations of 
complexity, data availability, computational power, and knowledge of the problem 
space. 

To have a shared interface, either all uncertainty about probability would be 
rendered at the lowest common denominator of information—for example, as 
probability intervals—or convenience assumptions such as uninformative priors 
would be used to allow communication of probabilities in more granular forms such 
as PDFs.  

However, the use of abstraction is complicated by the fact that submodels may not 
be independent. There must be a means to identify, propagate, and communicate 
dependencies so that they can be accounted for at higher levels. A possible area for 
further research might be consideration of how methods to manage software 
dependencies might be used to propagate mathematical dependencies. 
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The CWoS model must also be thoughtfully scoped. As currently defined, 
“prohibitive interference from the cyberspace domain” is very broadly scoped. As 
a practical matter, it will likely be necessary to scope the model more tightly given 
the cost of computational inference for non-parametric PDFs. At the same time, it 
may not be possible to have very granular CWoS models simply because of the cost 
of computing with many variables, especially if modeling dependencies. However, 
this, in turn, would mean that a CWoS estimate might address only part of the 
overall CWoS problem and picture or that it would be sufficiently general to make 
it difficult for the mission owner to know how to take action to improve the 
estimate. 

Most importantly, both because of the information required for problem definition, 
the likely complexity of that definition, and the need to tailor models for specific 
missions and systems, it seems unlikely that resource-constrained human planning 
teams would be able to do this at the tactical edge. Instead, problem definitions 
would more likely be produced by an automated mission planning system and the 
resulting CWoS estimate would inform such a system. CWoS modeling would 
require some form of automated modeling with reachback to cloud compute and 
data. Both automated mission planning and automated modeling are current areas 
of research. 
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