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1. Introduction

The security vulnerabilities of the controller area network (CAN) bus, used in mod-
ern vehicles, have been well known since Hoppe and Dittman demonstrated them
through successful attacks on the electronic window lift system.1,2 The dependence
of vehicles on the functionality provided by the CAN bus has only grown since
then, with many critical systems now relying on the CAN bus to operate. Further,
while the CAN bus was once thought to be a completely isolated network, it is now
exposed to the user through the on-board diagnostics ports. Not only was isolation a
false assumption, due to supply chain attacks3 and physical/electromagnetic access,
but the situation is worsening as new wireless communication systems are incor-
porated into vehicle control systems as well as connections between control buses
and platform-resident mission networks. Vehicle entertainment systems often sup-
port Bluetooth,4 Wi-Fi,5 and cellular wireless networks while also being directly
attached to the CAN bus, providing remote access. The wireless tire pressure mon-
itoring system, available on most modern vehicles, provides a pathway to remotely
access the CAN bus. Access may also be gained through hardware/software Tro-
jans inserted into add-on technologies for condition-based maintenance, or through
subverting over-the-air software updates.

Many solutions have arisen to address these security vulnerabilities, including net-
work segmentation, authentication, and encryption, as well as intrusion detection
and prevention.2 Along with the increase in research in the cyber security of ve-
hicle systems, is the realization that perfect security is impractical. With this re-
alization comes a focus on cyber resilience. Cyber resilience goes beyond cyber
security by focusing on completing the mission. This will necessarily incorporate
cyber security but has a wider view. Specifically, the focus of cyber resilience is to
accomplish the mission while systems are under attack, already compromised, or
its components are degraded.

In order for the field of cyber resilience to mature, there must be "techniques, tools,
and processes for objectively measuring the attributes of phenomena occurring in
the systems of that discipline.”6 There are several methodologies proposed in the lit-
erature to score or measure cyber resilience, which we will review in Section 2. In
addition, there are a few examples of how to use some of these methodologies; how-
ever, the literature does not contain detailed attempts to measure cyber resilience.
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We designed and implemented a tabletop exercise to test our initial assumptions
about the quantitative measurement of cyber resilience.

1.1 Contribution

The key contribution of this report is that maturing this discipline requires the devel-
opment of techniques, tools, and processes for objectively, rigorously, and quantita-
tively measuring the attributes of cyber resilience.6 Researchers and program man-
agers need to be able to determine if the implementation of a cyber resilience solu-
tion actually increases the cyber resilience of the system. There are several method-
ologies proposed in the literature to score or measure cyber resilience, which we
will review in Section 2. In addition, there are a few examples of how to use some
of these methodologies; however, the literature does not contain detailed attempts
to measure cyber resilience. This report documents a tabletop exercise7 conducted
to measure the cyber resilience of a notional heavy vehicle on a fictitious military
mission while under a cyber attack.

1.2 Research Questions

This report begins the process of answering the following research questions:

1. How is cyber resilience defined? Before something can be measured, it must
be defined precisely in a way that is measurable. There are several definitions
of resilience and cyber resilience in the literature. “One expert claims that
well over 100 unique definitions of resilience have appeared.”8

2. How will the quantitative cyber resilience measurement be used? There
are many applications for a cyber resilience measurement: (a) Researchers
could use it to measure the improvements to cyber resilience when using
their methodologies. (b) Project managers could use such a measurement to
compare competing cyber resilience solutions. (c) Mission planners could use
such a measurement to decide what materiel is appropriate for the mission.

It is unlikely that one measurement will satisfy every need; therefore, it will
be necessary, initially, to focus on a single customer and their specialized
need, or a small group of related customers. Further, it is unlikely that a sin-
gle measurement methodology will scale across every application. As the
scope of the object being measured increases, the fidelity with which each
element is simulated decreases. When battles and campaigns are simulated,
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the performance of each element is reduced to a set of probabilities. These
methods of measuring cyber resilience may not apply in that environment;
however, they may be used to inform the probabilities used to simulate the
cyber resilience of individual elements within the simulation.

3. What methodology to use to measure cyber resilience? This measure-
ment must be independent, rigorous, science-based, repeatable, automated
and affordable. Kott and Linkov spelled out four characteristics of such a
measurement. (a) It must be repeatable—if the same system is measured with
the same tool, the results should be similar. (b) It must be consistent with re-
spect to missions—similar missions should yield similar results. (c) It should
have monotonicity with respect to defenses—if the defenses are strengthened,
then the score should improve. (d) It should have monotonicity with respect
to attacks—if the threat increases, then the score should decrease.6

4. What exactly is measured to compute the cyber resilience? Although
there are many definitions for cyber resilience in the literature, most of them
relate to the ability of the system to perform a task during adverse events.
One of the key differences between cybersecurity and cyber resilience is that
cybersecurity tends to be focused on the system while cyber resilience is fo-
cused on the mission. A crucial question here is how to measure mission suc-
cess in a continuous manner that would lend itself to a quantitative measure-
ment of cyber resilience. One possibility it to measure performance against
key performance parameters (KPPs), defined as critical characteristics, which
if changed would have a profound effect on mission satisfiability. Determin-
ing which KPPs to measure is a pivotal element of this research question.

1.3 Organization

The development of a quantitative measure of cyber resilience begins with a clear
definition of cyber resilience. In Section 2, we review several of the definitions of re-
silience. In addition, the measure development will require a measurement method-
ology. Section 2 will also review several of the currently proposed measurement
methodologies for cyber resilience. Our approach and assumptions are presented in
Section 3. Our results and lessons learned are presented in Section 4. In Section 5,
we provide our conclusions and outline the next steps for developing a quantitative
measure of cyber resilience.
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2. Background

The Quantitative Measurement of Cyber Resilience (QMoCR) project began out
of the necessity for the Department of Defense (DoD) community to establish tech-
nically rigorous, science-based, repeatable, automated, and affordable methods to
measure cyber resilience of military engineered artifacts. It is recognized that with-
out a suitable quantitative measure and method for assessing cyber resilience, it
is not possible to make justifiable and efficient investments and improvements in
system cyber resilience. Use cases for this measure and assessment methodology
include, but are not limited to, comparison of competing cyber resilience solutions
for a particular cyber-physical system, making operational risk-based decisions fo-
cused on comparison of courses of action involving different systems for the same
mission, and understanding the impact on cyber resilience of changes to a system
or the threat environment under which it operates.

The aforementioned tabletop exercise is an initial step toward that end goal. By
walking through a cyber-physical system scenario in a multi-domain operations
context we gain insight into the breadth and depth of the problem space prior to ad-
vancing to a hardware-based assessment. This allows us to quickly and efficiently
validate or modify the initial approach to cyber resilience measurement and auto-
mated assessment, as described in more detail throughout this report.

2.1 Definition

As stated earlier, it is estimated that there are over 100 unique definitions of re-
silience or resilience terms,9 including: (a) The National Institute of Standards and
Technology defines the term information systems resilience.10 (b) The Commit-
tee on National Security Systems defines the term operational resilience.11 (c) The
International Council on Systems Engineering defines resilience in the context of
engineered systems.12 (d) Cyber resilience is defined by the Scottish Government,
Committee on Payments and Market Infrastructure, Bank for International Settle-
ments, World Economic Forum, Accenture, The Department of Homeland Security,
as well as numerous other researchers.6,13–15 Appendix A provides an overview of
the various definitions of resilience in cyber and related disciplines.
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2.2 Measurement Methodology

In his paper, “Towards a quantifiable measure of resilience,16” Bene describes the
resilience of communities to natural disasters; however, he makes a point about the
need for a measure of resilience that is independent of the factors that are used to
compute the resilience measure. Consider a researcher trying to find ways to im-
prove a community’s resilience to climate change; the researcher cannot measure
resilience directly, so constructs a resilience index (RI). The RI is composed of
factors that the researcher learns through experience contribute to community re-
silience. One of these factors is the livelihood diversification index (LDI). The RI
is computed before and after conducting an intervention to improve livelihood di-
versification. As expected, the RI is higher after the intervention. However, this is
circular logic because the LDI was assumed to be a component of the RI. As a better
example, he cites Sanders et al., where research was conducted into improving the
health resilience of a community. In this study, tooth retention was used as the met-
ric. Since the factors that they studied were not directly related to dental health, this
gave them an independent measure of health resilience.16 Bene proposed the cost of
resilience as an independent measure, defined in Eq. (1) where Cres is the resilience
score, Ca is the anticipated cost or the cost of resilience counter measures, Ci is the
cost of the impact of the event, and Crec is the recovery cost.16

Cres = Ca + Ci + Crec. (1)

This measure is attractive because it expresses the cost of resiliency in terms of
the total cost of ownership, which is a well understood concept. It also illustrates
the point where spending more to increase a system’s resilience is no longer cost
effective.

The system proposed by Bodeau et al.17–19 from Mitre provides a catalog of cy-
ber resilience metrics. It encourages program managers to select the metrics that
best apply to their systems from an extensive catalog and then rates the system’s
compliance against the metrics. This method is subjective because it relies upon
expert opinion as to the selection and priority of each metric as well as the level of
compliance in the system for that metric. Additionally, it is not independent since
the system only measures compliance against the metrics and not the independent
measure of the cyber resilience of the system. The system is, however, discreet since
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each metric is prioritized on a scale from 1 to 5 and then rated on a separate distinct
scale from 1 to 5.17–19

The system proposed by Whelihan et al.20 assesses the mission essential function
(MEF) of a system. Each MEF is then analyzed for the various failure modes that
could impact it. Each failure mode is then assessed to determine if the system can
detect, isolate, and recover (DIR) in time for the mission to succeed. This system is
qualitative in that each failure mode receives a score of one for each DIR element
if the action may be completed in time and zero otherwise. These scores are then
summed for each MEF.20,21

Ligo et al.22 surveyed various measurement techniques for cyber resilience in their
paper, “How to Measure Cyber Resilience of an Autonomous Agent: Approaches
and Challenges.”22 They propose plotting the performance of a system under cyber-
attack and measuring the area under the curve, as seen in Fig. 1.

Fig. 1 Representation of resilience as the area under the curve of systems functionality over
time as presented by Ligo et al.22

In his report, “How to Think About Resilience in a DoD Context,15” Brtis recom-
mends a framework for addressing resilience in military systems. This framework
includes a metric for measuring resilience. “We evaluated 23 candidate metrics
against 19 evaluation criteria. From this analysis we conclude that the best sin-
gle metric for resiliency is the expected availability of the required capability.”15 He
describes measuring the expected performance of a system across several mission
scenarios to form a surface and measuring the area under that surface, as seen in
Fig. 2.
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Fig. 2 Probability weighted resilience volume as presented by Brtis15
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In his paper, “A Resilience Measure to Guide System Design and Management,”23

Ferris proposes using a trade-space model to find a figure of merit (FOM) to mea-
sure resiliency. This model, he argues, would provide an objective comparison of
proposals with different properties.23

3. Approach

This project will use an iterative approach to answering our research questions and
developing a methodology for quantitatively measuring cyber resilience, as seen
in Fig. 3. An initial definition of cyber resilience, purpose for the measurement,
measurement methodology, and measures of success have been selected from the
literature review. In addition, initial mission scenarios, threat environments, vehi-
cle simulators, and countermeasures have been crafted. One of the purposes of this
tabletop exercise is to develop requirements for the automated cyber resilience
assessment tool (AutoCRAT), which will implement the adversary simulator, or-
chestrate the mission, and implement the measurement methodology. These criteria
and tools will be refined through a series of experiments. The solid shapes indicate
portions that we consider to be within the scope of this project. The dashed shapes
are portions that are important to the project but not within the scope. For example,
this project would greatly benefit from a high-fidelity vehicle simulator; however,
developing such a simulator is outside the scope of this project.

3.1 Cyber Resilience Definition

For the purpose of the tabletop exercise, we will use the following working defini-
tion for cyber resilience: cyber resilience, in this context, is the ability of systems
to resist, absorb, and recover/adapt to a cyber compromise after the compromise
occurs, during execution of a mission.

3.2 Use of the Measurement

Initially, we will focus on a metric that may be used by researchers to evaluate the
success of their approach and by program managers who need to choose between
different approaches. We will focus on cyber resilience in the mission context as
opposed to the entire system lifecycle.
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Fig. 3 Research methodology based on the four phases of design/refine implement experiment
report (D/RIER)

3.3 Measurement Methodology

For this exercise, we employed the area under the functionality curve as proposed
by Ligo et al.22 We selected speed and total distance to be the KPPs. We determined
the planned value of the KPPs for every 10-min segment of the exercise. We then
recorded the actual exercise value for each KPP for every 10-min segment of the
exercise. Finally, we plotted the normalized value of the KPPs and computed the
area under the functionality curve to determine the cyber resilience score. The score,
S is defined in Eq. (2) where S is the score, n is the number of time segments, Oi

is the observed value of the KPP at the time segment i, and Pi is the planned value
of the KPP at the time segment i.

S =

∑n
i=1

Oi

Pi

n
. (2)

3.4 Measure of Success

Kott and Linkov6 provide the following measures of success:

1. It must be repeatable. If the same system is measured with the same tool, the
results should be similar.
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2. It must be consistent with respect to missions. Similar missions should yield
similar results.

3. It should have monotonicity with respect to defenses. If the defenses are
strengthened, then the score should improve.

4. It should have monotonicity with respect to attacks. If the threat increases,
then the score should decrease.6

3.5 Mission Scenario

For this exercise, we considered a heavy military vehicle required to transport ma-
teriel from point of interest (POI)-1 to POI-8, as seen in Fig. 4. Further, we assume
that this mission will take place in a desert climate where the temperature is typi-
cally 30 to 40 degrees. This mission plan contained two routes. The first route starts
at POI-1 and moves through POI-2, POI-3, POI-4, POI-5, POI-6, POI-7, and finally
to POI-8. It is 250 km long over paved roads and generally flat terrain with a grad-
ual descent of 152 m. The second route starts at POI-1 and moves through POI-2,
POI-3, POI-4, POI-9, POI-10, POI-7, and finally to POI-8. It is 249 km long over
gravel roads and mountainous terrain with an ascent of 937 m and a summed decent
of 1089 m. The distances and changes in elevation for POIs may be seen in Table 1.
The trek from POI-1 to POI-8 over the first route is estimated to take 4 h. The trek
from POI-1 to POI-8 over the second route is estimated to take 6 h. This mission
requires that the materiel be delivered in 8 h.

Table 1 Distance and elevation difference between POIs

POI Distance in km Delta Elevation in m
1 -> 2 20.6 -15.24
2 -> 3 5.1 -15.24
3 -> 4 7.1 -15.24
4 -> 5 58.5 -45.72
5 -> 6 34.1 -22.86
6 -> 7 111.8 -30.48
7 -> 8 12.9 -7.62
4 -> 9 85.5 937.26
9 -> 10 45.0 -38.10
10 -> 7 72.6 -998.22
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Fig. 4 Map of the scenario

3.6 Test Article

In this exercise we consider a modern heavy military manned land vehicle. It is
important to note that we are considering current military manned land vehicles
and what we understand their current cyber capabilities to be. This can and likely
will change drastically in the future. Further, autonomous unmanned aerial vehicles
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likely already have drastically different capabilities.

3.7 Key Performance Parameters

In order for a KPP to be a viable candidate for inclusion in the resilience measure
it must be measurable quantitatively, relevant to the current mission scenario(s),
independent, and supported by the article under test. For example, we could have
used fuel economy as a KPP but computing the impact of cyber effects on fuel
economy was judged to be too complex for this tabletop exercise. Alternatively, we
could have used horse power as a KPP; however, that contributes to vehicle speed
and would be captured by the KPP of speed. We chose speed and distance over
time, which are basically the same thing, as the KPPs to measure for this exercise.
Future experiments will include additional KPPs; for example, for a system with
weapons, targeting accuracy would be a measurable KPP, and for systems with
cameras, resolution would be a measurable KPP.

3.8 Threat Environment

The field of cyber resilience assumes that an attack can be successful and that cy-
bersecurity alone is insufficient. To narrow the scope of the experimental setup, we
assume a compromise has been successful. For this reason, and because assessing
vulnerability to cyber attack requires a relevant article to test, we will initially fo-
cus on cyber-effects. For this exercise, we chose an attack to the driver’s ability to
control the speed of the vehicle as well as an attack on the vehicle’s cooling system.

Speed. An effect on speed can be achieved by repeatedly sending a CAN bus mes-
sage to the engine to idle while the transmission is changing gears. It can also
be accomplished by repeatedly sending a throttle setting of zero to the engine.
The attack was initiated at T = 30 min.

Cooling. An effect on cooling can be achieved by repeatedly sending a false en-
gine temperature to the cooling system, which prevents the radiator fan from
engaging. This attack was also initiated at T = 30 min.

3.9 Countermeasures

For this exercise, we considered two countermeasures. The first monitors the CAN
bus and prevents messages to idle the engine except for a small window when the
vehicle is actually shifting gears. The second calculates the engine temperature
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based on all of the information available on the CAN bus and engages the radia-
tor fan when its model indicates that the engine is overheating.

3.10 Example

The two planned routes provide an opportunity to illustrate how the cyber resilience
score would work. For Route 1, we assume that a heavy vehicle would have no
issues maintaining a speed of 60 kph on a paved road with a slight negative grade.
For Route 2, we assume that a heavy vehicle will be able to maintain a speed of
40 kph on a gravel road over a mountain. The second route will take longer than
the first route due to the condition of the road and the changes in elevation. We
would expect the resilience score of a vehicle on the second route to be less than
the resilience score of the first route. Figure 5 shows the time, speed, and cumulative
distance for both routes. The raw data may be found in Table B-1 in Appendix B.

If we compute scores by summing the normalized speed and distance over time
we would get a score of 1 for speed and 1 for distance using Route 1. Using the
same formulas, we would get a score of 0.72 for speed and 0.82 for distance using
Route 2. These figures demonstrate the performance hit in our KPPs of speed and
distance using Route 2.

At a speed of 31.3 kph along Route 1, the vehicle will travel from POI-1 to POI-8
in 8 h. The score for speed is 0.52 and the score for distance is 0.64. We will use
these as the minimum acceptable resilience scores that will satisfiably complete the
mission.
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Fig. 5 Route 1 and Route 2 compared on speed and distance over time

4. Results

For this tabletop exercise we considered unprotected and protected vehicles against
attacks to speed control and to the cooling system along Routes 1 and 2.
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4.1 Unprotected Vehicle on Route 1 under a Speed Control Attack

In this trial, we consider an unprotected vehicle using Route 1 under a speed con-
trol attack which initiates at T = 30 min. This attack will cause the engine to idle,
regardless of any action taken by the driver. We assume that an idling engine will
be able to pull the vehicle downhill at 12 kph. The raw data may be found in Ap-
pendix B Table B-2. Figure 6 plots the normalized speed and cumulative distance
over time. At 8 h 10 min into the trial, the vehicle has traversed 122 km, which is
insufficient to complete the mission in the allotted time frame. This is shown by a
speed score of 0.248, which is less than the minimum score of 0.52, and a distance
score of 0.38, which is less than the minimum score of 0.64.
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Fig. 6 An unprotected vehicle on Route 1 while under a speed control attack

4.2 Protected Vehicle on Route 1 under a Speed Control Attack

The countermeasure that we considered would only allow the engine to respond
to the CAN message to idle for a small window when the transmission is actually
shifting. Since proceeding down a small decline at a constant speed would rarely
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require the transmission to shift gears, the countermeasure was judged to be com-
pletely effective at preventing the attack from reducing the capability of the vehicle.
The results are shown in Table B-3. Figure 7 plots the normalized speed and cumu-
lative distance over time. The score for speed was calculated to be one and the score
for cumulative distance was calculated to be one.
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Fig. 7 A protected vehicle on Route 1 while under a speed control attack

4.3 Unprotected Vehicle on Route 2 under a Speed Control Attack

In this trial, we consider an unprotected vehicle using Route 2 under a speed control
attack which initiates at T = 30 min. This will be 2.8 km before the vehicle reaches
POI-4. At this point, the vehicle will stop because an idle engine is not capable of
pulling the vehicle up the incline over the gravel road to POI-9. Table B-4 shows the
time, the planned speed and cumulative distance, the actual speed and cumulative
distance, and the normalized speed and cumulative distance. Figure 8 plots the nor-
malized speed and cumulative distance over time. At 8 h and 10 min into the trial,
the vehicle has traversed 32.8 km which is insufficient to complete the mission in
the allotted time frame. This is shown by a speed score of 0.09, which is less than
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the minimum score of 0.52, and a distance score of 0.30, which is less than the
minimum score of 0.64.
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Fig. 8 An unprotected vehicle on Route 2 while under a speed control attack

4.4 Protected Vehicle on Route 2 under a Speed Control Attack

In this trial, we consider a protected vehicle using Route 2 under a speed control
attack which initiates at T = 30 min. The attack will begin 2.8 km before the vehicle
reaches POI-4. We assume that traveling from POI-4 to POI-9 over a gravel road
and climbing over 937 m will require the transmission to shift gears frequently. This
will provide an opportunity for the attack to reduce the engine speed. We judge
this effect will reduce the speed of the vehicle over this segment from the planned
40 kph to 35 kph. Table B-5 shows the time, the planned speed and cumulative
distance, the actual speed and cumulative distance, and the normalized speed and
cumulative distance. Figure 9 plots the normalized speed and cumulative distance
over time. At 6 h and 10 min into the trial, the vehicle has traversed 250 km and
successfully completed the mission within the allotted time frame. This is shown
by a speed score of 0.69, which is greater than the minimum score of 0.52, and a
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distance score of 0.78, which is greater than the minimum score of 0.64.
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Fig. 9 A protected vehicle on Route 2 while under a speed control attack

4.5 Unprotected Vehicle on Route 1 under a Cooling System Attack

In this trial, we consider an unprotected vehicle traveling along Route 1 under a
cooling system attack starting at T = 30 min. The cooling system attack will spoof
engine temperature readings, fooling the cooling system in such a way that the radi-
ator fan is not engaged and causing the engine to overheat. We judge that traveling
downhill over a paved road at sufficient speed would not require the cooling fan
as there would be adequate natural airflow over the radiator. Under these condi-
tions, the attack would have no effect on the performance of the vehicle. Table B-6
shows the time, the planned speed and cumulative distance, the actual speed and
cumulative distance, and the normalized speed and cumulative distance. Figure 10
plots the normalized speed and cumulative distance over time. At 4 h and 10 min
into the trial, the vehicle has traversed 250 km and successfully completed the mis-
sion within the allotted time frame. This is shown by a speed score of 1.00, which
is greater than the minimum score of 0.52, and a distance score of 1.00, which is
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greater than the minimum score of 0.64.
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Fig. 10 An unprotected vehicle on Route 1 while under a cooling attack

4.6 Protected Vehicle on Route 1 under a Cooling System Attack

In this trial, we consider a protected vehicle traveling along Route 1 under a cooling
system attack starting at T = 30 min. The cooling system attack will spoof engine
temperature readings, fooling the cooling system in such a way that the radiator fan
is not engaged and causing the engine to overheat. The countermeasure will keep
track of various aspects of the engine performance, including revolutions per minute
and torque to compute engine temperature. If the computed temperature is too high,
then the countermeasure will engage the radiator fan. We judge that traveling down-
hill over a paved road would not require the cooling fan. Under these conditions,
the countermeasure would be completely effective at preserving the performance of
the vehicle. Table B-7 shows the time, the planned speed and cumulative distance,
the actual speed and cumulative distance, and the normalized speed and cumulative
distance. Figure 11 plots the normalized speed and cumulative distance over time.
At 4 h and 10 min into the trial, the vehicle has traversed 250 km and successfully
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completed the mission within the allotted time frame. This is shown by a speed
score of 1.00, which is greater than the minimum score of 0.52, and a distance
score of 1.00, which is greater than the minimum score of 0.64.
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Fig. 11 A protected vehicle on Route 1 while under a cooling attack

4.7 Unprotected Vehicle on Route 2 under a Cooling System Attack

In this trial, we consider an unprotected vehicle using Route 2 under a cooling
system attack which initiates at T = 30 min. We judge that this attack will not
manifest itself until T = 2:00:00 because at this point the cooling system will be
unable to cool the engine, which is pulling the vehicle up an incline over a gravel
road. We also assume that the attack would not cloak itself to prevent the operator
from being aware that the engine is overheated. After stopping for 1 h and 40 min,
the engine will have cooled sufficiently to complete the climb. Once the climb is
completed, the radiator will be sufficient to keep the engine cool without the fan.
The vehicle will then complete the journey. Table B-8 shows the time, the planned
speed and cumulative distance, the actual speed and cumulative distance, and the
normalized speed and cumulative distance. Figure 12 plots the normalized speed
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and cumulative distance over time. At 7 h and 50 min into the trial, the vehicle has
traversed 250 km, which is sufficient to complete the mission in the allotted time
frame. This is shown by a speed score of 0.55, which is greater than the minimum
score of 0.52, and a distance score of 0.69, which is less than the minimum score of
0.64.
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Fig. 12 An unprotected vehicle on Route 2 while under a cooling attack

4.8 Protected Vehicle on Route 2 under a Cooling System Attack

In this trial, we consider a protected vehicle traveling along Route 2 under a cooling
system attack starting at T = 30 min. The cooling system attack will spoof engine
temperature readings, fooling the cooling system in such a way that the radiator fan
is not engaged and causing the engine to overheat. The countermeasure will keep
track of various aspects of the engine performance to compute engine temperature.
If the computed temperature is too high then the countermeasure will engage the
radiator fan. We judge that traveling uphill over a gravel road would require the
cooling fan. Under these conditions, the countermeasure would engage the fan and
be completely effective at preserving the performance of the vehicle. Table B-9
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shows the time, the planned speed and cumulative distance, the actual speed and
cumulative distance, and the normalized speed and cumulative distance. Figure 13
plots the normalized speed and cumulative distance over time. At 6 h into the trial,
the vehicle has traversed 250 km and successfully completed the mission within the
allotted time frame. This is shown by a speed score of 0.72, which is greater than
the minimum score of 0.52, and a distance score of 0.82, which is greater than the
minimum score of 0.64.
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Fig. 13 A protected vehicle on Route 2 while under a cooling attack

5. Conclusion

We conclude this report by considering our initial methodology for measuring cyber
resiliences against our measures of success. Next we will share some of the lessons
that we have learned. We will consider our progress toward answering our research
questions. Finally, we will consider future work.
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5.1 Measures of Success

Based upon Kott and Linkov’s work, we assert that for the measurement method-
ology to be successful it must be repeatable, consistent, monotonic with respect to
defense, and monotonic with respect to attacks.

1. Repeatable. We assert that this methodology is repeatable because we fully
expect that the same article tested with the same mission scenario and the
same threat environment will yield similar results. We acknowledge that our
tabletop exercise has not fully demonstrated this.

2. Consistent. We assert that this methodology is consistent with respect to mis-
sions. The same article test with similar missions against the same threat en-
vironment will yield similar results. The contrast between using Route 1 and
Route 2 demonstrates a caveat in that missions appearing similar may not be
similar because they stress the article in very different ways.

3. Monotonicity with respect to defense. Our tabletop exercise showed that
protected vehicles performed as well or better than the unprotected vehicles
when tested using the same scenario and the same threat environment.

4. Monotonicity with respect to attacks. Our tabletop exercise did not attempt
to rank attacks; therefore, it is not possible for it to demonstrate that the score
decreases as the threat increases.

5.2 Lessons Learned

1. As currently defined, cyber resilience is a subset of mission resilience. The
key difference is not in the KPPs that are measured, but in the effects that
are considered. The methodology would work as well to measure resilience
against kinetic effects. This project will confine itself to effects that could be
caused by a cyber attack on the system.

2. Resilience may come in many forms. Mechanisms designed to make a system
resilient against mechanical failure may also make the system resilient against
cyber effects if those effects either cause or mimic a mechanical failure. We
saw this when the robustness of a heavy vehicle cooling system made the
vehicle immune to a cooling system attack under certain circumstances.
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3. Since the KPPs under measurement are specific to the mission and not to the
cyber systems, many non-cyber aspects will affect the score. For example,
when an unprotected vehicle takes the first route under a cooling attack, the
mission proceeds exactly as planned because the route does not stress the
engine to the point that the cooling fan is necessary.

4. It is important that the critical capabilities of the article under test be consid-
ered. For example, a World War II era CCKW 6X6 deuce-and-a-half tactical
cargo truck could be completely impervious to cyber attack; however, its ca-
pabilities versus modern systems need to be considered. For example, the
deuce-and-a-half may lack the carrying capacity, fuel economy, or off road
capability to acceptably complete the mission.

5. The methodology is limited to KPPs that can be measured and the ability to
sufficiently model or replicate relevant system, mission, and threat parame-
ters. Each experiment is limited to effects that can be manifested in the article
under test. For example, consider an experiment using a vehicle simulator.
If the vehicle simulator does not simulate engine temperature, then attacks
against the cooling system cannot be measured.

6. In this example, we used distance over time or speed as our KPP; however,
the only requirement for a KPP is that it be quantitatively measurable. For ex-
ample, if stealth is a requirement, and observability quantitatively measured,
then any effect which impacts observability could be considered.

7. We may need to add a research question about ranking threats, cyber attacks,
or cyber-effects. Certainly the cooling system attack could have been made
more sophisticated by hiding itself from the operator. This improved attack
could severely damage the vehicle before the operator was aware of the prob-
lem. However, on Route 1, the attack still would have failed to prevent mis-
sion success. How does one rank these attacks? The speed control attacks
reliably prevent an unprotected vehicle from completing the mission; how-
ever, repair would be straightforward even if diagnosis was difficult.24 The
cooling system attack has the potential to inflict costly damage to a vehicle,
but is not effective in every mission scenario.
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5.3 Research Questions

1. How is cyber resilience defined? In this exercise, we used the following
working definition: Cyber resilience, in this context, is the ability of systems
to resist, absorb, and recover/adapt to a cyber-compromise after the compro-
mise occurs, during execution of a mission. Our table exercise demonstrated
the capacity to measure cyber resilience according to this definition; however,
we noticed in our literature review that Cottam et al. would have rejected this
definition because it contains the means of achieving cyber resilience.14

2. How will the quantitative cyber resilience measurement be used? By
comparing unprotected versus protected vehicles in our tabletop exercise we
were able to demonstrate that our measurement methodology is able to show
the relative effectiveness of a countermeasure in some circumstances. There
is a caveat, because comparing the effectiveness of the cooling system pro-
tection only on Route 1 would not have shown an improvement in cyber re-
silience based on the countermeasure because the vehicle itself was resilient
against that attack in that environment.

3. What methodology to use to measure cyber resilience? This tabletop ex-
ercise used the area under the performance curve to measure cyber resilience.
This measurement does meet many of our measures of success as seen in
Section 5.

4. What exactly is measured to compute the cyber resilience? For this table-
top exercise, we measured speed and cumulative distance, which we acknowl-
edge are basically the same thing. We still consider this an open question and
will include additional KPPs in future experiments based upon the mission
requirements and capabilities of the article under test.

5.4 Future Work

The definition of cyber resilience deserves more consideration. We will need to
discover/select some criteria for what makes a good definition. Podsakoff et al.
provide a list of 10 questions that may be used to evaluate a definition.25 Cronin
et al. provide a step-by-step approach for conducting a literature review.26 We will
combine these to create a good scientific definition of cyber resilience.
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As we stated earlier and showed in Fig. 3 we plan to approach this project itera-
tively, conducting experiments of greater fidelity as we improve the answers to our
research questions. Below is a list of currently planned future experiments.

1. Unity. In September, an experiment will be conducted using the vehicle sim-
ulator in the Unity Real-Time Development Platform.27 This experiment will
feature the first iteration of the AutoCRAT and exercise our ability to import
data into and export data from the Unity platform. This is important since we
intend to use the Unity platform to demonstrate this methodology. We do not
expect the vehicle simulator to be of high fidelity; however, we do expect it
to be sufficient for this iteration.

2. PASTA. We are in the process of procuring the Toyota Portable Automotive
Security Testbed with Adaptability (PASTA) from Chip One Stop.28 PASTA
will be able to provide a higher fidelity vehicle simulator, which will allow
the AutoCRAT to interface directly with the CAN bus to collect KPPs. It will
also interface with the Unity platform for demonstration purposes. We expect
to conduct an experiment in the early January time frame using PASTA. This
experiment will exercise the ability of AutoCRAT to interface with PASTA
and the ability of PASTA to interface with the Unity platform.

3. Others. Follow on experiments with this environment will expand the mis-
sion scenario, countermeasures, and threat environment. Figure 14 illustrates
this iterative approach with increasing fidelity in the vehicle simulators to
the use of actual vehicles, the expansion of mission scenarios and the threat
model, as well as the refinement of the measurement methodology and the
AutoCRAT. We have established a Collaborative Agreement (CA) with Penn
State University Applied Research Laboratory (PSU/ARL). This CA will al-
low us to leverage PSU/ARL’s experience with heavy vehicles and access to
their vehicles for experimentation.
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Fig. 14 Iterative experimental plan for the QMoCR project
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Appendix A. Definitions of Cyber Resilience
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Table A-1: Definitions of Cyber Resilience

Term Context Definition
Information
System
Resilience

Information
Systems

The ability of an information system to continue to: (i) op-
erate under adverse conditions or stress, even if in a de-
graded or debilitated state, while maintaining essential op-
erational capabilities; and (ii) recover to an effective op-
erational posture in a time frame consistent with mission
needs.10

Operational
Resilience

Organizations The ability of a system to resist, absorb, and recover from
or adapt to an adverse occurrence during operations that
may cause harm, destruction, or loss of ability to perform
mission-related functions.11

Resilience Engineered
systems

Resilience is the ability to prepare and plan for, absorb or
mitigate, recover from, or more successfully adapt to actual
or potential adverse events.12

Resilience Engineered
systems

Resilience is the ability to provide required capability in
the face of adversity. The scope of resilience includes the
ability to avoid, withstand, and recover from adversity (the
objective is required capability, not system stasis).29

Resilience Systems or
networks

The ability of a system or network to resist failure or to
recover quickly from any disruption, usually with minimal
recognizable effect.30

Resilience Communities,
Infrastructure
sectors,
the Nation

The ability to adapt to changing conditions and withstand
and rapidly recover from disruption due to emergencies.31

Resilience Communities,
Infrastructure
sectors,
the Nation

The ability to prepare for and adapt to changing conditions
and to withstand and recover rapidly from disruptions. Re-
silience includes the ability to withstand and recover from
deliberate attacks, accidents, or naturally occurring threats
or incidents.32

Cyber
Resilience

Organizations,
individuals

Cyber resilience is being able to prepare for, withstand,
rapidly recover, and learn from deliberate attacks or acci-
dental events in the online world. Cyber security is a key
element of being resilient, but cyber resilient people and
organisations recognize that being safe online goes far be-
yond just technical measures.33

Cyber
Resilience

Financial
Market
Infrastructure

The ability to anticipate, absorb, adapt to and/or rapidly re-
cover from disruption caused by a cyber attack.34

Continued on next page
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Table A-1 – Continue from previous page

Term Context Definition
Cyber
Resilience

Systems,
Organizations

the capability to detect threats, prevent their infiltration or
at least confine their expansion, manage their effects and
deny their recurrence; the notion of adaptability is at the
core of resilience, as is being able to continue ordinary op-
erations.35

Cyber
Resiliency

Organizations Cyber resilience brings together the capabilities of cyber-
security, business continuity, and enterprise resilience. It
applies holistic security strategies to help federal agencies
and other organizations respond quickly to threats so they
can minimize the damage and continue to operate under at-
tack.36

Cyber
Resiliency

Systems The ability to anticipate, withstand, recover from, and adapt
to adverse conditions, stresses, attacks or compromises on
systems that include cyber resources.37

Resilience General Any capacity and skills, and action, strategy, investment
and anticipation, which helps individual, households, and
communities to anticipate, absorb, accommodate, or re-
cover from the impacts of a particular adverse event (shock,
stress, or (un)expected changes.)16

Cyber-
resilience

Systems Cyber resilience is the ability to continuously deliver the
intended outcome despite adverse cyber events.13

Cyber-
resiliency

Systems Cyber resiliency – the ability to anticipate, withstand, re-
cover from, and adapt to adverse conditions, stresses, at-
tacks, or compromises on cyber resources.17–19

Cyber-
resilience

Systems Cyber-resilience is the ability of a system to recover or re-
generate its functionality after a cyber-threat materializes
and produces a degradation to the system’s performance.38
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The appendix contains the raw results for the various scenarios in the table top
exercise. For the sake of space, Planned Speed and Planned Distance have been
abreviated P Speed and P Dist, Actual Speed and Actual Distance have been
abreviated A Speed and A Dist, and Normalized Speed and Normalized Distance
have been abreviated N Speed and N Dist.

Table B-1: Time, Speed, and Cumulative distance for Routes 1 and 2

Time P Speed P Dist A Speed A Dist N Speed N Dist

10 60 10 60 10.00 1.00 1.00

20 60 20 60 20.00 1.00 1.00

30 60 30 60 30.00 1.00 1.00

40 60 40 45 37.50 0.75 0.94

50 60 50 40 44.20 0.67 0.88

60 60 60 40 50.80 0.67 0.85

70 60 70 40 57.50 0.67 0.82

80 60 80 40 64.20 0.67 0.80

90 60 90 40 70.80 0.67 0.79

100 60 100 40 77.50 0.67 0.78

110 60 110 40 84.20 0.67 0.77

120 60 120 40 90.80 0.67 0.76

130 60 130 40 97.50 0.67 0.75

140 60 140 40 104.20 0.67 0.74

150 60 150 40 110.80 0.67 0.74

160 60 160 40 117.50 0.67 0.73

170 60 170 40 124.20 0.67 0.73

180 60 180 40 130.80 0.67 0.73

190 60 190 40 137.50 0.67 0.72

200 60 200 40 144.20 0.67 0.72

210 60 210 40 150.80 0.67 0.72

220 60 220 40 157.50 0.67 0.72

230 60 230 40 164.20 0.67 0.71

240 60 240 40 170.80 0.67 0.71

250 60 250 40 177.50 0.67 0.71

Continued on next page
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Table B-1 Continued from previous page

Time P Speed P Dist A Speed A Dist N Speed N Dist

260 60 250 40 184.20 0.67 0.74

270 60 250 40 190.80 0.67 0.76

280 60 250 40 197.50 0.67 0.79

290 60 250 40 204.20 0.67 0.82

300 60 250 40 210.80 0.67 0.84

310 60 250 40 217.50 0.67 0.87

320 60 250 40 224.20 0.67 0.90

330 60 250 40 230.80 0.67 0.92

340 60 250 40 237.50 0.67 0.95

350 60 250 60 247.50 1.00 0.99

360 60 250 60 250.00 1.00 1.00

Concluded
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Table B-2: Time, Speed, and Cumulative distance for Route 1, speed
attack, and an unprotected vehicle

Time P Speed P Dist A Speed A Dist N Speed N Dist

10 60 10 60 10.00 1.00 1.00

20 60 20 60 20.00 1.00 1.00

30 60 30 60 30.00 1.00 1.00

40 60 40 12 32.00 0.20 0.80

50 60 50 12 34.00 0.20 0.68

60 60 60 12 36.00 0.20 0.60

70 60 70 12 38.00 0.20 0.54

80 60 80 12 40.00 0.20 0.50

90 60 90 12 42.00 0.20 0.47

100 60 100 12 44.00 0.20 0.44

110 60 110 12 46.00 0.20 0.42

120 60 120 12 48.00 0.20 0.40

130 60 130 12 50.00 0.20 0.38

140 60 140 12 52.00 0.20 0.37

150 60 150 12 54.00 0.20 0.36

160 60 160 12 56.00 0.20 0.35

170 60 170 12 58.00 0.20 0.34

180 60 180 12 60.00 0.20 0.33

190 60 190 12 62.00 0.20 0.33

200 60 200 12 64.00 0.20 0.32

210 60 210 12 66.00 0.20 0.31

220 60 220 12 68.00 0.20 0.31

230 60 230 12 70.00 0.20 0.30

240 60 240 12 72.00 0.20 0.30

250 60 250 12 74.00 0.20 0.30

260 60 260 12 76.00 0.20 0.29

270 60 270 12 78.00 0.20 0.29

280 60 280 12 80.00 0.20 0.29

290 60 290 12 82.00 0.20 0.28

300 60 300 12 84.00 0.20 0.28

Continued on next page
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Table B-2 Continued from previous page

Time P Speed P Dist A Speed A Dist N Speed N Dist

310 60 310 12 86.00 0.20 0.28

320 60 320 12 88.00 0.20 0.28

330 60 330 12 90.00 0.20 0.27

340 60 340 12 92.00 0.20 0.27

350 60 350 12 94.00 0.20 0.27

360 60 360 12 96.00 0.20 0.27

370 60 370 12 98.00 0.20 0.26

380 60 380 12 100.00 0.20 0.26

390 60 390 12 102.00 0.20 0.26

400 60 400 12 104.00 0.20 0.26

410 60 410 12 106.00 0.20 0.26

420 60 420 12 108.00 0.20 0.26

430 60 430 12 110.00 0.20 0.26

440 60 440 12 112.00 0.20 0.25

450 60 450 12 114.00 0.20 0.25

460 60 460 12 116.00 0.20 0.25

470 60 470 12 118.00 0.20 0.25

480 60 480 12 120.00 0.20 0.25

490 60 490 12 122.00 0.20 0.25

500 60 500 12 124.00 0.20 0.25

Concluded
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Table B-3: Time, Speed, and Cumulative distance for Route 1, speed
attack, and a protected vehicle

Time P Speed P Dist A Speed A Dist N Speed N Dist

10 60 10 60 10.00 1.00 1.00

20 60 20 60 20.00 1.00 1.00

30 60 30 60 30.00 1.00 1.00

40 60 40 60 40.00 1.00 1.00

50 60 50 60 50.00 1.00 1.00

60 60 60 60 60.00 1.00 1.00

70 60 70 60 70.00 1.00 1.00

80 60 80 60 80.00 1.00 1.00

90 60 90 60 90.00 1.00 1.00

100 60 100 60 100.00 1.00 1.00

110 60 110 60 110.00 1.00 1.00

120 60 120 60 120.00 1.00 1.00

130 60 130 60 130.00 1.00 1.00

140 60 140 60 140.00 1.00 1.00

150 60 150 60 150.00 1.00 1.00

160 60 160 60 160.00 1.00 1.00

170 60 170 60 170.00 1.00 1.00

180 60 180 60 180.00 1.00 1.00

190 60 190 60 190.00 1.00 1.00

200 60 200 60 200.00 1.00 1.00

210 60 210 60 210.00 1.00 1.00

220 60 220 60 220.00 1.00 1.00

230 60 230 60 230.00 1.00 1.00

240 60 240 60 240.00 1.00 1.00

250 60 250 60 250.00 1.00 1.00

Concluded
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Table B-4: Time, Speed, and Cumulative distance for Route 2, speed
attack, and an unprotected vehicle

Time P Speed P Dist A Speed A Dist N Speed N Dist

10 60 10 60 10.00 1.00 1.00

20 60 20 60 20.00 1.00 1.00

30 60 30 60 30.00 1.00 1.00

40 60 40 12 32.00 0.20 0.80

50 60 50 12 32.80 0.20 0.66

60 60 60 0 32.80 0.00 0.55

70 60 70 0 32.80 0.00 0.47

80 60 80 0 32.80 0.00 0.41

90 60 90 0 32.80 0.00 0.36

100 60 100 0 32.80 0.00 0.33

110 60 110 0 32.80 0.00 0.30

120 60 120 0 32.80 0.00 0.27

130 60 130 0 32.80 0.00 0.25

140 60 140 0 32.80 0.00 0.23

150 60 150 0 32.80 0.00 0.22

160 60 160 0 32.80 0.00 0.20

170 60 170 0 32.80 0.00 0.19

180 60 180 0 32.80 0.00 0.18

190 60 190 0 32.80 0.00 0.17

200 60 200 0 32.80 0.00 0.16

210 60 210 0 32.80 0.00 0.16

220 60 220 0 32.80 0.00 0.15

230 60 230 0 32.80 0.00 0.14

240 60 240 0 32.80 0.00 0.14

250 60 250 0 32.80 0.00 0.13

260 60 250 0 32.80 0.00 0.13

270 60 250 0 32.80 0.00 0.13

280 60 250 0 32.80 0.00 0.13

290 60 250 0 32.80 0.00 0.13

300 60 250 0 32.80 0.00 0.13

Continued on next page
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Table B-4 Continued from previous page

Time P Speed P Dist A Speed A Dist N Speed N Dist

310 60 250 0 32.80 0.00 0.13

320 60 250 0 32.80 0.00 0.13

330 60 250 0 32.80 0.00 0.13

340 60 250 0 32.80 0.00 0.13

350 60 250 0 32.80 0.00 0.13

360 60 250 0 32.80 0.00 0.13

370 60 250 0 32.80 0.00 0.13

380 60 250 0 32.80 0.00 0.13

390 60 250 0 32.80 0.00 0.13

400 60 250 0 32.80 0.00 0.13

410 60 250 0 32.80 0.00 0.13

420 60 250 0 32.80 0.00 0.13

430 60 250 0 32.80 0.00 0.13

440 60 250 0 32.80 0.00 0.13

450 60 250 0 32.80 0.00 0.13

460 60 250 0 32.80 0.00 0.13

470 60 250 0 32.80 0.00 0.13

480 60 250 0 32.80 0.00 0.13

490 60 250 0 32.80 0.00 0.13

Concluded
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Table B-5: Time, Speed, and Cumulative distance for Route 2, speed
attack, and a protected vehicle

Time P Speed P Dist A Speed A Dist N Speed N Dist

10 60 10 60 10.00 1.00 1.00

20 60 20 60 20.00 1.00 1.00

30 60 30 60 30.00 1.00 1.00

40 60 40 45 37.50 0.75 0.94

50 60 50 35 43.30 0.58 0.87

60 60 60 35 49.20 0.58 0.82

70 60 70 35 55.00 0.58 0.79

80 60 80 35 60.80 0.58 0.76

90 60 90 35 66.70 0.58 0.74

100 60 100 35 72.50 0.58 0.72

110 60 110 35 78.30 0.58 0.71

120 60 120 35 84.20 0.58 0.70

130 60 130 35 90.00 0.58 0.69

140 60 140 35 95.80 0.58 0.68

150 60 150 35 101.70 0.58 0.68

160 60 160 35 107.50 0.58 0.67

170 60 170 35 113.30 0.58 0.67

180 60 180 35 119.20 0.58 0.66

190 60 190 40 125.80 0.67 0.66

200 60 200 40 132.50 0.67 0.66

210 60 210 40 139.20 0.67 0.66

220 60 220 40 145.80 0.67 0.66

230 60 230 40 152.50 0.67 0.66

240 60 240 40 159.20 0.67 0.66

250 60 250 40 165.80 0.67 0.66

260 60 250 40 172.50 0.67 0.69

270 60 250 40 179.20 0.67 0.72

280 60 250 40 185.80 0.67 0.74

290 60 250 40 192.50 0.67 0.77

300 60 250 40 199.20 0.67 0.80

Continued on next page

43



Table B-5 Continued from previous page

Time P Speed P Dist A Speed A Dist N Speed N Dist

310 60 250 40 205.80 0.67 0.82

320 60 250 40 212.50 0.67 0.85

330 60 250 40 219.20 0.67 0.88

340 60 250 40 225.80 0.67 0.90

350 60 250 60 235.80 1.00 0.94

360 60 250 60 245.80 1.00 0.98

370 60 250 60 250.00 1.00 1.00

Concluded
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Table B-6: Time, Speed, and Cumulative distance for Route 1, cool-
ing attack, and an unprotected vehicle

Time P Speed P Dist A Speed A Dist N Speed N Dist

10 60 10 60 10.00 1.00 1.00

20 60 20 60 20.00 1.00 1.00

30 60 30 60 30.00 1.00 1.00

40 60 40 60 40.00 1.00 1.00

50 60 50 60 50.00 1.00 1.00

60 60 60 60 60.00 1.00 1.00

70 60 70 60 70.00 1.00 1.00

80 60 80 60 80.00 1.00 1.00

90 60 90 60 90.00 1.00 1.00

100 60 100 60 100.00 1.00 1.00

110 60 110 60 110.00 1.00 1.00

120 60 120 60 120.00 1.00 1.00

130 60 130 60 130.00 1.00 1.00

140 60 140 60 140.00 1.00 1.00

150 60 150 60 150.00 1.00 1.00

160 60 160 60 160.00 1.00 1.00

170 60 170 60 170.00 1.00 1.00

180 60 180 60 180.00 1.00 1.00

190 60 190 60 190.00 1.00 1.00

200 60 200 60 200.00 1.00 1.00

210 60 210 60 210.00 1.00 1.00

220 60 220 60 220.00 1.00 1.00

230 60 230 60 230.00 1.00 1.00

240 60 240 60 240.00 1.00 1.00

250 60 250 60 250.00 1.00 1.00

Concluded
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Table B-7: Time, Speed, and Cumulative distance for Route 1, cool-
ing attack, and a protected vehicle

Time P Speed P Dist A Speed A Dist N Speed N Dist

10 60 10 60 10.00 1.00 1.00

20 60 20 60 20.00 1.00 1.00

30 60 30 60 30.00 1.00 1.00

40 60 40 60 40.00 1.00 1.00

50 60 50 60 50.00 1.00 1.00

60 60 60 60 60.00 1.00 1.00

70 60 70 60 70.00 1.00 1.00

80 60 80 60 80.00 1.00 1.00

90 60 90 60 90.00 1.00 1.00

100 60 100 60 100.00 1.00 1.00

110 60 110 60 110.00 1.00 1.00

120 60 120 60 120.00 1.00 1.00

130 60 130 60 130.00 1.00 1.00

140 60 140 60 140.00 1.00 1.00

150 60 150 60 150.00 1.00 1.00

160 60 160 60 160.00 1.00 1.00

170 60 170 60 170.00 1.00 1.00

180 60 180 60 180.00 1.00 1.00

190 60 190 60 190.00 1.00 1.00

200 60 200 60 200.00 1.00 1.00

210 60 210 60 210.00 1.00 1.00

220 60 220 60 220.00 1.00 1.00

230 60 230 60 230.00 1.00 1.00

240 60 240 60 240.00 1.00 1.00

250 60 250 60 250.00 1.00 1.00

Concluded
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Table B-8: Time, Speed, and Cumulative distance for Route 2, cool-
ing attack, and an unprotected vehicle

Time P Speed P Dist A Speed A Dist N Speed N Dist

10 60 10 60 10.00 1.00 1.00

20 60 20 60 20.00 1.00 1.00

30 60 30 60 30.00 1.00 1.00

40 60 40 45 37.50 0.75 0.94

50 60 50 40 44.20 0.67 0.88

60 60 60 40 50.80 0.67 0.85

70 60 70 40 57.50 0.67 0.82

80 60 80 40 64.20 0.67 0.80

90 60 90 40 70.80 0.67 0.79

100 60 100 40 77.50 0.67 0.78

110 60 110 40 84.20 0.67 0.77

120 60 120 0 84.20 0.00 0.70

130 60 130 0 84.20 0.00 0.65

140 60 140 0 84.20 0.00 0.60

150 60 150 0 84.20 0.00 0.56

160 60 160 0 84.20 0.00 0.53

170 60 170 0 84.20 0.00 0.50

180 60 180 0 84.20 0.00 0.47

190 60 190 0 84.20 0.00 0.44

200 60 200 0 84.20 0.00 0.42

210 60 210 0 84.20 0.00 0.40

220 60 220 0 84.20 0.00 0.38

230 60 230 40 90.80 0.67 0.39

240 60 240 40 97.50 0.67 0.41

250 60 250 40 104.20 0.67 0.42

260 60 250 40 110.80 0.67 0.44

270 60 250 40 117.50 0.67 0.47

280 60 250 40 124.20 0.67 0.50

290 60 250 40 130.80 0.67 0.52

300 60 250 40 137.50 0.67 0.55

Continued on next page
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Table B-8 Continued from previous page

Time P Speed P Dist A Speed A Dist N Speed N Dist

310 60 250 40 144.20 0.67 0.58

320 60 250 40 150.80 0.67 0.60

330 60 250 40 157.50 0.67 0.63

340 60 250 40 164.20 0.67 0.66

350 60 250 40 170.80 0.67 0.68

360 60 250 40 177.50 0.67 0.71

370 60 250 40 184.20 0.67 0.74

380 60 250 40 190.80 0.67 0.76

390 60 250 40 197.50 0.67 0.79

400 60 250 40 204.20 0.67 0.82

410 60 250 40 210.80 0.67 0.84

420 60 250 40 217.50 0.67 0.87

430 60 250 40 224.20 0.67 0.90

440 60 250 40 230.80 0.67 0.92

450 60 250 40 237.50 0.67 0.95

460 60 250 60 247.50 1.00 0.99

470 60 250 60 257.50 1.00 1.03

Concluded
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Table B-9: Time, Speed, and Cumulative distance for Route 2, cool-
ing attack, and a protected vehicle

Time P Speed P Dist A Speed A Dist N Speed N Dist

10 60 10 60 10.00 1.00 1.00

20 60 20 60 20.00 1.00 1.00

30 60 30 60 30.00 1.00 1.00

40 60 40 45 37.50 0.75 0.94

50 60 50 40 44.20 0.67 0.88

60 60 60 40 50.80 0.67 0.85

70 60 70 40 57.50 0.67 0.82

80 60 80 40 64.20 0.67 0.80

90 60 90 40 70.80 0.67 0.79

100 60 100 40 77.50 0.67 0.78

110 60 110 40 84.20 0.67 0.77

120 60 120 40 90.80 0.67 0.76

130 60 130 40 97.50 0.67 0.75

140 60 140 40 104.20 0.67 0.74

150 60 150 40 110.80 0.67 0.74

160 60 160 40 117.50 0.67 0.73

170 60 170 40 124.20 0.67 0.73

180 60 180 40 130.80 0.67 0.73

190 60 190 40 137.50 0.67 0.72

200 60 200 40 144.20 0.67 0.72

210 60 210 40 150.80 0.67 0.72

220 60 220 40 157.50 0.67 0.72

230 60 230 40 164.20 0.67 0.71

240 60 240 40 170.80 0.67 0.71

250 60 250 40 177.50 0.67 0.71

260 60 250 40 184.20 0.67 0.74

270 60 250 40 190.80 0.67 0.76

280 60 250 40 197.50 0.67 0.79

290 60 250 40 204.20 0.67 0.82

300 60 250 40 210.80 0.67 0.84

Continued on next page
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Table B-9 Continued from previous page

Time P Speed P Dist A Speed A Dist N Speed N Dist

310 60 250 40 217.50 0.67 0.87

320 60 250 40 224.20 0.67 0.90

330 60 250 40 230.80 0.67 0.92

340 60 250 40 237.50 0.67 0.95

350 60 250 60 247.50 1.00 0.99

360 60 250 60 250.00 1.00 1.00

Concluded
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List of Symbols, Abbreviations, and Acronyms

AutoCRAT automated cyber resilience assessment tool

CA Collaborative Agreement

CAN controller area network

DIR detect, isolate, and recover

DoD Department of Defense

KPP key performance parameter

LDI livelihood diversification index

MEF mission essential function

PASTA Toyota Portable Automotive Security Testbed with Adaptability

POI point of interest

PSU/ARL Penn State University Applied Research Laboratory

QMoCR Quantitative Measurement of Cyber Resilience

RI resilience index
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