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1. Introduction 

Trust is fundamental to team effectiveness and impacts a variety of team processes 
including information sharing, decision making, and overall team success. In high-
performing teams that operate in adverse, uncertain, and high-stress environments 
such as military, emergency, medical, search-and-rescue, and disaster relief, an 
inappropriate level of trust (whether too high or too low) at a critical time can result 
in suboptimal interactions between teammates, leading to unsafe behaviors (De 
Jong and Elfring 2010; Costa et al. 2018). For example, trusting too much, or “over-
trust,” can lull operators into a state of complacency leading to costly mistakes and 
the potential for losing human lives and expensive equipment; conversely, trusting 
too little, or “under trust,” can cause team members to feel the need to constantly 
monitor one another, creating unbalanced and inappropriate levels of workload (de 
Visser et al. 2020). Trust is built through training as a connected group, as well as 
through shared experiences over time (Fulmer and Gelfand 2012; Costa and 
Anderson 2017). 

With the continued advancement of autonomous technologies, it is likely that future 
team structures will include autonomous members that function not only as tools that 
provide support, but as full-fledged teammates (Phillips et al. 2011). While the 
human performance literature is rich with methods for assessing trust in pairs of 
individuals (or dyads), there are gaps with respect to understanding how trust 
should be measured in larger teams (Feitosa et al. 2020), as well as which measures 
might be best suited to the complexities of teams composed of multiple humans and 
multiple autonomous systems. Further complicating trust measurement is the fact 
that team trust is a dynamic state that fluctuates over the life cycle of the team and 
is further influenced by the social, task, and environmental contexts (Schaefer et al. 
2018a; Schaefer et al. 2019a). Nevertheless, the processes by which trust develops 
and propagates within these larger, heterogeneous teams remain unclear. 
Therefore, to enable these technologies to fully support team functioning, it is 
critical to understand how trust is developed, maintained, and measured in the 
context of human–autonomy teams. Because trust is complex, a multimodal 
approach to measurement is needed. Therefore, in this report we describe a 
conceptual toolkit developed to yield a more accurate and robust understanding of 
trust over time in human–autonomy teams. 

Given that our future society will see a rise in heterogeneous teams consisting of 
multiple humans and multiple autonomous systems, it is important to quantify the 
trust relationships between different members of the team, as well as understand the 
range of implications of trust on global team dynamics. From this approach, trust 
between people is not the same as within human–machine partnerships, or even 
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machine–machine partnerships. There are different factors and features of priority 
for these different types of interactions and how those interactions influence the 
propagation of trust throughout the team. Taking all these factors into account, it is 
critical to first understand the capabilities and limitations of existing trust measures 
so they can be adapted to meet these needs, or when necessary, develop new 
measures to support team trust assessment. To that end, this report explores the state 
of the art in trust assessment techniques, including those that are novel and extend 
beyond subjective assessments. In Section 2 we begin by defining human–
autonomy teams and outlining team trust specific to human–autonomy teams. 
Section 3 identifies and describes different types of trust, which differ in their 
development and specifically how they impact human–autonomy teaming. 
Section 4 breaks down the different measures of trust that have been well 
documented in the literature, which include subjective, communication, behavioral, 
and physiological indicators of team trust and how these can inform a multimodal 
method measurement approach for effective trust calibration in human–autonomy 
teams operating in dynamic environments. In the last sections, we use an illustrative 
case study to detail a multistep approach to measuring team trust with 
recommendations for modality and subsequent metric selection and identify some 
constraints and considerations involved in team trust measurement. 

2. What Is a Human–Autonomy Team? 

Before we begin our discussion of trust within human–autonomy teaming, we must 
examine what a team means and what is meant by autonomy. It has been posited 
that the foundation of human–autonomy team literature is built on that of 
interpersonal, or human teams (Morrow and Fiore 2012). Therefore, we extend the 
interpersonal definition of team as meaning “two or more [team members that] 
interact dynamically, interdependently, and adaptively toward a common and 
valued goal, objective, or mission, … have been each assigned specific roles or 
functions to perform and have a limited span of membership” (Salas et al. 1992, 
p. 4). For the scope of this work, a human–autonomy team consists of one or more 
human teammates, coupled with one or more autonomous systems, or intelligent 
agents (IAs), that collaborate to accomplish a task or goal (Demir et al. 2019).  

Recent advances in artificial intelligence have endowed autonomous systems with 
a greater capability for independence and interdependence. These advances 
effectively move technology away from roles that simply support or augment human 
performance in limited ways, to roles as actual team members that genuinely extend 
the overall team dynamics and capabilities (Phillips et al. 2011; McNeese et al. 
2019). In this context, IAs are autonomous entities with the ability to observe and act 
on their environment, as well as conduct activities toward achieving both individual 
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and collective goals (Russell and Norvig 2009). IAs can be computer-based entities 
(i.e., embedded agents) or physical entities (i.e., embodied agents, a.k.a. robots). 
Both embedded and embodied agent systems can perform multiple tasks using 
various types and levels of autonomy, making it difficult for human teammates to 
understand the agent’s actions or decision-making processes. Therefore, successful 
integration of humans and autonomous systems as team members requires each to 
understand the other’s reasoning, actions, and intentions (Schaefer et al. 2017; Chen 
et al. 2018). However, developing a mutual understanding between humans and 
autonomy is extremely complex and requires effective communication between the 
autonomy and their human team member. 

Part of the challenge involved in teaming humans and autonomous systems lies 
in the fact that team processes such as communication and coordination are 
fundamentally different in autonomous systems, thereby creating difficulty for 
both entities to develop and maintain situation awareness (Endsley 1995) and share 
mental models (Cannon-Bowers and Salas 2001) of the environment, task, and team. 
Challenges can arise from suboptimal developmental decisions (e.g., interface 
design and agent transparency), limitations (e.g., unable to parse natural language, 
understand nonverbal cues, a n d  modality of communication), and the timing 
of communications. Each of these elements can impact the overall team dynamic 
and thus must be more fully understood to ensure proper integration of humans and 
autonomous systems. Further, establishing bidirectional communication with an 
agent, even on a one-to-one basis, can be difficult and is currently an important area 
of active inquiry (Marathe et al. 2018). Figure 1 provides a graphical representation 
of the degrees of complexity that can be present, illustrating the difficulty in 
understanding the interdependencies of human–autonomy teams. 

Given the increased interest in adopting human–autonomy teaming beyond simple 
dyads, especially for high-risk operations, it is important to consider the challenges 
involved in developing and maintaining these types of teams. The literature 
regarding the mechanisms that underpin effective human team performance is 
rather extensive (DeChurch and Mesmer-Magnus 2010), though applying these 
concepts directly to human–autonomy teams is not reasonable in the near-term 
because the inherent differences between humans and IAs are not yet fully 
understood. It is essential to recognize that IAs behave, reason, and communicate 
differently than people and therefore it is necessary to understand how these 
differences affect the ability of team members to coordinate, communicate, and 
understand one another, as well as fundamentally change the dynamics of 
teamwork and the development of critical processes, such as trust within human–
autonomy teams. 
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Fig. 1 A graphical representation (Judson 2019) that demonstrates increasing levels of 
complexity of multiperson, multiagent human–autonomy teams. In this example, the human–
autonomy teams are attempting to breach an enemy line (brown barrier). Team 
communication is denoted by the blue dotted lines. Frame a represents a quadcopter 
(reconnaissance vehicle) working with a human team to identify danger areas that dismounted 
Soldiers or manned vehicles should avoid. Frame b represents an unmanned aerial 
reconnaissance vehicle and manned ground vehicle looking for enemy threats. The 
information about the previously identified danger area (blue circle) has been communicated 
to the other human–autonomy teams. Frame c represents two robotic ground vehicles and a 
manned ground vehicle providing smoke-screen coverage from the previously identified 
enemy threats (represented by the red circles). Frame d represents two manned vehicle crews 
and a remote weaponized robotic ground vehicle providing support by fire (red dotted lines) 
for the robotic breach vehicle, while an unmanned aerial vehicle is providing additional 
information. 

2.1 Team Trust (Human–Autonomy Teams) 

Human–autonomy team trust builds on the general team perspective that “team 
members’ positive expectations about each other’s competence and motivations, as 
well as a shared acceptance of vulnerability based on the assumption that teammates 
will act in the best interest of the team” (Grossman and Feitosa 2018, p. 396). Trust, 
thereby, plays a significant role in how team members interact and work together, 
influencing a variety of team processes and emergent states that are crucial for team 
effectiveness, such as task and individual team member monitoring, information 
sharing, and supporting team members when they need assistance (Grossman and 
Feitosa 2018), to name a few. Further, trust is emergent and dynamic in that, once 
established, it fluctuates based on a variety of factors including expectations and 
observations of individual and team behaviors in varied operational circumstances 
(Drnec and Metcalfe 2016). Given that constructs of team trust are only beginning 
to emerge in the relevant literature, the next section will discuss the theoretical 
contributions that have been laid out in the domains of interpersonal trust, human–
automation trust, and information-based trust  

2.1.1 Implications of Interpersonal Trust for Human–Autonomy Teams 

Interpersonal trust is commonly viewed as a person’s willingness to accept being 
vulnerable to another person based on the expectation that their intentions, 
motivations, and behaviors, will be beneficial, and not harmful (Mayer et al. 1995; 
Rousseau et al. 1998; De Jong and Elfring 2010). Willingness to be vulnerable is a 
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critical component of human–autonomy team trust as people typically have varied 
sets of expectations for and observations of other humans and technologies across 
several contexts, both in and out of the relevant task context. For example, in 
military, search and rescue, and emergency response teams, crews of human team 
members often coordinate with unmanned, embodied IAs, thereby entrusting these 
agents with critical tasks when lives are at stake. Moreover, these crews often 
contain nuanced hierarchical human team elements (e.g., structural arrangement, 
communication chains, and so on) that directly impact the dynamics of the larger 
human–autonomy team. 

The implications of having an interpersonal dimension of team trust are important 
to consider for developing human–autonomy team trust measures because 
individual propensities and perceptions of trustworthiness can lead to behavioral 
patterns that reflect a shared climate among the human team (Costa and Anderson 
2011). Interpersonal trust encourages commitment to a team or organization, 
contributes to greater levels of member performance, and facilitates more-effective 
interactions while increasing understanding (i.e., reduces interactional uncertainty), 
as it often enables individuals to anticipate, predict, and avoid threatening or 
stressful situations that are characterized by high levels of risk, vulnerability, and 
uncertainty (Atkinson et al. 2012). Therefore, it is critical to understand which 
aspects of the interpersonal trust literature are applicable for measuring trust in 
human–autonomy teams (i.e., rather than the human crew members alone). This is 
not a unique suggestion as, for example, Thompson and Gillan (2010) suggest that 
“drivers of interpersonal trust can drive human–robot trust” (p. 78); and as such are 
likely to be critical influences on trust in complex, heterogeneous human–
autonomy teams. 

2.1.2 Implications of Human–Automation Trust for Human–Autonomy 
Teams 

Like the interpersonal domain, the extant human–automation literature identifies 
several features of mutual interactions that critically affect our understanding of 
performance dynamics in human–autonomy teams. Therefore, they constitute 
important considerations for our trust measurement goals. Trust is essential as a 
facilitator of effective human–autonomy team performance as it enables the 
communication, collaboration, and coordination that underlies the teamwork 
needed to advance the team’s goals (Jian et al. 2000; Hoff and Bashir 2015; Schaefer 
et al. 2016). Trust in human–autonomy teams is similar to interpersonal trust, 
particularly for providing a baseline for interaction and engagement (whether with 
a person or an IA). As such, there are critical dimensions to consider when studying 
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and measuring the dynamics and influence of trust during human–autonomy 
teamwork. 

First, in the context of human–automation teams, trust is rarely, if ever, studied in 
a manner divorced from the overt behaviors that are enacted based on the trust that 
the human holds (we denote these behaviors as “trust outcomes”). Even for IAs like 
threat alert and target identification systems, the human decision to comply (or not) 
with the IA recommendations is usually followed by a behavioral outcome that has 
real consequences in the physical world. The regularity of observing these trust 
outcomes has been pervasive. In a classic paper, Parasuraman and Riley (1997) 
characterized automation usage behaviors as falling into one of four categories: 
appropriate use, misuse, disuse, and abuse. While the Parasuraman and Riley 
framework has been very influential for understanding the variability in trust 
outcomes, the notion of differentiating “appropriate” from “inappropriate” implies 
a degree of subjectivity that can make measurement difficult. Compliance (i.e., 
accepting a recommendation from an IA) and reliance (i.e., opting to use available 
automation to manage a continuous control function) are simple and objectively 
defined behaviors based on observable events. Assessing behaviors like compliance 
and reliance may enable precise measurement and quantitative modeling of things 
like a person’s trust and the trust flow in human–autonomy teams (Dixon et al. 
2007; Parasuraman and Manzey 2010; Meyer et al. 2014). It is important to 
understand these various behaviors, as they frequently are substituted as inferred 
trust measures despite evidence that cautions against using such measures to guide 
decisions (Freedy et al. 2007; Meyer et al. 2014; Chancey et al. 2017). 

The human–automation trust literature emphasizes the importance of uncertainty 
and risk in the trust process, again owing to the very physical nature of this specific 
trust context. Understanding the roles of uncertainty and risk in team trust is 
especially important among and within teams that must respond adaptively to 
changing situations. This interdependence requires that teams establish trust among 
humans and autonomy alike. Trust involves decisions about the level of risk 
acceptable to someone based on a perceived probability of success or failure 
resulting from placing trust in another. The interplay between trust and risk is not 
unidirectional; in other words, there is arguably a reciprocal relationship between 
trust and risk in which they influence each other, rather than one solely serving as 
an antecedent and the other as solely a consequence (Kim and Koo 2016). Indeed, 
some authors have developed mathematical models to study how risk affects a 
decision to trust or not trust another (e.g., Jøsang and Presti 2004). Regardless of 
the perspective taken toward risk and trust, it is essential to remain mindful of the 
interactive and multifaceted factors that influence the manifestation of trust relevant 
to the scenario of interest. 
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Finally, the team’s level of trust should be calibrated to the situation, where 
calibration refers to how well the level of trust corresponds to actual capabilities 
needed in the situation (Muir 1987). Too much or too little trust both have 
consequences for team performance and effectiveness. For example,  trusting too 
much can lead to operator complacency, whereas trusting too little can lead to 
excessive monitoring of a team member or disuse of a system (De Jong et al. 2016; 
de Visser et al. 2020). Given that individuals continuously establish, maintain, and 
recalibrate their trust (de Visser et al. 2020), it is critical to measure trust over time 
to predict instances of inappropriate reliance so that interventions can be directed 
toward promoting appropriate calibration. 

2.1.3 Implications of Information Trust for Human–Autonomy Teams 

Information trust can be thought of as a process of attribution whereby 
confirmation, or convergence, from multiple sources improves the quality of the 
information (Wilkinson et al. 1997; Rieh and Belkin 1998; Wachbroit 2000). This 
concept primarily comes from cyber-security and network science whereby the 
nature of cyber defense requires humans to search through vast quantities of data to 
interpret and make judgments regarding various pieces of information presented by 
complex, vastly interconnected systems (Henshel et al. 2015). A common practice 
for addressing the types of questions surrounding information trust typically starts 
with initiating a “Zero Trust” protocol (Kindervag 2010), meaning that rather than 
assuming all actors in a network act responsibly and can be trusted, by default 
nothing and no one is trusted within or outside a network until it is verified. One of 
the benefits of Zero Trust is it provides an added layer of security, thereby 
decreasing the likelihood of an incident and keeping the human “in the loop” as an 
active team member who can confirm decisions made within the human–autonomy 
team. However, a concern is the potential for a substantial increase in workload, 
frustration, and stress for the human team member(s), which may undermine the 
benefits of the autonomy, and in turn, degrade team trust.  

To help balance the pros and cons associated with the Zero Trust protocol, the 
literature describes several specific features that can be leveraged as the intelligence 
and capabilities of IAs continue to improve. For example, Kelton and colleagues 
( 2007), in their integrated model of trust in information, highlight the importance 
of factors such as accuracy, objectivity, validity, and stability of the information, 
all of which impact the trustworthiness of the information. This trustworthiness, 
along with the disposition to information, relevance, and recommendations, feeds 
into the trust, confidence, and willingness to use the information and make decisions. 
More recently, Henshel et al. (2015) provide a trust framework from the cyber 
domain that identified the importance of factors such as bonding (i.e., forming an 
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emotional connection with the IA), the reputation of the information source, the 
quality of the information, the objectivity of the information, ethics including 
verification and validation of the information and the appropriateness (pedigree and 
provenance) of the source and, finally, the stability of the information over time. 
Together these factors help us understand and identify how trust may degrade or be 
appropriately calibrated within the larger team structure.  

3. Team Trust Measurement for Human–Autonomy Teams 

Focusing on team trust measurement for human–autonomy teams involves a 
complex set of somewhat loosely interrelated theoretical assumptions and 
fundamental constructs. First, while we are interested in the full scope of team trust 
building on interpersonal, automation, and information trust, from this point forward 
measurement is discussed from the human perspective as opposed to developing 
specific metrics that define and quantify trust from an autonomy perspective. So, 
from the perspective of humans, there are two main considerations for measurement 
that are essential to developing, maintaining, and calibrating team trust. The first 
consideration focuses on the premise that not all trust is created equal (see Merritt 
and Ilgen [2008] for similar discussion). As just discussed, trust is a complex 
construct that involves a large variety of influences and appears in different 
manifestations based on the circumstances; therefore, we take as a starting point 
that effective measurement must account for the operational context, as it will shift 
the focus onto a particular type (or set of interrelated types) of trust that are relevant 
to the moment. The second consideration is the construct of trust propagation. 
Within a team dynamic, it is critical to understand the influence of one trust 
relationship on the surrounding trust relationships within the team. In teams, the 
presence of third parties influences how trust manifests and propagates; that is, trust 
between two parties is subject to external influences and not simply about the 
dynamics of the dyad (Burt and Knez 1995; Ferrin et al. 2006). Therefore, teams of 
more than two represent the minimum number of interacting parties to study trust 
propagation and the associated demands for a well-developed method for 
measuring trust at both individual and team levels. 

3.1 Types of Trust and Implications for Measurement 

One of the major difficulties in developing effective measures of team trust is that 
researchers tend to use trust-based terminology interchangeably; for instance, some 
researchers use measures designed to assess trustworthiness as an operational 
definition of general trust (McKnight et al. 1998; Schaefer et al. 2021). To avoid 
similar confusions, we distinguish specific types of trust that we expect will have 
marked importance when describing team trust measurement. First, trust has been 
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generally conceived as being both a trait and a state (Mooradian et al. 2006). As a 
trait, trust has been discussed as a behavioral characteristic that is relatively stable 
over time and is related to one’s nature or predisposition to trust others. In the 
literature, this type of trust has been alternately referred to as dispositional, 
generalized, and/or propensity to trust—yet all three represent a type of trust that a 
person “carries with them,” independent of the context. State-based trust, on the 
other hand, is dependent on a situation or scenario and fluctuates over time. Under 
the premise that trust should be considered a multidimensional construct (Baker et 
al. 2018), we argue that to effectively measure team trust, we must consider which 
types of trust (e.g., trust propensity, trustworthiness, affect-based trust, cognitive-
based trust, situational trust, and learned trust) (Fig. 2) will allow us to better 
understand and measure the trust in the team as well as its dynamic variations 
throughout an interaction (see Schaefer et al. 2021 for a more comprehensive 
review and discussion).  

 

Fig. 2 The purpose of this figure is to provide a more complete understanding of how 
different theoretical views identifying multiple types of trust are interrelated and can impact 
decisions when choosing measurement techniques (Schaefer et al. 2021). 

In the following sections, we will also address considerations relevant to 
interactions with autonomy and robots. Namely, the physical embodiment of robots 
and how it can affect how humans perceive and interact with them compared to 
non-embodied IAs. Factors such as the robot’s appearance and behavior can play a 
role in a human’s decision to trust it (Groom and Nass 2007; Wright et al. 2013; 
Pak et al. 2020); therefore, in the following sections, we also discuss when 
embodiment presents additional considerations for the types of trust described in 
the following. 
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3.1.1 Trust Propensity 

Propensity to trust, also referred to as a general disposition toward trusting others, 
is a trait that remains stable over time, is unique to the individual (Rotter 1967; 
Mayer et al. 1995; Jarvenpaa et al. 1998), and influences the decision to enact 
trusting behaviors (Borum 2010; Costa et al. 2011). Trust propensity is particularly 
influential during the early stages of a relationship before there is enough objective 
evidence to determine whether someone (human or IA) should be trusted 
(McKnight et al. 1998; Borum 2010). As a trait, an individual’s propensity to trust 
remains constant and is not influenced by settings or circumstances (Mayer et al. 
1995; Burke et al. 2007). However, individuals differ with respect to their 
propensity to trust others, which is influenced by factors like personality, ethnic 
background, education, and socio-economic status (Costa et al. 2017). Therefore, 
where possible these covariates should be assessed when evaluating trust 
propensity. Peoples’ propensity to trust robots and automation can also be assessed, 
which can provide valuable information before any interactions with those 
intelligent systems. Lee and See (2004) posited that one’s predisposition to trust 
automation is based on prior experiences with automation and can therefore 
influence how future interactions with IAs will play out. Desai and colleagues 
(2013) found that other factors such as age and prior experience with video games 
could also predict an operator’s tendency to trust robots. While trust propensity is 
traditionally measured through self-reporting, which provides important insights 
into baseline team dynamics, these measures are not able to capture the fluctuations 
in trust that occur as team members interact over time and therefore trust propensity 
should be measured in conjunction with state-based trust measures (see Yagoda and 
Gillan 2012). 

In addition to trust propensity, Mayer and Davis (1999) suggest that intention to trust 
should also be considered. According to their model, trust is viewed as a willingness 
or intention to engage in risk-taking with someone else, based on their 
trustworthiness (i.e., ability, benevolence, and integrity). As such, Gill et al. (2005) 
report that the relationship between propensity and intention to trust depends on 
whether there is clear evidence to assess trustworthiness—when information about 
trustworthiness is clear, propensity and intention do not correlate; however, where 
ambiguity about trustworthiness exists, propensity and intention to trust do 
correlate.  

3.1.2 Affective Trust 

Affective trust is part of dispositional trust that a person endows toward a team member. 
It explains the emotional relationship between team members and is often expressed 
through concern for another’s welfare, belief in the “intrinsic virtue” of a team 
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member, or the willingness to make a future emotional investment in the team 
(Lewis et al. 2017; Costa et al. 2018). Affective trust is an emergent attitude in which 
a team member makes attributions about the motives of other team members, 
whether human or IA (McAllister 1995; Burke et al. 2007), and may have a direct 
impact on comfort (e.g., familiarity and proximity), satisfaction (e.g., quality of 
information and dependability), confidence (e.g., attentional control/capacity), and 
attitudes (e.g., moods and emotions) toward autonomy (Schaefer 2013). Affective 
trust is critical for human–autonomy teams because IAs are designed to help alleviate 
high-task demands that lead to negative emotional states, poor performance, or even 
dangerous decision-making strategies. Affective trust can impact the emotional 
resilience of the team in the long term. Understanding how to measure this type of 
trust can provide critical insights into team members’ emotional carrying capacity, 
which refers to the freedom of team members to express emotions and is one of the 
primary means through which individual and team resilience develops (Stephens et 
al. 2013).  

3.1.3 Perceived Trustworthiness 
While affective trust is one half of what can be termed dispositional trust, or the trust 
a person places on another team member, perceived trustworthiness is the other half 
of the dispositional trust loop. From this perspective, perceived trustworthiness is 
developed from the interpretation of cursory information about the characteristics of 
the team member (human or IA) that affects the initial dispositional feelings (related 
to affect-based trust) toward the agent and is impacted by the environment and context 
in which trust occurs (Borum 2010; Costa et al. 2017). This perception can 
significantly influence the initial expectations of a partner. However, it is also 
updated over time following interactions as actual capabilities, behaviors, and 
features become more understood. There are several factors that affect the 
perceived trustworthiness of an IA and the measurement of such. Lee and See 
(2004) argued that an IA’s capabilities (such as level of automation), purpose, and 
reliability are critical to its perceived trustworthiness. Physical form is another key 
factor because humans make assumptions about a robot’s capabilities, intentions, 
and behaviors based on its appearance (Schaefer et al. 2012; Ososky 2013) and 
level of anthropomorphism (Dautenhahn 2007). However, these assumptions can 
be detrimental; a study by Robinette et al. (2016) found that people perceived an 
emergency evacuation-guide robot to be trustworthy because of its appearance, 
despite the robot’s demonstrated degree of unreliability in prior situations. Thus, 
the unique characteristics of robots and IAs affect perceptions of their 
trustworthiness. In the literature on human teams, perceived trustworthiness also 
includes the factors of ability, benevolence, and integrity (Mayer et al. 1995; 
Colquitt et al. 2007). Ability is primarily based on the trustee’s knowledge and 
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competence in performing expected actions. Benevolence is based on the belief that 
the trustee has positive intentions toward the trustor and will “do good” (Borum 
2010), which can foster emotional bonds. Integrity refers to a trustee’s adhering to 
the principles and values deemed acceptable to the trustor, such as honesty, 
reliability, and fairness (Mayer et al. 1995; Costa et al. 2017; Lewis et al. 2017).  

3.1.4 Cognitive-based Trust 

Cognitive-based trust (also discussed as history-based trust) is established via 
interactions with another person or IA (McAllister 1995; Burke et al. 2007; Merritt 
and Ilgen 2008) and is based on existing knowledge that allows prediction of 
behavior given a particular task or context (Costa et al. 2018). This type of trust may 
provide initial trust perceptions from early interactions, but also provides critical 
insights into the long-term implications for team trust. As history-based trust is by 
its very nature continuously recalibrated from experience, interactions, and prior 
expectations, each successive interaction provides further information through which 
predictions about future behavior are made (Kramer 1999). For appropriate 
measurement, it is important to understand how the human team member’s 
experience with other team members (including IAs) influences the perceptions of 
competence, responsibility, predictability, dependability, and expectations for 
teaming (Schaefer et al. 2016). This type of trust is critical to teaming because prior 
to interacting with a team, people form expectations or mental models of how the 
members (human and IA) should behave. While interaction plays a significant role, 
other antecedents of trust include factors such as reliability, effective feedback, 
instances of errors made by the autonomy, situation awareness, and effective 
feedback from the autonomy, all of which can impact the operator’s perception of 
how to use or interact with the autonomy (Schaefer 2013). 

3.1.5 Situational Trust 

The concept of situational trust can be seen as a combination of both affect-based 
trust and a subset of features from cognitive-based trust. Specifically, Hoff and 
Bashir (2015) suggest this type of trust is dependent on the situation, including the 
environment and the human team member, allowing one to focus on a specific 
interaction. Features of the environment that influence trust include the type of 
autonomy, complexity of both the task and environment, difficulty of the task, 
workload and task demands of the team members, environmental risk, and 
uncertainty. Factors associated with the internal variation of the human team 
member include expertise, self-confidence, mood, affect, and attentional capacity 
(which according to the authors includes stress, fatigue, and boredom). Accounting 
for these environmental factors and variable states will help achieve more reliable 
measures of situational trust. 
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3.1.6 Learned Trust 

Hoff and Bashir (2015) suggest that along with situational trust, state-based trust 
incorporates learned trust, which stems from training, past experiences, or even 
current interactions. There are three stages to learned trust: initial learned trust, 
dynamic learned trust (system performance), and dynamic learned trust (design 
features). Thus, by definition, learned trust incorporates perceived trustworthiness 
and a different subset of elements of cognitive-based trust that are seen in situational 
trust. Specifically, factors that directly affect initial learned trust include preexisting 
knowledge of the system, attitudes, and expectations, whereas dynamic learned 
trust can be impacted by system performance (e.g., reliability and validity) as well 
as design features such as ease of use, appearance, transparency, and feedback. 
These design features indirectly affect learned trust through altering the trustor’s 
perception of the performance. 

A summary of the measures just described, including why it is important for 
measurement, is found in Table 1.  

Table 1 Summary of types of trust in human–autonomy teams 

Type of trust Why it is important for measurement 
Propensity: Relatively stable trait, likelihood to 
trust others. Also related to intention to trust. 

Sets the initial bounds for trust-based 
relationship 

Affect: Dispositional trust that a person places on 
a team member (either human or autonomous) 

 
Helps improve understanding of internal 
factors that influence comfort, satisfaction, 
confidence, and attitudes toward autonomy 

Trustworthiness: Dispositional trust gained 
from a team member 

 
Helps form initial expectations and mental 
models about the capabilities of human or 
autonomous team members 

 
Cognitive/History-based: Founded on interactions 
with humans and/or IAs which inform perceptions 
of other’s competence, predictability, 
dependability, expectations for teaming 

Provides critical insights into long-term 
implications of team trust and how it changes 
over time 

 
Situational Trust: Composed of both affect-based 
and a subset of features from cognitive-based 
trust; dependent on situation, environmental 
features, and characteristics of human team 
member 

Accounting for environmental and human 
factors (characteristics of the human operator) 
leads to more reliable measures of situational 
trust 

 
Learned: An operator’s evaluation of a system 
based on training, past experiences, or current 
interaction; incorporates elements of perceived 
trustworthiness and a subset of elements of 
cognitive-based trust that are different from those 
in situational-based trust 

Measuring learned trust provides an 
indication of how trust/reliance changes over 
time based on system performance and design 
features 
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3.2 Trust Propagation and its Implications for Measurement 

Knowing the different types of trust and when measurement for each type should 
occur is a critical principle for more accurate team trust measurement. However, 
the team itself can impact the interpretation of those measurement techniques. Trust 
is an emergent construct and is influenced by an individual’s cognitive, emotional, 
and social interactions that aggregate in complex ways to form generalized 
perceptions of trust shared among team members (Costa et al. 2017; De Jong and 
Elfring 2010). Given the interdependence of team members, it is safe to assume that 
attitudes and behaviors regarding trust are not independent of each other, and 
therefore, it follows that one member’s trust in the team is expected to influence 
another member’s trust (Fulmer and Gelfand 2012). Further, it is important to 
consider the interplay of these trusting relationships across all levels to include the 
influence of individual trust on team trust and, conversely, how team trust 
influences individual trust (Costa et al. 2017), as well as the degree of symmetry 
that exists (Delgado-Marquez et al. 2012). In other words, members may share a 
similar level of team trust (either high or low) and yet possess dissimilar levels of 
individual trust (De Jong and Dirks 2012). As a result, researchers are interested in 
clarifying the interplay of trust relationships that emerge within teams by 
considering trust asymmetries (De Jong and Dirks 2012), and the degree to which 
team trust consensus develops over time (Fulmer and Gelfand 2012; Costa et al. 
2017). Finally, with respect to teams larger than dyads, there is a need to understand 
how a “third party” may influence the decision of one team member to trust other 
team members (Burt and Knez 1995; Delgado-Márquez et al. 2012; Ferrin et al. 
2006). 

This brings to light how trust propagates throughout larger human–autonomy 
teams. Specifically, when mapping trust in an IA, it will become necessary to 
determine the team trust effects across primary, secondary, and tertiary levels 
(Oleson et al. 2011; Schaefer et al. 2015). While much of the research has looked 
at the primary level (or dyadic) trust between a person and an IA, a question that 
follows is whether a human team member who does not have direct interaction with 
the IA can or does nevertheless trust it as a team member simply because they trust 
their human counterpart who is willing to work with the IA (and putatively is 
assumed to also trust it). It has been suggested that when levels of trust within a 
team cannot be determined from direct experience, the propagation of trust through 
a team will be dependent on reputation (Lewicki et al. 2006). This complexity grows 
as more people have different levels of direct interaction with the IA and remotely 
through another person or set of persons. This also affects how team trust is 
measured and calculated because the weight of the type of measurement may vary 
by team member role and degree of interactions with one or more IAs. 
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4. Human–Autonomy Team Trust Measurement Toolkit 

This section outlines different processes for measuring team trust building on 
research related to self-report and communication-based indices, as well as 
behavioral and physiological indicators. While we have chosen not to include 
discussion of every possible scale or measurement technique that has ever been 
proposed for trust in some form, here we focus on a set of measures that, through 
extended team literature review, we have selected as candidates to support 
assessment and evaluation of team trust. Our primary criteria for selection of a 
given measure or technique was based on whether each instrument has been 
demonstrated—or at least suggested by empirical study—to be critical to human–
autonomy team trust. Our goal was not only to provide a useful reference for 
specific measures, but also annotation with and discussion of implications as to 
when these measures should be used, how they should be used, and under what 
constraints. The goal here is to provide a toolkit for team trust measurement in 
human–autonomy teams. 

4.1 Self-Report Measurement 

Self-report or subjective scales are useful for measuring processes or constructs that 
are not directly observable such as operator workload, fatigue, annoyance, and 
comfort (Grossman and Feitosa 2018). However, self-report scales are limited in 
that they 1) are often taken after someone performs a task, 2) require the person to 
retrospectively recall how they felt at a specific moment, and 3) may reflect personal 
bias (Thurman et al. 2018). That said, with respect to trust, subjective measures can 
be effective for assessing initial trust levels or a user’s propensity to trust an IA, as 
well as provide spot checks of state-based trust to gain, perhaps, quick insights that 
tell one piece of a larger story. The inferences made through use of these scales can 
then be validated and further detailed through behavioral and performance data.  

4.1.1 Trust Propensity Scales 

Trust propensity is considered especially pertinent for early trust in the absence of 
information or prior knowledge of trustworthiness, but often becomes less 
important in long-lasting teams (Colquitt et al. 2007). Further, the propensity to 
trust another may also apply to human–IA teams, as the tendency of people to 
interact with technology or autonomy appears to constitute a stable trait or attitude 
that affects the decision to trust or distrust in general (Merritt and Ilgen 2008; Jessup 
2018; Schneider et al. 2017). 
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Interpersonal Trust Scale (Rotter 1967, 1971)  

One of the most widely used and validated trait-based scales is the Interpersonal 
Trust Scale (ITS), which measures an individual’s general propensity to trust 
others. Respondents rate their level of agreement on a variety of statements 
regarding their attitudes toward groups of people and society in general. As an 
individual’s propensity to trust is considered a relatively stable trait, the scale is 
typically administered one time, prior to an experiment, and outcomes would not 
be expected change over time. 

Collection Criteria 

• Participants rate 25 statements using the 5-point Likert scale.  

• Scale is used for adults, typically prior to an interaction. Should only be 
given once per team member.  

Scoring Method 

• Reverse code items 1–5, 7, 9, 10, 11, 13, 15, 19, 24, then compute sum as 
total score.  

• Scores will range from 25–125, higher scores indicate greater Interpersonal 
Trust. 

Interpretation of Findings 

• Provides indicator of a person’s general attitude toward others.  

Propensity to Trust Scale (Mayer et al. 1995; Mayer and Davis 1999) 

The Propensity to Trust Scale consists of eight general statements in which 
participants rate how likely they are to trust specific groups of people. Sample items 
from the scale include “One should be very cautious with strangers” and “Most 
salespeople are honest in describing their products.” Mayer and Davis (1999) 
provide four additional questions to measure Intention to Trust, which has been 
shown to be related to propensity (see Gill et al. 2005). 

Collection Criteria 

• Participants rate eight general statements using a scale from 1 to 5 (disagree 
strongly to agree strongly). 

• Administered once, prior to task or interaction, and scores relatively stable 
over time. 
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Scoring Method 

• No reverse scoring; sum items and divide by the number of items to arrive 
at an overall score.  Higher scores indicate a greater likelihood to trust. 

Interpretation of Findings 

• Provides indicator of an individual’s general tendency to trust others. 

Additional Considerations 

• Provides scale to measure Trust Intention and Trustworthiness (see Mayer 
and Davis 1999; Gill et al. 2005). 

Propensity to Trust Survey (Evans and Revelle 2008)   

An alternative to Rotter’s scale is the Propensity to Trust Survey (PTS). In contrast 
to Rotter’s scale, the PTS measures both an individual’s general propensity to trust 
others (e.g., avoid conflict), and an individual’s propensity for trustworthiness (e.g., 
anticipate the needs of others or value cooperation). The PTS scale was validated 
against an investment game (Gutzwiller et al. 2019) and for use with social robotics 
(Langer et al. 2019; Stuck 2017). By taking this multifaceted approach to assessing 
trust propensity, it extends earlier efforts and may help to better support team 
dynamics. 

Collection Criteria 

• Scale consists of 21 items that measure general propensity to trust (7 items) 
and an individual’s propensity to be trustworthy (14 items).  

• Participants rate how accurately each statement pertains to them using a 
scale from 1 to 6 (very inaccurate to very accurate).  

• Administered once, prior to task or interaction, scores relatively stable over 
time. 

Scoring Method 

• Two subscales can be scored: Trust and Trustworthiness.   

• To compute a Trust score, reverse code items 4, 5, 8, 10, 11, 17, and 18 and 
calculate average. A higher score indicates a person is more likely to trust 
others.  

• To compute a Trustworthiness score, calculate the average of the remaining 
items; no reverse coding is needed. A higher score indicates a greater degree 
of perceived trustworthiness. 
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Interpretation of Findings 

• Provides indicator of an individual’s general tendency to trust others and 
how trustworthy they perceive themselves to be. 

Complacency Potential Rating Scale (Singh et al. 1993)    

Complacency is an important aspect of human–autonomy teaming that we believe 
should be measured along with trust propensity, trustworthiness, and the like, 
extending beyond an individual’s rating of how trusting he/she is, and enables us to 
examine how or whether that person’s likelihood to trust technology, or in this case 
autonomy, is likely to manifest in their decisions regarding whether and when to use 
it. One early scale of direct relevance to this question is the Complacency Potential 
Rating Scale (CPRS; Singh et al. 1993). The CPRS references several specific types 
of automation and contains five main factors: general automation, confidence- 
related complacency, reliance-related complacency, trust-related complacency, and 
safety-related complacency (Singh et al. 1993). The measure has a high internal 
consistency (r > .98) and test-retest reliability (r = .90). Merritt and Ilgen (2008) 
more recently revised the scale to a 12-item scale to measure the propensity to trust 
machines. They found that this scale is positively related to initial trustworthiness, 
but not posttask trustworthiness nor automation use. However, a key concern with 
the current status of the original and revised scale is that some of the items are out 
of date and may need to be updated before it can provide accurate results. 

Collection criteria 

• Scale administered before task; however, attitudes develop during initial 
exposure to automation and become reinforced in future interactions.  

• Participants rate 20 items pertaining to specific types of automation using a 
5-point scale (strongly disagree to strongly agree). 

Scoring Method 

• Reverse code items 7 and 8. Total score is obtained by adding scores for 
items 1–16 (exclude 4 filler items).  

Interpretation of Findings 

• Range of scores can vary from 16 (low complacency potential) to 80 (high 
complacency). 

Additional Criteria 

• Scale references several specific types of automation (e.g., ATMs, VCRs, 
and cruise control) some of which are outdated, which may limit its 
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reliability.  To correct this, Jessup (2018) suggests using generic referents 
such as “robot,” “technology,” or “autonomous system.”   

Propensity to Trust Technology Scale (Schneider et al. 2017) 

To address some of these limitations of the CPRS, Schneider and colleagues (2017) 
developed the Propensity to Trust in Technology (PTT) Scale, which measures a 
person’s tendency to trust technology by looking at the relatively stable 
characteristics of the individual, attitudes toward technology, and likelihood to 
collaborate with technology. A sample scale item is “I think it’s a good idea to rely 
on technology for help.” (Schneider et al. 2017). This scale was built on the trust in 
automation theory (Lee and See 2004), but in its original form had low reliability. 
Jessup (2018) suggests that adapting the scale items from “technology” to 
“automated agent” may correct this limitation. 

Collection Criteria 

• Participants use a 5-point Likert scale (strongly disagree to strongly agree) 
to rate six items that measure the general propensity to trust technology.   

Scoring Method 

• Reverse code item 4 and calculate average score. 

Interpretation of Findings 

• Measures attitudes toward technology and likelihood to collaborate with 
technology.  Higher scores indicate a higher propensity to trust technology. 

Additional Criteria 

• Can modify scale term “technology” to fit system being evaluated. 

4.1.2 Trust in Autonomy 

Self-report scales for measuring state-based trust should be chosen to best fit the 
needs of the team interactions. There are several trust scales that have been created 
over time. The following discussion addresses a subset of those scales that we 
believe are sufficiently established as potentially explaining and/or understanding 
particular aspects of team trust. The selection of these scales amounts to assessing 
three key elements of trust in autonomy: perceptions of system trustworthiness, 
general trust in autonomy, and explainability. 

Integrated Model of Trust Scale (Muir and Moray 1996) 

One of the earlier trust scales addressing system trustworthiness is the Integrated 
Model of Trust (IMT). The IMT scale addresses the core elements of trust that 
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provide a judgment on system behavior. A positive aspect of this scale is that it is 
relatively short (i.e., 8 items total) so it provides a rapid assessment on a 0–100 
visual analogue scale. Often, researchers use the first five items: competence, 
predictability, dependability, responsibility, and reliability to assess system 
trustworthiness. A limitation of this scale is that the items use the generic term 
“system,” which may confuse some respondents since different users possess 
different mental models about what the term “system” means, making 
interpretation of the findings difficult. 

Collection Criteria 

• Administered AFTER a participant interacts with a system or IA; can be 
administered multiple times. 

• Participants rate 8 items using a visual analogue scale of 0–100.  First five 
items typically assess system competence, predictability, dependability, 
responsibility, and reliability over time, with the remaining three items 
assessing participants’ perception of trust in system components and an 
overall rating of trust.  

Scoring Method 

• Each item is scored from 0–100 and average score computed as an overall 
measure of system trustworthiness. 

Interpretation of Findings 

• Higher scores indicate a higher level of system trustworthiness.   

Additional Considerations 

• Can modify term “system” to specifically address the type of system or 
technology being evaluated. 

Human–Robot Interaction Trust Scale (Yagoda and Gillan 2012) 

Extending beyond the underlying principles of the IMT, Yagoda and Gillan (2012) 
developed the Human–Robot Interaction (HRI) Trust Scale. While this scale 
originally started out looking at team trust, the finalized version resulted in a system 
trustworthiness scale. However, the HRI Trust Scale addresses one of the 
limitations of IMT by directly specifying the dimensions of the system including 
aspects like the user interface, sensor data, navigation capabilities, signal or 
bandwidth, remote information processing, automation level, and type of control. 
This 37-item scale uses a 7-point rating scale (strongly disagree to strongly agree) 
with an N/A option. The limitations of this scale are a lack of clarity in how it is 
scored, and how it accounts for variance between robotic systems in variable 
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degrees of uncertainty and risk (i.e., are certain dimensions of higher weighted 
importance at different times). 

Collection Criteria 

• Administered AFTER interaction with system or IA; can be administered 
multiple times. 

• 37-item scale; participants rate each item using a 7-point scale (strongly 
disagree to strongly agree). 

• Measures five dimensions of HRI:  team configuration, team process, 
context, task, and system. 

Scoring Method 

• Overall scores are calculated by summing scores and dividing by number 
of items. Individual items can also be analyzed. There remains a lack of 
clarity in how scale is scored.  

Interpretation of Findings 

• Trust perceptions specific to human–robot interaction based on the six 
dimensions.  

Additional Considerations 

• Designed to be administered with a validated interpersonal trust scale 
(Rotter 1967, 1971) to account for individual differences. 

• Scale is adaptable to fit experiment needs; for evaluating the team 
configuration dimension, a team configuration questionnaire can be given 
prior to the HRI scale to clearly define roles of each individual to prevent 
role confusion when completing the HRI trust scale. 

System Trustworthiness Scale (Schaefer et al. 2012) 

An additional option to assess trustworthiness is the System Trustworthiness Scale. 
It was developed to conduct a rapid, high-level interpretation of system 
trustworthiness from the key items that are important across the broad range of 
robotics including likelihood to use the system, perceived trustworthiness, 
perceived level of automation, perceived intelligence, and overall trust. This 5-item 
assessment uses a 7-point Likert scale and has been validated when assessing trust 
in autonomous mobility aids (Perelman et al. 2020), driverless vehicles (Schaefer 
et al. 2018b), and autonomous combat vehicles (Schaefer et al. 2019b; Milner et al. 
2020) for highly intelligent and autonomy-enabled systems. 



 

22 

Collection Criteria 

• Administered before and/or after interacting with system or IA to track 
changes in trustworthiness. 

• Participants assess five items related to the trustworthiness of robotic 
systems using a 7-point Likert scale. 

Scoring Method 

• Each item can be looked at independently or items can be summed to get a 
global trustworthiness score. 

Interpretation of Findings 

• Allows for comparisons between people or conditions. 

• To better interpret global trustworthiness, scores can be transformed into a 
0–100 scale by subtracting 5 and multiplying the summed score by 3.33. 

Additional Considerations 

• Five scale items are shown to predict system trustworthiness across all 
robotic domains (Schaefer 2013). 

Checklist for Trust in People and Automation (Jian et al. 2000) 

One of the most widely used general “trust in automation” scales, the Checklist for 
Trust in People and Automation, is a 12-item scale that serves as a global measure 
of trust in automation; in it, participants rate their level of agreement with 
statements about their trust and overall impression of technology using a 7-point 
scale that is anchored on the extremes with the wording “not at all” and “extremely.” 
Similar to the IMT, this scale has a major limitation in that each item includes the 
word “system.” While this provides a more global use of the scale, it makes it 
difficult to interpret the findings as a “system” becomes an IA. People have very 
different mental models of what should be included in the system, and thus that 
perception can provide drastically different results (see Ososky et al. 2013 for 
implications of mental models on trust perceptions). Further, the items on this scale 
are highly beneficial for assessing automation-based systems but are not as accurate 
when assessing trust in intelligent, autonomous systems. 

Collection Criteria 

• Administered BEFORE as a measure of generalized attitudes toward 
trusting autonomy (Jian et al. 2000). 
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• Administered AFTER interacting with a system or IA as a measure of trust 
in a system; can be administered multiple times (Kohn et al. 2021; Schaefer 
2013).  

• Participants rate 12 items about their trust and overall impression of 
technology using a 7-point scale (not at all to extremely). 

Scoring Method 

• Reverse code items 1–5 and compute average as overall trust score. 
Recommended to transform scores into a 0–100 scale to better explain the 
findings. 

Interpretation of Findings 

• Can be separated into trust and distrust. 

• Can be interpreted as a global trust score. 

Additional Criteria 

• Scale terminology can be adapted to experiment; for example, changing 
“system” to “robot.” 

Trust Perception Scale (Schaefer 2013) 

The Trust Perception Scale-HRI was developed to address trust in embodied IAs 
across all domains of robotics and for various levels of environmental risk and 
uncertainty. However, to address these specific needs more fully, for IAs the scale 
consists of a list of 40 items composed of a single word or short phrase that describes 
a perception of the robot’s capabilities, behaviors, and decision-making processes. It 
uses a scale from 0% to 100% of the time. A reduced, 14-item scale can be used for 
rapid assessment of trust over time, or when assessing trust over multiple trials or 
with time restrictions. However, the subscale is specific to functional capabilities 
of the robot and thus parallels the findings in the Checklist for Trust in People and 
Automation developed by Jian and colleagues (see Schaefer [2013] for discussion), 
though excluding a critical component of the trust explanation. Therefore, this 
subscale may not account for changes in trust related to robot form or features. An 
advantage of this scale is that it is not human role-specific and therefore can easily 
be used by the operator, supervisor, mechanic, peer, or bystander. This scale has 
also been externally validated for effectively measuring trust in both simulated and 
live experiments (Schaefer et al. 2015).  
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Collection Criteria 

• Administered before (pre) and after (post) interaction with system or IA. 

• Options:  original 40-items scale or reduced 14-item scale.   

• Participants rate scale items using a scale of 0% to 100%, which indicates 
the percentage of time a robot exhibited specific behaviors or 
characteristics. 

Scoring Method 

• Reverse code items denoted with an R in the scale. Items are summed and 
divided by number of items. 

Interpretation of Findings 

• Provides overall percentage of trust score. A change score can also be 
computed (pre–post) to track changes that occur due to individual 
differences, experimental conditions, or context.  

Additional Criteria 

• Full scale and description of development in Schaefer (2013). 

Draper Trust Scales (Jackson et al. 2016) 

The Draper Trust Scale is an instrument that can address the third critical element 
of trust in autonomy: explainability. This scale provides a framework for designing 
and evaluating operator trust in unmanned systems using a set of seven “Heuristics 
for Trusted Autonomy” that reflect characteristics of trusted systems: 1) visibility 
of current system behavior – what it’s doing now; 2) visibility of probable system 
behavior – explain what it will do in the future; 3) accessibility of system rationale 
– explain how decisions are made; 4) visibility of system capabilities and limitations 
– explain capabilities and limitations; 5) awareness of latency and delays inform 
user when behavior/communication delayed; 6) transparency of failure – inform 
user when there is a failure, off-normal conditions, and ramifications of failure on 
mission or performance; and 7) fit with users and operations – good match for 
training, expertise, and role. Each scale is rated using a 5-point Likert scale with 
endpoints that reflect where appropriate trust is most or least supported. Although 
the methods and scales are still early in development, they show promise for 
promoting both operator adoption and reliance on autonomous systems (Jackson et 
al. 2016). 
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Collection Criteria 

• Administered AFTER interacting with a system or IA. Can be administered 
multiple times.  

• All items are scored on a 5-point scale. 

Scoring Method 

• Each item scored on a scale from 1 to 5 and can either be summed or 
averaged for an overall score, or each scale can be evaluated separately 
depending on the system being evaluated and research questions. More 
scoring details can be found in Jackson et al. (2016). 

Interpretation of Findings 

• Provides an indicator of how well each scale supports or degrades operator 
trust. 

Additional Considerations 

• Provides method for a comprehensive system design evaluation (see 
Jackson et al. 2016).  

• Initial development focused on unmanned aerial vehicles, currently 
extending to other domains. 

4.2 Behavioral Indicators 

While trust can be measured using subjective experience of internal states and 
judgments, objective observations of behavior are another avenue of assessment 
that provides additional trust-based insights. When working with IAs, humans 
behave in ways that reflect the extent to which they trust that agent; in response to 
these behaviors, agents provide algorithmic assurances—agent actions that are 
designed to influence human trust in the agent—which in turn affects future human 
behavior, continuing the trust cycle (Israelsen and Ahmed 2019). Such trust-related 
behaviors impact team performance and have been linked to team constructs, and 
thus they provide an additional layer of explanation above and beyond standard 
performance ratings and self-reported perceptions. Previous research highlighted 
several potential measures related to attentional monitoring, proximity, behavioral 
synchrony, entrainment, reliance and compliance, and facial analyses, explained in 
further detail as follows. 
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4.2.1 Attentional Monitoring  

Trust between team members has been shown to be inversely related to the extent 
to which they monitor each other’s behavior (Langfred 2004; Chen and Barnes 
2012). Attentional monitoring can be used to assess trust in a system. Eye tracking 
analysis has been used to assess gaze patterns that have been linked to trust (Merritt 
et al. 2013; Hergeth et al. 2016). When a human operator is monitoring a system, 
less frequent monitoring, and hence fewer gaze fixations, may be an indication of 
higher trust because the human is more reliant on that system (Merritt et al. 2013; 
Hergeth et al. 2016). The same behavior (fewer fixations), however, could also 
indicate an onset of complacence; therefore, inclusion of measures to help 
differentiate between attributions (i.e., trust vs. complacence) may be useful. When 
working with lower reliability automation, operators tend to have more active 
monitoring of the automated tasking, as evidenced by more and longer fixations, 
longer scan paths, and more frequent “visits” (Bagheri and Jamieson 2004; Hergeth 
et al. 2016; Lu and Sarter 2019). In addition, gaze can be an indicator of trust-based 
decision-making over time (Lu and Sarter 2019).  

Gaze findings may also be indicative of other variables. Repeated gaze fixed on an 
area of interest would imply that the subject finds the area useful but may also 
indicate that information is difficult to understand (Just and Carpenter 1976; Poole 
and Ball 2006). Further, gaze has been marked as an estimate of the level of 
cognitive effort being expended as information is being processed (Marshall 2007). 
Patterns and targets of gaze fixation may also signal the direction of an impending 
decision (Poole and Ball 2006; Glaholt and Reingold 2011). 

Collection Criteria: Eye Gaze Position  

• Imaging-based equipment capable of measuring eye orientation (e.g., Tobii, 
SmartEye, Gazepoint).  

• Electrical-potential-based equipment capable of measuring relative 
movements (electrooculography). 

Analysis Method 

• Frequency and duration gaze fixations on the agent/display while 
performing a concurrent task.   

Interpretation of Findings 

• Increased frequency or longer-duration gaze fixation indicates lower trust 
in an agent to perform a task.  

• Frequent gaze fixation on an area of a display can indicate its usefulness.  
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• Long-duration fixations on a display can indicate that it is difficult to 
understand.  

Additional Considerations 

• Gaze findings can indicate trust, but also usefulness, difficulty 
understanding, cognitive effort, or an impending decision. Regard gaze 
findings with caution.  

4.2.2 Reliance and Compliance 

The allocation of authority or responsibility between the human and autonomy can 
change dynamically throughout an interaction and can result in a change in the 
human team member’s level of engagement (Parasuraman and Riley 1997; 
Parasuraman et al. 2000). As a result of this dynamic relationship, potential measures 
of trust are often related to (or conflated with) the number of operator interventions 
in autonomy, as well as the amount of time interacting with or manually controlling 
a system (Spain and Bliss 2008). In the literature, the exact nature of how these 
intervention behaviors manifest, and how they are measured, varies based on the 
function of the IA. Specifically, the construct of compliance is most appropriate for 
use with IA systems that are designed to provide alarms, alerts, or other 
recommendations and then, successively, leave the decision to accept the system 
guidance and follow the recommended (or implied) course of action to the human; 
the decision to follow the recommendation is then recorded as an instance of 
compliance. Alternatively, instances of reliance are most observed in systems that 
can operate relatively freely until an operator chooses to intervene but is not 
necessarily designed to base continued operation on human responses to alarms or 
alerts. Another factor that influences a person’s reliance on a system, and potentially 
conflates the accuracy of engagement behavior assessments of trust, is the level of 
task complexity. Operator confidence in their ability tends to decrease as task 
complexity increases, as such their dependence on other team members, including 
IAs, also increases (Lee and Moray 1994; Parasuraman and Riley 1997). The 
distinction between these two types of behaviors, compliance and reliance, should 
be maintained, as the factors that influence their dynamics are believed to also be 
distinct (Dixon et al. 2007; Meyer 2001, 2004; Kok and Soh 2020). While it may 
be reasonable in many cases to believe that trust is directly reflected in the decision 
to rely on or comply with an IA, there is also considerable reason to question 
whether this relationship is so direct (Drnec et al. 2016).  As such, while these 
behaviors—compliance and reliance—can be informative as to a person’s reliance 
on, and ultimately trust in, a system, they should not be used in the absence of other 
supporting evidence. 
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Measure Information   

• Reliance exhibited when operator intervenes (or does not intervene) upon 
the system when it makes decisions.  

• Compliance exhibited when operator acquiesces (or does not acquiesce) to 
systems’ alerts, requests, or demands.  

Collection Criteria 

• Reliance has been measured through the use or disuse of the technology 
when operators try to complete the relevant task (Lee et al. 1994; 
Parasuraman and Riley 1997).  

• Compliance can be measured by examining the number of times the human 
operator accepts or rejects the system’s recommendations or decisions (de 
Visser et al. 2014). 

Analysis Method 

• Assessing the number of trusting behaviors (i.e., instances where operator 
relied on or complied with the system; Hoff and Bashir 2015). 

• One can use the lens of signal detection theory to interpret reliance, 
including system use (hit), correct rejection, misuse (false alarm), and 
disuse (miss; Mercado et al. 2015).  

• One can calculate indicators, such as response bias and sensitivity, to 
understand operators’ responses (Wang et al. 2009). 

Interpretation of Findings 

• There is a correlation between automation reliance and subjective trust, with 
greater reliance suggesting greater subjective trust (Parasuraman and Riley 
1997; Merritt et al. 2013). 

• Systems’ misses degrade reliance while systems’ false alarms degrade 
compliance (Meyer 2004; Dixon and Wickens 2006; Wiczorek and Manzey 
2010); reliance and compliance compared against system performance to 
determine appropriate trust calibration (Lee and See 2004; Meyer et al. 
2014). 

• Sensitivity of measures can determine operator sensitivity to system 
accuracy (Mercado et al. 2015) and response bias measures can determine 
reliance, with more liberal responses indicating greater reliance (Wang et 
al. 2009).  
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Additional Considerations 

• System transparency—when systems describe their rationale for their 
decisions and behavior—helps operators calibrate their trust in the system 
(Lyons 2013). 

• The ability to audit systems’ decisions can increase compliance (Lewis et 
al. 2021). 

• There is a correlation between automation reliance and subjective trust, with 
greater reliance suggesting greater subjective trust (Parasuraman and Riley 
1997; Merritt et al. 2013). 

Systems’ misses degrade reliance, while systems’ false alarms degrade compliance 
(Dixon et al. 2007); reliance and compliance can compare against system 
performance to determine appropriate trust calibration (Lee and See 2004). 

4.2.3 Proximity  

Proxemics, the unconscious requirements of personal space and how that 
interpersonal distance affects social behavior, is a potential indicator of human–
autonomy team trust (Henkel et al. 2014; MacArthur et al. 2017). Specifically, 
physical proximity corresponds with psychological intimacy, such that physical 
closeness connotes a personal or intimate relationship (Henkel et al. 2014; 
Saunderson and Nejat 2019). Studies have suggested that when humans are more 
familiar with a robot, or consider that robot a member of their in-group, they 
maintain closer proximity to that robot when working with it (Haring et al. 2013; 
Steain et al. 2019). When implementing this paradigm, however, one should note 
that more recent research has focused on the effects of robots’ physical proximity to 
humans rather than on humans’ physical proximity to the robot as a measure of 
trust (Henkel et al. 2014; MacArthur et al. 2017). Consequently, this behavior may 
be better used as confirmatory indicators. 

The specific implementation of an IA, and the kinds of interactions that it can have 
with people, may further influence the role of proximity in team trust. When it comes 
to proxemics, human’s responses—for example, trust—to a fully autonomous, 
embodied system are expected to parallel responses to other humans (Deligianis et 
al. 2017). Given that embodied IAs are physical platforms that can contain multiple 
types and varying levels of autonomy, it may be difficult to discern what is 
managing the proximal trust-based response. Furthermore, technology, and the way 
that people interact with that technology, can shape the socio-spatial arrangements 
that people have with it and with one another (Pelikan et al. 2018). In some 
situations, people arrange themselves in an unusually intimate proximity to see a 
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screen or be seen through a camera, implying a level of trust that does not exist 
(O’hara et al. 2011). Technology can even mitigate spatial distance by simulating 
physical proximity using cameras, virtual spaces, and telepresence systems; using 
technology, individuals may exhibit intimacy with a human or robotic teammate 
despite vast distances between them (Nguyen and Kiang 2011). In more constrained 
situations, proximity to an embodied IA can be a useful indicator of trust (Fig. 3), 
but as scenarios grow more complicated—with multiple agents, multiple robots, 
multiple humans, and multiple spaces—the utility of proxemics as a measure of 
trust may become more complicated. 

Measure Information 

• Proximity are methods for assessing in-group behavior.  

Collection Criteria 

• Proximity can be assessed through observational coding of intra-team 
behaviors during critical interactions.  

Analysis Method 

• Analysis methods include distance and timing of coded behaviors. 

Interpretation of Findings  

• Patterns of change in proximal behaviors over time are an effective indicator 
of trust; further, shorter distance also coincides with increased familiarity 
and in-group affiliation (Haring et al. 2013; Steain et al. 2019).  

Additional Considerations 

• Factors that influence proximity also include individual differences, task 
considerations, and mission needs. Consequently, proximity findings are 
difficult to generalize. 
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Fig. 3 Closer spatial distance implies a greater sense of intimacy and trust. However, 
technology can mitigate distance, simulating closer proximity and allowing the technology to 
act as a stand-in. In this figure, a robot and a human in close physical proximity (right) are 
using technology (the boxes) to create a virtual space to make a physically distanced human 
(left) seem more subjectively  close. 

4.2.4 Entrainment: Behavioral Synchrony 

Behavioral synchrony, while most prominently related to trust in interpersonal 
teams, may provide critical behavioral measures for assessing human–autonomy 
team trust. Behavioral synchrony focuses on team coordination within varying 
levels of complexity. These mutually cooperative behaviors can include team 
communication, body position, and even affective cues (Strang et al. 2013). Some 
behaviors are explicitly controlled to be coordinated (Shockley et al. 2003), such as 
when an individual purposely attempts to follow the behaviors of their teammate or 
team leader, while others are implicit or enacted unconsciously. Additionally, such 
behavior is typically evident when working on a mutual, goal-directed task (Marsh 
et al. 2006). Presently, these shared behaviors have been referred to as entrainment 
(De Looze et al. 2014; Schmidt and O’Brien 1998), mimicry (Chartrand and Bargh 
1999; Lakin and Chartrand 2003), and even action-matching (Bernieri and 
Rodenthal 1991; Henning et al. 2001); however, the specific term typically used 
refers to the underlying theoretical cause for the phenomenon. Theoretically, 
entrainment can be explained as the spontaneous interpersonal coupling that occurs 
because the behavior of one or more individuals is affected by another’s behavior 
in a closed loop system (Fig. 4). 
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Fig. 4 Simplified diagram representing behavioral entrainment. Team members (a and b) 
can be either human or IA. Each line represents evidence of team member behavior (e.g., 
gestures, speech, and posture) propagating toward and back to one another. Indicators (gray 
and black squares) on each respective member’s timeline represent durations of a behavioral 
engagement during the team interaction. The center (dash-dotted) line depicts durations of 
overlap in a and b’s behavior. Windows around the timelines indicate different sampling 
periods during which synchrony is computed. Changes in synchrony patterns across these 
windowed segments define entrainment. 

A large of amount of research has been dedicated to understanding interpersonal 
team coordination (i.e., entrainment) including studies assessing walking next to a 
partner in tandem (van Ulzen et al. 2008), postural sway while engaged in a mutual 
conversation and swinging a hand-held pendulum, (Schmidt and O’Brien 1998; 
Shockley et al. 2003) respectively, individual eye tracking (Dale et al. 2011) and even 
cardiac rhythms (Henning and Korbelak 2005; Konvalinka et al. 2011). Much of the 
research investigating such behaviors supports the notion that increased team 
entrainment relates to better task outcomes (e.g., improved performance, emotional 
state, and task engagement (Newtson 1994; Gorman et al. 2012); however, most of 
the previously mentioned studies involve team members who performed identical 
tasks. 

For measurement purposes, previous research indicates that higher entrainment 
may be used to predict better team performance following a role-switch (Henning 
and Korbelak 2005). Conversely, some have argued that lower levels of 
entrainment may relate to better team performance when team members assume 
different task roles. For example, the findings of Newtson (1994) first suggested 
that multiperson teams who perform separate but interrelated tasks may exhibit 
“complementary” or asynchronous behaviors (e.g., eye contact, verbal 
communication, body position, and gestures). Such asynchronous behavior may 
result in lower levels of entrainment but may also be essential for good team 
performance (i.e., waiting for a command to be spoken; Sebanz and Shiffrar 2007); 
however, this type of outcome has only been moderately validated. This is 
important to consider within human–autonomy teams because in these scenarios it 
may be common for humans and agents to perform markedly dissimilar tasks that 
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will differ in their physical, temporal, or cognitive demand. As such, task roles and 
subsequent team performance should be considered when measuring entrainment 
during team interaction. 

Although team coordination is a well-researched topic, the application of constructs 
like entrainment remains relatively novel to the area of study focused on trust in 
human–autonomy teams. As such, there are no methods commonly accepted for 
robustly indexing trust influences on behavioral synchrony in various forms. 
Current methods for investigating entrainment typically focus on summary statistics 
(e.g., average amount or frequency of a behavior), which only provides a fixed 
reference point about the behavior and thus does not fully capture the dynamic 
exchange between teammates (Russell and Norvig 2009; MacMillan et al. 2004). 
This approach tends to support a “random” explanation for any deviation in 
“average” or normal behavior; however, it is this variation in behavior that may reveal 
important behavioral trends such as how an individual or team is currently 
responding to a task in real time (Manser et al. 2008). Furthermore, patterns of 
interaction between team members tend to reoccur in time and are typically 
characterized by brief periods of spontaneous interaction followed by periods of 
inactivity (Gorman et al. 2012). Dynamical systems approaches, such as recurrence 
quantification analysis (RQA) (Eckmann et al. 1987), may present more accurate and 
robust measures of team trust. 

Collection Criteria 

• Observational coding of behaviors of interest that are performed during a 
task, including communication, body position, and even affective cues, 
entrainment, mimicry, and action-matching. 

Analysis Method 

• Analyzed offline to determine cross-correlations that range from 0 to 1 and 
emergent synchrony or via RQA. 

Interpretation of Findings 

• Findings suggest if the signal between individual members is more or less 
synchronized over time it may be indicative of greater team coordination, 
cohesion, and hence, trust.  

Additional Considerations 

• Spontaneous interpersonal coupling that occurs when working on a mutual 
task; emergent similarities in behavior activity of two or more team 
members engaged in a cooperative behavior, which is generally 
spontaneous and unintended. 
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4.2.5 Facial Analysis 

One area of emerging research has centered on analyses of emotion via changes in 
prominent facial features surrounding the human face, such as eyes, eyebrows, 
eyelids, nose, and lips. Facial expressions are only one of many indicators of human 
emotion, but they might be the most apparent and could be particularly important 
for trust development within a team (Kret 2015). Humans can produce thousands of 
expression variations; however, only a small set of specific facial configurations are 
associated with so-called “universal emotions” (Ekman 1970; Keltner et al. 2003). 
Though there continues to be considerable disagreement on which emotions should 
be considered fundamental, typical examples include emotions that express things 
like happiness, anger, surprise, fear, contempt, sadness, and disgust (Izard 2011). 
To date, collection of this data modality has been exploratory; however, we 
anticipate that facial expression measurements will provide corroborative support 
for other relevant behavioral and physiological measures that indicate changes in 
emotional state, trust, or team cohesion such as communication metrics, 
electrodermal activity (EDA), or heart rate variability (HRV). 

Facial expressions can be assessed in a few different ways, such as by recording 
the activity of facial muscles via electrodes attached to the skin, otherwise known 
as facial electromyographic activity (fEMG). Muscle movements in the face create 
electrical impulses that are generated by respective muscle fibers during muscle 
contraction. An example can be seen via movement in the right/left zygmaticus, a 
muscle that extends from the corners of the mouth to the cheekbone. When smiling, 
this muscle draws the mouth up and out to outwardly produce facial movement 
associated with joy or happiness. Therefore, when changes in facial expressions are 
apparent, so too are the associated electrical impulses that result from movement. An 
alternative to recording facial activity is live observation and manual coding of facial 
activity using the Facial Action Coding System (FACS), a standardized 
classification system of facial expressions, which is based on anatomic features 
used by expert human coders (Ekman and Friesen 1976). Here, coders analyze 
videos of an individual’s face to determine if there are any changes in the 
fundamental facial components known as action units (AUs). Individual AUs 
correspond to specific facial muscles and are identified by a number (e.g., AU1, 
AU2, and so on). These AUs are then grouped together to represent universal 
emotions. In other words, facial expressions can be likened to “words,” while AUs 
are the “letters” that make up those words. For example, evidence reflecting 
changes in AU 6 + AU 12 is reflective of the emotion “happiness” (Fig. 5). 
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Emotion 
classification Action units 

Anger 4+5+7+23 
Contempt R12A+R14A 
Disgust 9+15+16 

Fear 1+2+4+5+7+20+26 
Happiness 6+12 
Sadness 1+4+15 
Surprise 1+2+5B+26 

Fig. 5 Diagram of face with anatomic features used for coding facial expressions from 
action units. Action units are scored according to intensity and can include trace (A), slight 
(B), marked/pronounced (C), severe/extreme (D), and maximum (E) evidence,  respectively. 
Other emotions such as “contempt” include AU evidence from either the right (R) or left (L) 
side of face only. 

Facial expressivity metrics are well-suited to measure changes in affect-based trust. 
Analyses using these features may be important to human–autonomy teams because 
these data (e.g., emotions, body postures, and facial expressions) can provide 
insights into behavioral patterns that have been linked to affiliation, empathy, and 
assessments of team member trustworthiness. It is vital that team members express 
and reciprocate appropriate facial expressions while they work together. For 
example, if a team failed or made a mistake in some way and one teammate smirks 
or laughs while the other expresses sadness or some other negative-valence 
expression, that exchange may degrade trust. In other words, mismatched or 
nonreciprocal facial expressions may lead to a decrease in cooperative behaviors 
(Chu et al. 2019). Conversely, if all team members exhibit appropriate expressions 
during critical moments in the task, then team trust should emerge. Although 
currently an exploratory approach, this line of research is critical because it will be 
necessary to develop autonomy-enabled systems that can robustly perceive and 
respond to emotions if human–agent teams are to be successful (Bartlett et al. 2004). 
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Collection Criteria 

• Video recordings of the face for both a baseline and during system/team 
interactions. 

Analysis Method 

• Software analysis through OpenFace Affectiva, or Visage. Data are 
analyzed frame by frame and target specific muscle regions of the face (e.g., 
AUs) to determine the degree of evidence. AUs are then calculated and 
grouped to classify universal emotions (Fig. 5). 

Interpretation of Findings 

• Findings mark the degree to which an emotional expression is present on 
the human face in response to task demands or interactions with teammates. 

Additional Considerations  

• Nonverbal features from teammates show us proper responses; 
inappropriate responses (e.g., smile when team fails) could negatively 
impact cohesion and trust (Ekman and Friesen 1976; Kret 2015; Neubauer 
et al. 2020). 

4.3 Communication Measures 

Team communication is a rich source of information that can easily be obtained 
both in laboratory and field settings and, through different analysis methods, can 
shed light on cognition, emotion, and emerging team processes and states. Although 
team communication plays a vital role in driving team success (and the 
determinants of success), measuring team trust as a function of communication is 
still a new area in team research. As such, the field affords many opportunities to 
determine which communication analyses are most beneficial for understanding 
team trust or cohesion. This section describes several analytic approaches that may 
yield measures or proxy measures of team trust or cohesion in human–autonomy 
teams. For a more detailed discussion of communication measures for trust in 
human–autonomy teams, including implementation, considerations, and prior use 
cases see Baker et al. (2021). 

4.3.1 Communication Rates 

The rate of interaction between team members provides insight into the level of trust 
between them. Through repeated interactions, teammates can update their 
assessments of trust in their fellow teammates, while observations of these rates can 
be reflective of different trust dynamics. Typically, increased rates of 
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communication suggest increased trust (Bromiley and Cummings 1995). Beyond 
communication frequency, contact duration and emotional intensity also predict 
increased trust (Burt et al. 1995). As such, interaction histories provide meaningful 
insight into past and present trust relations (Kramer 1999). As an inherently social 
construct, exchanges between team members that are reciprocal have been shown to 
enhance trust, and when reciprocity is lacking, trust erodes (Deutsch 1958; Pilisuk 
and Skolnick 1968; Pilisuk et al. 1971; Lindskold 1978). Even within an 
organizational context, relationships characterized by higher trust promote greater 
levels of information exchange and knowledge sharing (Zaheer and Harris 2006). 
This is a self-perpetuating process as exchanges build relational inertia, leading to 
subsequent information exchanges. Trust has also been shown to enhance the rate 
of intra-group knowledge sharing within organizations (Staples and Webster 2008). 
Communication rates alone may not always reflect trust relations; however, for 
example, Sarker et al. (2011) found that the type of communication was also a 
reflection of a person’s trust in a virtual team member. Specifically, the authors 
characterize communication from low-trust individuals as “unproductive or 
meaningless babbling” (Sarker et al. 2011, p. 299). As such, using communication 
to infer trust requires a multifaceted approach accounting for multiple factors, such 
as content, rate, and flow. A key challenge in the development of communication 
measures for the assessment of trust and cohesion is that much of the research into 
the relationships between communication and trust is presented at a conceptual 
level. While we discuss in this section how communication rates, flows, and content 
indicate trust or the absence thereof, the field has not converged on specific 
quantities of rate, flow, or trust-relevant content that shape trust. 

4.3.2 Communication Flow 

Communication flow is the assessment of how often different team members 
communicate with each other, as well as the evaluation of the interaction patterns 
they exhibit. To analyze communication flow, data are needed regarding the sender 
and receiver of each communication event, as well as timestamps for each 
communication event, if possible. One critical consideration for measurement is 
that the communication modality (e.g., speech, text, messaging, and so on) will 
affect how these data points are defined and collected. For instance, for verbal 
interactions, the “sender” would be defined as the speaker, the “receiver” as the 
intended listener, and the “timestamp” could be defined as the time the speaker 
began to speak. In contrast, computer-mediated interactions could be exported 
automatically but may be difficult to discern immediately upon receipt. A benefit 
to this measurement approach is that it can be applied to teams of varying sizes and 
compositions and used across a variety of contexts (e.g., robotic surgery, [Tiferes 
et al. 2016]; search and rescue, [Fischer et al. 2007]; and human–autonomy team 
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lethality operations, [Baker et al. 2020]), so long as there is information being sent 
and received between the teammates. In addition, this type of data can be used to 
produce flow maps (Fig. 6), providing a visualization to infer team member 
interactions or isolation over a longer timeframe, which may yield important 
indications of team trust (Hung and Gatica-Perez 2010; Tiferes et al. 2016; Baker 
et al. 2020). 

 

Fig. 6 Marine crew communication flow during live-fire gunnery target engagements using 
the Wingman platform (Schaefer et al. 2019b). The left model depicts a Marine crew in the 
2018 gunnery event, and the right model depicts a different Marine crew in the 2019 event. 
Roles are Vehicle Commander (VC), Robotic Vehicle Gunner (RVG), and Long-Range 
Advance Scout Surveillance System Operator (LRAS). Graphs depict the number of 
communication events from each sender to each recipient, where a thicker line indicates more 
communication. Arrows with “Crew” as the recipient indicate communication with no specific 
recipient (e.g., general information for the crew and status updates to facilitate shared situation 
awareness). When combined with performance score data, this method revealed that the 
LRAS operator’s direct communication with the RVG crew member (demonstrated in the 
2019 event, depicted in the right-side flow map) resulted in improved target acquisition and 
firing times, compared to when the LRAS operator sent more generalized information to the 
crew in the 2018 event (in the left-side flow map). 

Collection Criteria 

• Collected during interactions with human and autonomous teammates.  

Scoring Method 

• Sum the number of interactions between each possible sender–receiver pair. 

Interpretation of Findings 

• Evaluate the differences in communication flow exhibited by different 
sender–receiver pairs. Compare to performance outcomes to understand 
how more or less communication between a given pair associates with 
performance. Observe whether high or low flow between a given pair 
resulted in higher or lower trust. 
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Additional Considerations 

• Consider looking at “baseline” teams as a comparison point for other teams’ 
flow patterns. For example, data from a team of experts can be analyzed to 
show what ideal flow patterns may look like; comparing those to patterns 
exhibited by a team of novices can reveal where coordination issues may 
lead to decreased trust. 

4.3.3 Communication Content 

The specific content being communicated between team members can provide deep 
insight into trust. For example, individuals with higher trust engage in higher levels 
of productive dialogue during joint problem-solving tasks (Abrams et al. 2003). 
Conversely, individuals who report lower trust typically check in more frequently 
or double check other team members’ reports to infer meaning even for 
inconsequential comments. This supports the idea that trust is calibrated through 
acts of epistemic vigilance (i.e., actively looking for inconsistencies in knowledge 
sources; [Yamagishi et al. 1999; Sperber et al. 2010]). Though communication 
content is critical to understanding interpersonal and team dynamics, 
sociolinguistic complexities make it difficult to know which word choices 
correspond to distinct constructs. Aside from explicit language (e.g., “I trust you”), 
the words and phrases people use that pertain to trust, such as asking questions or 
expressing agreement, can also stem from influences that are irrelevant to trust. 
Therefore, when seeking to understand team trust through communication content, 
it is wise to consider multiple models for how such content could reveal important 
trust dynamics. Here, we briefly outline two broad approaches for understanding 
trust via communication content: top-down approaches, which assess whether 
prespecified constructs or processes are present within the content, and bottom-up 
approaches, which infer the presence of constructs and processes based solely on 
word associations within the content 

4.3.3.1 Top-Down Measures of Communication Content 

Perhaps the most intuitive method of evaluating constructs from content are top-
down approaches—computationally, such approaches require a dictionary of 
construct-relevant words, which are then used to quantify how often the construct 
is represented in the content. Developers of the Linguistic Inquiry and Word Count 
(LIWC) software (Pennebaker et al. 2007) have worked toward formalizing and 
validating several dictionaries for categories ranging from words that contain no 
content (i.e., function words, such as conjunctions and pronouns), to words 
pertaining to social processes, such as expressing positive and negative affect. 
Several of the dictionaries available in LIWC may help researchers understand team 
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trust dynamics, including sentiment (positive and negative emotions), interrogatives 
(i.e., question words), cognitive processing (i.e., words related to causality, insight, 
and certainty), drives (e.g., words pertaining to affiliation, achievement, power, 
reward, and risk, all of which may moderate, or contextualize, team trust 
relationships), and content-free function words (the basis of some linguistic 
similarity measures). Dictionary-based approaches offer immense flexibility and 
transparency because researchers can customize dictionaries for their specific 
needs. For instance, Frimer et al. (2014) developed a prosocial dictionary that 
contains 146 words and word stems, including “cooperate,” “help,” and “fair.” In 
this case, any use of these words during communication would be indicative of 
prosociality, which may in turn affect (or reflect) the trust relations between 
speakers. Similarly, Donohue et al. (2014) created a dictionary to assess trust and 
distrust using content from political speeches made during times of conflict (though 
this may be ineffective in team contexts due to the inherent differences between 
selecting words for prepared statements, such as speeches and interviews, and on-
the-fly team communications). Building trust lexicons from human–autonomy 
team communications would be a step forward, especially for developing 
dictionaries to represent the factors of trust just described (e.g., trust propensity, 
affective trust, and situational trust) in human–autonomy interactions. 

Dictionary-based approaches may also be used to quantify the implications of 
sociolinguistic processes (e.g., the process of grounding, which characterizes how 
two or more individuals form a mutual understanding of what is being discussed; 
[Clark and Brennan 1991]) on building team trust (Cramton 2001). Grounding is 
reflected in what people say—or, perhaps more accurately, what people do not 
say—in a conversation; once the specific content is established as common 
knowledge (e.g., “the keys are on the counter”), speakers use function words in 
place of specific content words as a way of increasing communication efficiency 
(e.g., “never mind, they are over here”; [Giles 2016]). This phenomenon led 
Niederhoffer and Pennebaker (2002) to develop the dictionary-based metric of 
Language Style Matching (LSM), which quantifies the degree to which speakers 
are using function word categories at similar rates. Indeed, LSM has been observed 
at higher rates among partners exhibiting greater levels of trust (Scissors et al. 2009; 
Nicholson 2017). Current evidence from human–autonomy interactions, 
particularly with respect to entrainment (when humans adopt the language of their 
autonomous counterparts; [Iio et al. 2009]), suggests that LSM would be a 
particularly useful measure of team trust, especially as IAs learn to entrain their own 
communication to match their human counterparts’ (e.g., Breazeal 2002). One 
potential limitation of this approach is that, while LSM may be indicative of trust, 
its effects on performance may also be moderated by levels of trust (Carmody et al. 
2017), complicating the use of LSM as a linguistic measure of trust in teams. 
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Considering that levels of trust are dependent upon perceived certainties (Kollock 
1994), researchers have also investigated evaluating trust by examining the use of 
epistemic adverbs (Catenaccio 2017), which qualify the certainty of a speaker’s 
statements (e.g., probably, maybe, and definitely). To the authors’ knowledge, such 
analysis has not been adopted in team research, though analyses of basic 
comprehension have shown that epistemic markers have a notable impact on the 
perceived plausibility of claims (Isberner et al. 2013). Other trust-relevant lexicons, 
such as those representing competence (e.g., Geiskkovitch et al. 2019), sentiment (e.g., 
Yamamoto et al. 2008; Ceron 2015; Zhang and Zhong 2019), and politeness (Linde 
1988; Lam 2011) should also be evaluated in human–autonomy teams to better 
understand which sociolinguistic constructs relate to particular team trust dynamics. 
Ultimately, computing how often a construct is represented in text is made trivial 
by dictionary-based approaches; however, specifying which words reflect a specific 
aspect of team trust, for all words in a language, would be a daunting task for any 
researcher, though the development of better machine learning tools may improve 
this process. 

Collection Criteria: Top-Down Measures of Communication Content 

• Collected during interactions with human and autonomous teammates using 
speech or written language.  

Scoring Method 

• To assess sentiment, cognitive processes, interrogatives, prosociality, and 
other specific constructs, compute the proportion of observed words that 
match those found in a specific dictionary. 

• To assess linguistic similarity between speakers, compute the average 
similarity between speakers across all function word categories (e.g., 
personal pronouns, prepositions, conjunctions, and so on). See Gonzales et 
al. (2010) for details. 

Interpretation of Findings 

• Larger numbers indicate a greater use of words from a specific dictionary.  

Additional Considerations 

• Proportion data can be unstable when observations are small, which can be 
problematic when dialogue is short or words pertaining to specific 
constructs are sparse, so the overall word count should not be ignored.  
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4.3.3.2 Bottom-up Measures of Communication Content 

Top-down linguistic measures are typically static and context-independent, which 
may cause issues when applied to the dynamic contexts within which human–
autonomy teams would perform. In contrast, models such as Latent Semantic 
Analysis (LSA; [Deerwester et al. 1990]) and Latent Dirichlet Allocation (LDA; 
[Blei et al. 2003]) take a bottom-up approach to recover the underlying semantic 
structure of a corpus. LSA, for instance, uses singular value decomposition to 
reduce a large term-document matrix into a manageable number of topics, whereas 
LDA (and other topic models) use a generative model to infer the underlying topics 
that produced the observed word and document associations. These bottom-up 
approaches allow researchers to understand the semantic structure of 
communication at lower levels (e.g., relevance between subsequent utterances) and 
higher levels (e.g., similarity between sources, such as two or more team members). 
To the extent that two speakers’ utterances are similar, one can infer that the two 
are speaking on similar topics. Taking this a step further, researchers have theorized 
that semantic similarity metrics can reveal the degree to which an individual’s ideas 
are incorporated into the larger group (so-called “social impact”), as well as the 
degree to which an individual incorporates others’ ideas (so-called “responsivity”; 
[Dowell et al. 2019]). While the implications for team trust are still being assessed, 
we would expect that team members whose contributions tend to impact the group 
would also be among the most trustworthy, while those members who readily 
incorporate others’ contributions would be among the trusting. Using metrics of 
social impact and responsivity as indicators of trustworthiness and trust, 
respectively, one could test whether contributions from trustworthy, and trusting, 
sources exhibit other communicative properties, such as novelty—if people 
recognize that their contributions are readily incorporated into the group, perhaps 
they would feel at liberty to propose novel solutions, with the expectation that those 
proposals, too, will be incorporated into the larger group. Such an approach could 
provide further insight into prior work demonstrating that trust allows team 
members to engage in task conflict (discussing different beliefs and ideas for solving 
problems) without allowing that conflict to affect their personal relationships 
(Simons and Peterson 2000). Thus, we may find the extent to which individuals’ 
novel ideas are incorporated, or considered for incorporation, will reflect team trust. 

These bottom-up approaches are also flexible enough to perform conceptually 
similar tasks to the top-down dictionary-based approaches. By pre-specifying a 
corpus that contains semantic information on a known topic (rather than a narrowly 
defined dictionary of content-specific words), one could examine the similarity 
between the unknown source (e.g., team communications) and the known source 
(e.g., writings on the semantics of trust). Gefen et al. (2020) used this approach to 
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create a semantic space under which the linguistic features associated with 
measuring trust could be compared against linguistic features describing various 
psychological phenomena. Their resulting model could easily be used to examine 
communication data for any team size or composition. This type of approach has 
also been used to analyze the degree to which communications during a simulated 
mission conform to documentations regarding mission planning and execution 
(e.g., Martin and Foltz 2004). Although the relevance of communications to mission 
planning may not directly illustrate the utility of using LSA to measure trust, the 
flexibility demonstrated by such examples could inspire bottom-up approaches for 
identifying content pertaining to interpersonal trust, trust in autonomy, team trust, 
trust in processes, or other constructs. Further, bottom-up approaches can 
incorporate nonlinguistic content, such as image (e.g., Lu et al. 2010) and behavioral 
categorizations (e.g., Chen et al. 2019), making such approaches capable of 
analyzing communication content alongside contextual factors. Of course, the utility 
of such approaches in teams, especially with evolving IAs, is still awaiting 
empirical evaluation. 

Collection Criteria: Bottom-Up Measures of Communication Content 

• Collected during interactions with human and autonomous teammates using 
speech or written language.  

Scoring Method 

• After fitting a topic model, semantic similarity is computed as the cosine 
similarity between features in the high-dimensional topic space. This 
number is bounded between –1 and 1 or, if computed in positive space, 
between 0 and 1.  

Interpretation of Findings 

• Numbers further from zero indicate greater similarity and numbers close to 
zero indicate dissimilarity. 

Additional Considerations 

• Quality of results can change depending on the topic model fitted to the 
data. If attempting to evaluate a small corpus, it may be prudent to fit a topic 
model to a larger publicly available corpus and then evaluate the observed 
data against that topic model. 
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4.4 Physiological Indicators of Trust 

Psychological states, including those that reflect trust, do not map uniquely onto 
physiological indicators. Physiological response and its measurable features are 
driven by several interdependent internal processes and external stimuli that do not 
directly relate to trust states or processes. For example, pupillary response is 
affected by both psychological states and light levels in the ambient environment 
(Mathôt 2018). Similarly, measures of heart rate (HR) and EDA can vary based on 
relevant psychological changes as well as physical exertion or ambient temperature 
(Gagge et al. 1967; Kondo et al. 2000; Mikus et al. 2009). Deconflicting the signals 
of interest, that is, psychological states related to trust processes, from confounding 
effects and artifacts produced by various internal and external sources can be quite 
challenging (Kelsey et al. 2017). Additionally, analyzing and interpreting such 
signals can pose a challenge. Modern approaches to entrainment assessment have 
argued for the utility of nonlinear temporal structuring in team dynamics, which 
may yield more detailed insight (i.e., visual patterning) into such temporal signals 
(Marsh et al. 2006). One analysis method, RQA, has been used to assess 
entrainment in teams during high workload tasks. RQA is a nonlinear analysis 
technique that quantifies recurring states over time and represents those overlaps 
with approachable and intuitive visualizations called recurrence plots (Eckmann et 
al. 1987). We note that this is an emerging area of research and the physiology- 
based measures discussed in the following are also indicative of other states (stress, 
cognitive load, fatigue, vigilance, affect, etc.), in addition to trust-based behaviors 
(Fig. 7), and thus we label them as potential measures of trust along with several 
other interdependent latent states.   

 

Fig. 7 Diagram of notional multimodal connections between latent psychological states and 
observable physiological indicators, which may be leveraged for real-time inference of trust 

4.4.1 Pupillometry 

The human eye appears to be one of the most salient cues that may indicate team 
member trustworthiness. All individuals, including infants, focus on their 
interaction-partner’s eyes to gauge emotional signals (Farroni et al. 2002). The 
physical structure of the white part of the eye naturally draws attention to the middle 
part of the eye (e.g., the pupils) and their subsequent autonomic nervous system 
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changes in arousal and can thus be indicative of cognitive load, interest, surprise, 
and trust (Bradshaw 1967; Hess 1975; Lavin et al. 2014). For example, partners 
with large pupils tend to be perceived as more positive and attractive compared to 
partners with small pupils, who tend to be judged as distant or untrustworthy 
(Demos et al. 2008; Amemiya and Ohtomo 2012). Additionally, a few studies found 
that partner’s pupil sizes can converge during interactions, although only a handful 
of studies have confirmed this phenomenon (Hess 1975; Harrison et al. 2006; 
Harrison et al. 2009). 

Collection Criteria 

• Imaging-based equipment capable of measuring pupil diameter is needed to 
collect both a baseline and task-concurrent value. 

Analysis Method 

• Temporal changes in pupil diameter, both transient and steady-state 
changes, apart from those attributable to environmental luminance.  

Interpretation of Findings 

• Increases in pupil diameter (not associated with environmental luminance) 
are generally associated with diminished trust, as well as increased stress 
and workload, while smaller pupils can diminish perceived trustworthiness. 

Additional Considerations 

• Capturing ambient environment luminance is also useful for removing 
artifacts associated with pupil diameter measurement. 

4.4.2 Blood Volume Pulse, Heart Rate, and Heart Rate Variability  

Changes in shared physiological arousal (e.g., heart rhythms) have been associated 
with measures of trust (Mitkidis et al. 2015) and concern for others (Konvalinka et 
al. 2011). Additionally, in a cooperative gaming task, Mitkidis et al. (2015) found 
that HR and HR synchronization increased in a trust-related condition. They also 
showed the level of HR synchrony within a team led to higher expectations of their 
partners during a cooperative gaming task and may be a marker for interpersonal 
trust. According to these authors, expectations are an indication of preferences and 
beliefs about the behavior of others; in other words, an individual may undertake an 
action that involves the risk of trust only if they believe this choice will be 
reciprocated by the other individual. Features of blood volume pulse (BVP) and 
EDA have also been shown to correlate with user trust in predictive decision 
making using an intelligent decision aide (Zhou et al. 2019). 
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Forgiveness, which relates to trust dynamics in that it captures the degree to which 
trust can be built following a transgressive act, has been shown to correlate as both 
a trait and state value with cardiovascular features, in the context of recounting 
experiences of conflict (Lawler et al. 2003). Trait level forgiveness was associated 
with lower levels of blood pressure, especially diastolic blood pressure. State level 
forgiveness was also associated with lower blood pressure levels, lower HR, and lower 
rate pressure product, while being unable to forgive specific offenders was related to 
increased levels of cardiovascular tone. Failure to forgive, especially in those who 
are generally less forgiving, was associated with a more sustained period of 
cardiovascular reactivity, and this heightened reactivity was propagated into the 
recovery period by these low-trait, low-state forgivers. HRV may also be used in 
conjunction with EDA to infer levels of workload and trust (Matthews et al. 2005; 
Mehler et al. 2009; Montague et al. 2014). 

Collection Criteria  

• Data from electrocardiographic or photoplethysmographic sensors is collected 
for baseline and a concurrent value 

Analysis Method  

• Collected rhythmic electrical or blood flow signals of the cardiovascular 
system are used to extract features of heart pulse, including HR, HRV, and 
BVP.   

Interpretation of Findings  

• Changes in heart rhythms from physiological arousal in human teams have 
been associated with measures of trust and concern for others. HR has been 
found to increase and synchronize between teammates in trust-related 
conditions of a cooperative task. Features of BVP were shown to correlate 
to user trust in intelligent decision aides.  

Additional Considerations  

• In conjunction with EDA, HRV can also be used to infer workload 
(Matthews et al. 2005; Mehler et al. 2009; Montague et al. 2014). 

4.4.3 Electrodermal Activity  

Although a direct mapping between EDA measures and trust states cannot be 
directly asserted, several controlled experimental paradigms have indeed linked 
changes in EDA to changes in states such as stress and engagement within 
autonomous environments (Mower et al. 2007). In this context, increases in both 
tonic and phasic EDA have been shown to relate to increases in anxiety and 
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cognitive effort (Shi et al. 2007; Zhou et al. 2015). Additionally, work by Bethel et 
al. (2007) found that tonic EDA measures increased with increased engagement 
with a robot. Furthermore, Montague et al. (2014) employed a dyadic interaction 
trust paradigm and found that higher individual ratings of trust in technology 
corresponded to more agreement in their individual EDA measures. In other words, 
if EDA levels of one subject were low, and both subjects were in a trust state, the 
second subject’s EDA would be expected to be low as well. In a pilot study, 
Schaefer et al. (2012) found higher EDA corresponded to lower subjective trust 
ratings during interaction with an unreliable robot as compared to interaction with 
a reliable robot.  

Collection Criteria 

• Electrodes attached to skin or via a wrist worn sensor (such as an Empatica). 
Data is collected for baseline, concurrent task, A BIOPAC MP150 system 
with EDA amplifiers. 

Analysis Method 

• Skin conductance level (tonic EDA) and skin conductance responses 
(phasic EDA) measured during task. Specific skin conductance responses 
are seen shortly after an emotionally or arousing stimulus presentation.  

Interpretation of Findings 

• Individual activation or arousal level of individual during an emotionally 
stimulating task tonic EDA measures shown to increase as robot 
engagement increases. Synchrony between individuals can indicate a 
similar level of trust in a technology. Higher EDA levels have been shown 
to correspond to lower subjective trust ratings of an unreliable robot. 

Additional Considerations 

• Increases in tonic EDA are associated with lower ratings of subjective trust; 
however, changes in the phasic response would indicate the degree or 
magnitude of the response. 

4.4.4 Entrainment Redux: Physio-behavioral Coupling 

There has been evidence to suggest that various forms of entrainment, as introduced 
previously and potentially characterized through RQA (Eckmann et al. 1987), can 
occur in humans. These can range from body postures to facial expressions (both 
negative and positive emotions; [Dimberg 1982; Chartrand et al. 1999]), heartbeat 
(Levenson and Gottman 1983), and even verbal patterns emerge when individuals 
engage with familiar “in-group” members rather than “out-group” strangers 
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(Norscia and Palagi 2011; Hess and Fischer 2013; Reed et al. 2013). Prior work has 
shown that perceptions of  in-group or out-group team members are important, as our 
tendency to trust a team is more efficient and reliable when individuals in a team 
are considered in-group members (Balliet et al. 2014; Cikara et al. 2014). As such, 
entrainment can occur in nearly every social interaction where trust is an influential 
factor and is a powerful effect, as it facilitates affiliation, empathy, and prosocial 
behavior.  Like entrainment, another critical outcome of team member interaction 
is referred to as physiobehavioral coupling (PBC), which is defined as the 
spontaneous and unintended emergence of autonomic, cortical, or behavioral 
similarity for those who are engaged in a cooperative task (Strang et al. 2013).   

PBC has related to various outcomes impacted by trust within a group and has been 
argued that this interaction further facilitates the development of effective 
interpersonal coordination within teams. Mønster et al. (2016) found that synchrony 
of skin conductance for members of newly formed teams was correlated with group 
tension and negative affect, with synchrony decreasing after the team adopted a 
new routine. There has been evidence to show spontaneous PBC of cardiac rhythms 
during cooperative tasks (Levenson and Gottman 1983; Henning et al. 2001; 
Henning et al. 2005; Elkins et al. 2009; Henning et al. 2009; Konvalinka et al. 
2011), respiratory responses (Henning et al. 2001), brain activity (Tognoli et al. 
2007; Lindenberger et al. 2009; Astolfi et al. 2010), EDA (Henning et al. 2001), 
and eye movements (Richardson and Dale 2005; Dale et al. 2011). PBC may 
present an interesting method for studying team cohesion and hence trust, given that 
higher PBC was found to be moderately related to better performance (Strang et al. 
2013). Additionally, Behrens et al. (2019), in the context of a dyadic Prisoners’ 
dilemma game, found a relationship between cooperation among team members 
and PBC, where increased HR and skin conductance synchrony between dyad 
partners was linked to more successful cooperation. Further, Henning et al. (2001) 
found the increased PBS strength of team members cardiac interbeat intervals (IBI), 
EDA, and lung tidal volume significantly predicted increased team performance. 
Past studies have also found that IBI coupling is related to successful team 
characteristics such as situational understanding (Konvalinka et al. 2011) and greater 
team awareness (Elkins et al. 2009). Finally, PBC has also been linked to oral 
communication and team cohesion (Barrick et al. 1998). It should be noted that 
many of these findings have been linked to performance, coordination, cooperation, 
or team cohesion, but they should be explored as a component of team trust as well. 
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Collection Criteria  

• Various physiological sensor modalities (EDA, electrocardiogram, 
electroencephalography [EEG], etc.) are needed to collect both a baseline 
and task condition. Physiological time series data: HR, respiratory rate, 
EEG. 

Analysis Method  

• Analysis occurs offline to determine cross-correlations (which range from 
0 to 1) and emergent synchrony. Cross-correlations closer to 1 indicate 
greater physiological entrainment.  

• Data is evaluated based on the quantification of recurring patterns in a phase 
space using a set of standard RQA statistics: recurrence rate, determinism, 
trapping time, and entropy 

Interpretation of Findings  

• The spontaneous (physiological) interpersonal coupling that occurs when 
working on a mutual, goal-directed task; emergent similarities in the 
cortical/autonomic activity of team members engaged in a cooperative 
behavior that is spontaneous and unintended; can include heart beats, 
respiratory response, EEG, or EDA. 

• For recurring sequences in the time series, these statistics indicate the 
frequency of recurrence, the length of the recurring pattern, and how much 
variation is in the length of recurrent sequences. RQA is commonly used 
with physiological signals and could be used to measure trust relations 
between two people.  

Additional Considerations 

• More research is needed to confirm this measure is indicative of trust in 
human–agent teams. 

• Due to the exploratory nature of this method for inferring trust, RQA should 
not be used as a standalone measure but in conjunction with other 
established measures. 
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5. Measuring Team Trust 

Appropriate measurement is key to successfully examining trust in teams. 
However, it is not as simple as choosing one of the methods from the toolkit and 
examining an individual out of context or extrapolating an individual’s information 
to the entire team. Team trust is an exceedingly complex process, evolving and 
iterative by nature, and appropriately selecting, administering, and interpreting trust 
measures is crucial to further our understanding. Herein, we recommend a temporal 
approach for examining team trust, looking at each step in its evolution, noting 
important types of trust to capture and appropriate measures to use. We frame 
our discussion using a case study, with the intent to better ground our approach and 
offer concrete examples for reference. After examining each step and its 
implications for measurement selection and administration, we then discuss 
potential constraints and confounding factors that can influence measurement and 
interpretation.  

Case Study:  Consider a human driver and passenger (navigator) in an 
autonomous vehicle traversing an environment with varying terrain and urban 
development to reach multiple checkpoints. Along the way, the driver and navigator 
scan for items of interest (e.g., hazards), communicate with each other about such 
items, and log this information. Meanwhile, the autonomous vehicle 
communicates information to the human teammates about its own state relevant 
to each’s role (e.g., speed and obstacle detection to the driver, route, and current 
location to the navigator), the task environment (e.g., road closures, detours, and 
traffic), and the shared task (e.g., goal locations). The team’s objective is to note 
items of interest, avoid hazards, and reach each successive checkpoint as quickly 
as possible. Using this scenario, throughout the following section we illustrate the 
dynamic nature of trust over the course of team formation and performance and 
emphasize gaps in our current understanding of trust in human–autonomy teams. 
Ideally, this example will then be useful in informing the design of trust 
interventions to calibrate and support optimal team trust.  

5.1 The Temporal Approach 

As we conceptualize team trust as a construct that evolves and changes over time, 
team trust assessment must also be a continuous, temporal process. In our 
framework (Figure 8), we envision the team trust process can be segmented into 
four stages: initial trust, team formation, team performance, and experience. The 
Initial stage is focused on the individual’s dispositional propensity to trust, which 
are relatively stable traits—as well as the individual’s experiential trust upon 
completion of a task or dissolution of the team. We refer to the second stage as 
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Orientation, wherein the team formation begins and individuals assess other 
members’ trustworthiness, competence, and so on. It is at the Orientation stage 
where team trust assessments can begin. In the Performance stage, team trust 
consists of a dynamic cycle as situations and risk change, an iterative process of 
trust development, maintenance, and calibration that continues until the team 
disbands. Like the Initial stage, the final stage, Experience, focuses on the 
individual and their history-based trust of the team. Over time, this history-based 
trust can influence changes in an individual’s dispositional propensity to trust, 
closing the trust cycle. Figure 8 illustrates each of these stages for a human–
autonomy team, including identifying the factors that influence trust and the 
appropriate assessments at each stage. 

This proposed process for effective team trust measurement can be likened to 
Tuckman and Jensen’s (1977) classic five-stage model of group development, which 
consists of group forming, storming, norming, performing, and adjourning stages. 
In their model, forming refers to orientation, where a newly formed group’s 
members disclose information about themselves and gather information about 
others. The storming stage is dominated by conflicts and a lack of unity (Bonebright 
2010). Norming then refers to the structural stage of group development whereby 
the team forms norms, roles, and expectations. The performing stage covers within- 
group development theory and describes how the team performs together, including 
healthy conflicts that strengthen bonds and do not damage relationships (Tuckman 
and Jensen 1977). Finally, the last stage in Tuckman and Jensen’s model is the 
adjourning stage in which the team has reached their goal or completed the project 
and prepares to disband and potentially move on to other teams. While Tuckman 
and Jenson originally proposed this as a linear life-cycle model (Bonebright 2010), 
we suggest there is a cyclical nature to team development that continues until the 
team disbands. To understand team trust measurement, we must understand how 
the team develops throughout each stage. 
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Fig. 8 The life cycle of trust in human–autonomy teams. Each stage identifies whose trust 
can be reliably assessed, the influences on that trust, the predominate type of trust (and 
whether this is a state or trait at this time), and recommended assessment methods for 
examining trust. 

5.1.1 Stage 1: Initial Trust 

There are two antecedents to the development of team trust that should be assessed 
prior to team formation: propensity to trust (Mayer et al. 1995; Costa et al. 2011) 
and intention to trust (Mayer et al. 1999). Each of these are stable traits, developed 
over time and influenced by such factors as culture, education, personality traits, 
and experience (see Section 5.2.2). These are uncorrelated and separate traits, 
unless the information the trustee has about the trustor is ambiguous, then these two 
traits are positively correlated (Gill et al. 2005). As such, the trustee’s Intention to 
Trust may be as critical to team trust development as their Propensity to Trust. 

In human–autonomy teams, an individual’s propensity and intention to trust should 
be assessed toward both other people (Rotter 1967; Mayer et al. 1995; Jarvenpaa et 
al. 1998), and technology or autonomy (Merritt et al. 2008; Schneider et al. 2017; 
Jessup 2018). This baseline of trust can influence the decision to enact trusting 
behaviors (Borum 2010; Costa et al. 2011) and may provide information useful in 
understanding differences in trust at later stages. The Initial Trust stage would appear 
early in Tuckman and Jensen’s Forming stage, as Forming includes assessing the 
individual’s threshold for trusting others (Tuckman and Jensen 1977). The Initial 
Trust stage is critical for understanding what each team member (both human and 



 

53 

autonomy) brings into the team, as well as understanding differences in trust 
relationships among the team members.  

Case Study Exemplar: As each member of the team (i.e., driver, navigator, and 
vehicle) arrives for training and assignment, they complete demographics 
questionnaires and various surveys designed to understand what influences their 
trusting behaviors. In terms of the vehicle (autonomy), this would mean identifying 
how the programming has been developed to assess other team members and 
situations, as well as incorporating new information (if it is adaptive or learning 
capable).  

Suggested Assessments and Methods: In the Initial stage, assessments for the 
human teammates will be self-report surveys, administered individually, prior to 
any training or interactions with other team members. Refer to the Toolkit section 
(Section 4) for detailed information about each assessment tool. 

• Surveys 

o Demographics information: examples include gender, age, 
ethnicity, background, personality, education, culture, socio-
economic status, prior training, previous experiences with 
autonomy, previous experience working with other teams, and task-
specific experience  

o Interpersonal Trust Scale (Rotter 1967, 1971) 

o Propensity to Trust Survey (Evans and Revelle 2008)  

o Propensity to Trust Technology (Schneider et al. 2017) 

o [Intention to] Trust Survey (Mayer et al. 1999) 

o Propensity [to Trust] (Mayer et al. 1999) 

o Complacency Potential Rating Scale (Singh et al. 1993) 

o Trust in Automation Scale (Jian et al. 2000) 

• Behavioral Assessments 

o None at this time 

• Communication Assessments 

o None at this time 

• Physiological Assessments 

o None at this time 
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• Autonomy Assessments 

o Programming parameters and details 

5.1.2 Stage 2: Team Orientation 

The Team Orientation stage includes initial team interactions, including training. 
Team members meet and begin to form expectations, perceptions, and mental 
models about one another and upcoming interactions. This stage is the basis for 
team trust development, maintenance, and future calibration. The team members 
are not yet familiar with each other. Their impressions and judgments—influenced 
by the factors assessed in the Initial Trust stage, including individual biases and 
prejudices—form the basis of the team trust foundation. Subsequently, team 
members evaluate their counterparts, including autonomous teammates, on their 
perceived trustworthiness and competency. Expectations developed at this stage 
are largely based upon superficial signals, such as gestures, tone of voice, and facial 
expressions. Trust in this stage is affect-based, and is reevaluated throughout this 
stage, adjusting with each subsequent interaction and observation, in an effort to 
reduce uncertainty related to the team and their upcoming task. 

Trust development in the Team Orientation stage can also be influenced by an 
individual’s learned trust (Hoff and Bashir 2015), so preexisting knowledge of the 
system and system performance, reputation, prior task or team knowledge, 
observed system features, and perceived team member capabilities (i.e., attitudes 
toward the team within a context of an upcoming task; [Schaefer 2013]) all explain 
some of the potential variance in trust scores. The Team Orientation stage 
encompasses Tuckman and Jensen’s Forming stage, wherein each member is 
assessing the other’s trustworthiness (Tuckman and Jensen 1977). However, when 
training is included in the Team Orientation stage, both norming and storming may 
begin. Norming refers to group development of team norms, roles, and 
expectations. Storming is dominated by conflicts and a marked lack of unity among 
team members (Bonebright 2010). Important to our goals is understanding that 
without setting appropriate expectations, researchers may misconstrue system 
misuse or disuse as reflecting a lack of trust when, in fact, these behaviors could be 
just part of the process of learning how to work with a new team and/or system 
during the norming and storming process.  

Case Study Exemplar: The team members meet and begin their assessments of 
each other, the autonomy, and their task. Learning the capabilities and limitations 
of each team member enables the team to begin developing and calibrating trust. 
During Team Orientation, their initial opinions of member trustworthiness and 
competency can be assessed. If physiological assessments of state changes during 
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the task are desired, baseline measurements should be collected during this stage. 
While training, team members develop their interaction styles while they learn and 
practice the tasks. Observed behavioral data can be collected to better inform later 
observations that may indicate stress, workload, or trust changes. If the autonomy 
is adaptive or learning capable, any data it has collected during training and initial 
interactions with the team can be assessed. 

Suggested Assessments and Methods: In the Team Orientation stage, assessments 
for the human teammates could be self-report surveys (both individual and team), 
physiological, and behavioral. Changes in the autonomy programming can be 
reviewed for changes after interacting with the team. Refer to the Toolkit section 
(Section 4) for detailed information about each assessment tool. 

• Surveys 

o System Trustworthiness Scale (Schaefer et al. 2012) 

o Trust Perception Scale (Schaefer 2013) 

o Integrated Model of Trust (Muir and Moray 1996)  

• Behavioral Assessments 

o Facial expressions, gestures 

o Training performance 

• Communication style, tone, frequency, and content 

• Physiological Assessments 

o Baseline measurements for any physio measures 

o Pupillometry 

o BVP, HR, HRV  

o EDA 

o Physiological synchrony 

• Autonomy Assessments 

o Adjustments to code, tightened parameters, for example 
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5.1.3 Stage 3: Team Performance (Trust Calibration Cycle)  

In the Team Performance stage, team members are interacting and performing their 
tasks as they work toward team goals. Trust development and maintenance during 
this stage is a continuous cycle of assessing and reassessing teammate competency, 
task requirements, situational changes, risk, and team performance (Savolainen and 
Ikonen 2016). Part of this cycle of trust includes human team members acting in 
ways that lead the autonomous system to react in some way, which in turn causes 
the human team member to recalibrate their trust, thus affecting future behavior 
(Israelsen and Ahmed 2019). This trust calibration cycle (Fig. 8) continues 
throughout the Team Performance stage. Trust in this stage is an extremely complex 
process and understanding that trust even more so. On the surface, interactional 
trust could appear to be dependent on a situation (Hoff and Bashir 2015); however, 
the associated risk and uncertainty define the bounds of that trust. Thus, assessment 
without these bounds induced by risk and uncertainty makes it difficult to interpret 
the true nature of trust. For example, use or disuse of autonomy may be indicative 
of several other factors (e.g., boredom, curiosity, and so on; [Parasuraman and Riley 
1997; Drnec et al. n.d.]) and thus are not necessarily indicative of trust-based 
actions when risk is absent [Schaefer et al. 2016]). 

Situational trust remains fluid throughout the Team Performance stage and is 
associated with the appraisal of trust in one’s teammates with respect to specific 
environmental and team states or contexts. As such, it varies as a function of changes 
in environment, including factors such as workload, task demands, and uncertainty 
(all of which may change more rapidly than established trust relationships within 
the team). It is expected that introducing the team to situations in which trust has 
not yet been established (e.g., novel task environments or situations requiring 
unfamiliar role configurations), or changes in team member state (e.g., fatigue, 
boredom, and stress), will lead to greater trust volatility, due to newly forming 
situational trust. 

While affective and learned trust evolve, over time trust becomes more 
cognitive/history based, as such trust should stabilize or solidify as more data and 
experience are gained. Team members’ perceptions should gradually be less 
dependent on initial biases and propensities and based more on interactions and 
their outcomes, limiting the implications of extraneous variables on their trust. 
Eventually, these perceptions will be bidirectional, as autonomous systems will be 
developed with the capacity to build a trust model of its human teammate and act 
based on that model (Lahijanian and Kwiatkowska 2016; Sperrle et al. 2019). The 
amount of change in team trust, given an interaction, should be balanced by the 
length of time the team has worked together. However, trust at this stage would still 
be susceptible to violations and subsequent repair if the team is to be successful, but 
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the relative effect of those instances would be reduced as the team relationship 
builds, requiring more significant infractions to impact trust with similar magnitude 
as early experiences. Tuckman and Jensen’s (1977) storming and norming stages 
continue into the Team Performance stage, along with the performing stage. The 
performing stage describes how the team performs together, including healthy 
conflict that serves to strengthen bonds and not damage relationships (Tuckman and 
Jensen 1977). As the team grows in familiarity and team competency, the storming 
and norming cycles should lessen in frequency and the emphasis move to 
performing. 

Assessment of trust in the Team Performance stage occurs during team interactions. 
Employing physiological and behavioral measures will provide data regarding 
subtle or not-so-subtle changes to facial expressions and HR (linked to what is 
traditionally considered affect-based trust). Specifically, when members attribute 
setbacks to the actions of other members (including IAs), the frustration they 
experience will be reflected in their automatic (e.g., HRV and EDA) and volitional 
responses (e.g., communication and overt behaviors). These changes in trust will 
also be reflected in their interaction networks over time, specifically in terms of 
active, rather than reactive, interactions. As a result, assessing additional cognitive 
states, such as workload, is also pertinent. For example, workload that is either too 
high or too low can indicate an overload situation or underload/boredom, which 
may suggest (or occasionally be confused with) circumstances of over- or under-
trust (de Visser et al. 2020). 

Case Study Exemplar: Team orientation and training are completed and the team 
begins conducting its task. Initially the team is still resolving its working and 
interaction styles until it settles into a pattern that suits its needs and satisfies 
objectives. As the team moves through the environment, they continue to assess 
each other’s reliability, competency, and performance, particularly in the contexts 
of task environment, situational changes, and associated risks. Example behaviors 
shaping trust within the team include the autonomous vehicle’s avoidance of a 
hazard not initially noticed by the driver or the navigator’s selection of a suboptimal 
route to reach the next checkpoint. Administering surveys would be difficult during 
task performance but this data type may be collected during pauses or breaks. 
Behavioral and physiological assessments of performance and cognitive states are 
most useful to understand the development, calibration, and maintenance of team 
trust during this stage. Multiple measures should be obtained to offer evidence 
either supporting or clarifying interpretations, as which cognitive states are 
changing is a matter of inference and interpretation. Performance data from the 
autonomy should be collected and assessed. If the autonomy is adaptive or learning 
capable, any changes to its programming should be reviewed. 
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Suggested Assessments and Methods: In the Team Performance stage, 
assessments for the human teammates could include self-report surveys (both 
individual and team), behavioral, and physiological. Changes in the autonomy 
programming can be reviewed for changes after interacting with the team. Refer to 
the Toolkit section (Section 4) for detailed information about each assessment tool. 

• Surveys 

o Integrated Model of Trust Scale (Muir and Moray 1996) 

o Human–Robot Interaction Trust Scale (Yagoda and Gillan 2012) 

o System Trustworthiness Scale (Schaefer et al. 2012) 

o Checklist for Trust in People and Automation (Jian et al. 2000) 

o Trust Perception Scale (Schaefer 2013; Schaefer et al. 2016) 

o NASA TLX (Hart and Staveland 1988) 

• Behavioral assessments 

o Proximity  

o Facial expressions, gestures, behavioral synchrony 

o Eye tracking: scan patterns, fixations, saccades 

o Task performance, response times 

o Monitoring behaviors 

• Communication rate, flow, and content analysis 

• Physiological measures  

o Eye tracking: pupillometry (pupil dilation) 

o BVP, HR, HRV, EDA 

o Physiological synchrony 

• Autonomy assessments:  

o Adjustments to code, tightened parameters, for example 

o Observational data from times when the autonomy fails or when 
interactions with human team members break down because of a 
lack of understanding 
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5.1.5 Considerations for the Temporal Approach 

The development stages just described were conceived to provide guidance regarding trust 
development in individuals and teams, implications for assessments throughout the 
cyclical process, and suggestions as to the types of assessments that can be collected 
at each stage. As demonstrated, assessment techniques will change in importance 
and value over the life cycle of the team. For example, an individual’s trust 
propensity will have less of an impact on team trust later in the relationship than 
early on. As we explained, team trust is not a linear process with a definitive 
beginning and end. Overall, it is a cyclical process and within each stage there can 
also be cycles of trust development, changing with each interaction. Individual team 
members experience lasting changes to their dispositional trust due to team 
membership and experiences, which in turn also impacts their propensity and 
intention to trust in later encounters. These changes influence how they view future 
team membership, regardless of whether it is a new team or an established team 
reassembling for a specific assignment. Teams that group and disband as needed, 
but retain the same team members, may in subsequent groupings realize shortened 
Initial and Orientation stages, moving quickly into the Performance stage.   

Two important aspects to team trust that we have chosen to not address in this report 
are trust violations and repair. Trust repair strategies may be needed if a trust 
violation occurs that disrupts a cycle. Trust between team members evolves over 
time and can strengthen or weaken in response to the actions taken by the team 
members. During shared experiences, trust may be violated, intentionally or 
unintentionally. To address the violation, the parties may attempt to repair the 
damaged trust to return the relationship to a trusting state. The literature suggests 
several approaches for repairing trust: apologies, denials, trustworthy action, or 
commitment to change (Kim et al. 2004; Tomlinson et al. 2004; Schweitzer et al. 
2006; Lewicki 2007; Baker et al. 2018). The most effective trust repair strategy for 
a given scenario depends on several factors, such as the nature of the violation (e.g., 
stemming from competence or integrity) and prior experiences between the 
involved parties. In any case, the process of repairing damaged trust can be 
considered important to trust development between two or more parties because it 
can reveal information about each party’s intentions, attitudes, beliefs, and affective 
states. 

5.2 Constraints to Effective Measurement 

With any measurement, there are additional variables or factors that should be 
considered when interpreting and explaining the measurement outputs. The purpose 
of this report is to focus specifically on trust due to the importance trust emergence 
has in human and human–autonomy teaming. However, we also acknowledge that 
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other latent states of interest (i.e., stress, workload, cohesion, and so on) can also 
co-occur along with trust during team interactions. This section identifies some of the 
critical factors that may affect how trust scores can and should be interpreted. These 
include team dynamics, individual differences, culture, and attitudes toward 
autonomy. 

5.1.4 Stage 4: Experience  

The Experience stage occurs when team interaction ends and addresses the long-
term implications of team dynamics on team and individual trust. This late-stage 
trust is based on the individual’s experience with the team, their anxiety over 
separation, and disengagement. Assessment of trust in the Experience stage can 
encompass both team trust (early) or individual dispositional trust (enduring). 
After-action reports and other subjective surveys can be used to examine the 
individual’s views of the team as well as any changes to their history-based trust. 
Behavioral assessments of teammate interactions during task closure and reporting 
may be helpful to understanding enduring dispositional trust changes. Tuckman and 
Jensen’s (1977) adjourning stage equates our Experience stage. Their adjourning 
stage addresses the end of the team life cycle, where members conclude team 
activity, assess overall team performance and dynamics, and return to a post-team 
solitary state.  

In the team trust life cycle, the Experience stage influences both the Initial stage 
and the Orientation stage. Over time, team participation and experience working 
with autonomy can alter an individual’s future propensity to trust regardless of 
future team inclusion. For teams that regroup for future tasking, learned trust affects 
their perceptions of known teammates and familiar autonomy, thus shortening 
subsequent Orientation stages.  

Case Study Exemplar: The team arrives at their final destination or end goal. They 
assess their performance, the autonomy’s performance, and complete after-action 
reports and reviews. These final interactions can be greatly influential to their long-
term trust and recollections of team membership. This is the last opportunity to 
gather assessments of team trust, which would be in the form of subjective surveys 
and behavioral assessments. Individual trust assessments can also occur and be 
examined for changes in dispositional trust due to team membership. 

Suggested Assessments and Methods: In the Experience stage, assessments for 
the human teammates consist largely of self-report surveys (both individual and 
team). Changes in the autonomy programming can be reviewed for changes after 
interacting with the team. Refer to the Toolkit section (Section 4) for detailed 
information about each assessment tool. 
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• Surveys 

o Integrated Model of Trust Scale (Muir and Moray 1996) 

o Human–Robot Interaction Trust Scale (Yagoda and Gillan 2012) 

o System Trustworthiness Scale (Schaefer et al. 2012) 

o Checklist for Trust in People and Automation (Jian et al. 2000) 

o Trust Perception Scale (Schaefer 2013) 

• Behavioral measures  

o Proximity 

o Facial expressions, gestures, behavioral synchrony 

• Communication measures, rate, flow, and content 

• Physiological measures  

o None at this time  

• Autonomy assessments 

o Post-task performance review 

o Algorithmic changes 

5.2.1 Team Dynamics 

As stated earlier, the team itself can impact how trust analyses should be interpreted. 
Trust is known to be context and task dependent, and as such the associated team 
dynamics can vary the descriptions and interpretation of the data. The size of the 
team adds to the complexity by muddying the waters and injecting uncertainty—
did a person’s trust rating come from a specific interaction, or was it influenced by 
secondary or even tertiary trust from other team members (Schaefer et al. 2015)? 
Further, the technology, including the availability of different types and levels of 
autonomy as well as methods for communicating intent or reasoning, can further 
constrain the trust interpretation as interaction modality determines the cues you 
gather from others. Access to this information or interpretation of the team members’ 
capabilities is an important consideration when describing trust outcomes. Arguably, 
trust can be developed more easily with a team member or IA that you can physically 
see (embodied with local proximity) versus an embedded autonomy or a team 
member you can only “hear” [Baker et al. 2018]). 
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5.2.2 Individual Differences 

A second major constraint to appropriately interpreting team trust analyses is 
individual differences. The impact of individual differences on trust development 
and calibration is well documented in the literature (see Schaefer et al. 2016). For 
example, the appropriate level of autonomy may be dependent on the individual 
characteristics of the human team members (Parasuraman et al. 2009; Chen et al. 
2011). Highly skilled operators may become bored and complacent if the level of 
automation is too high, meaning that disengagement is not indicative of distrust for 
skilled operators, while lesser-skilled operators may depend on a higher level of 
automation to maintain acceptable performance and not become overwhelmed, 
meaning that engagement is indicative of trust for unskilled operators (Manzey et 
al. 2008; Wright et al. 2018). In addition, factors such as spatial ability, attentional 
control, and working memory capacity have shown to be differentiating factors for 
selecting the appropriate automation level (Szalma and Taylor 2011; Ahmed et al. 
2014; Chen and Barnes 2014; Wright et al. 2018). Yet, when trying to identify the 
implications for team trust, this area becomes even more complex when trying to 
account for the global impact from each team member’s individual differences. 
That said, balancing this constraint is critical for maintaining and calibrating trust. 
Prior research has shown that a combination of age, personality, and response to 
uncertainty in line with perceived stress, workload, and trust, can drastically affect 
the interpretation of self-reported trust and behavioral analyses (Neubauer et al. 
2020). 

5.2.3 Culture 

When considering trust as a temporal construct, culture can directly affect the 
interpretation of the trust measures. In a highly mobile, individualistic culture, such 
as in the United States of America, early trust benefits the trustor (i.e., they tend to 
trust earlier in the relationship) because an individual’s social relationships may be 
less established (Yamagishi et al. 1998; Macy and Sato 2002). However, in a 
collectivist culture with stable long-term social relationships, such as in Japan, 
individuals rely less upon generalized trust in establishing new relations, as these 
relations are initiated largely based upon recommendations from already-trusted 
associates. As such, the low-trust cultures tend to be less “committed” in early trust 
stages than the high-trust cultures (Yamagishi and Yamagishi 1994; Yuki et al. 
2005). A consequence of this difference in high- versus low-trust culture is how the 
timing of trust violations impact the relationship. Early trust violations are much 
more damaging in a high-trust culture than in a low-trust culture, while late trust 
violations are more damaging in low-trust culture relationships (Kuwabara et al. 
2014). 
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This issue is further complicated in the team trust measurement dynamic because 
literature suggests that the formation of interpersonal trust differs from that of 
human–automation trust (Madhavan and Wiegmann 2007). Specifically, 
interpersonal trust is initially founded on the predictability of another person’s 
actions because people tend to be rather cautious when entering relationships with 
strangers. Over time, as the relationship progresses, the dependability or integrity 
of the other party then becomes the basis of trust. Interpersonal relationships that 
are mature are based on faith or benevolence (Hoff and Bashir 2015). In contrast, 
the progression of trust in automation is often the opposite. That is, many people 
tend to carry an automation bias, also discussed as a positivity bias, that manifests in 
the presence of or during initial interactions with novel automated systems and these 
can lead to instances of complacency and, ultimately, misuse of the IA (Manzey et 
al. 2008; Parasuraman and Manzey 2010; Kok and Soh 2020). A common 
assumption that appears to underlie this bias has been recently discussed as a so-
called Perfect Automation Schema, wherein people assume that machines operate, 
or are supposed to operate, without any level of error (Merritt et al. 2013). As a 
result, initial trust in these systems is based on faith—or more generally, 
expectations based on minimal prior observations—however, it is quickly 
challenged when system errors occur; as the relationship progresses, dependability 
and predictability govern the trust relationship (Hoff and Bashir 2015). 

5.2.4 Attitudes toward Autonomy 

The final consideration for appropriately interpreting team trust is constrained by 
attitudes toward autonomy. Automation tends to be viewed rigidly by operators—it 
works, or it does not (Ross et al. 2007). This polarization bias could have far-
reaching consequences when the autonomy has multitasking capabilities (Beck et 
al. 2002). Highly reliable automation encourages operator complacency, or the 
“non-vigilance based on an unjustified assumption of satisfactory system state” 
(Parasuraman et al. 1993, p.2). This is particularly evident when the operator has 
other demands on their attention, such as in a multitasking situation (Chen and 
Barnes 2014). However, witnessing autonomy errors not only damages the 
operator’s trust in the autonomy, it also reduces the operator’s confidence in their 
own abilities to accurately assess the autonomy’s reliability (Wright et al. 2017; 
Wright et al. 2020). Understanding the autonomy’s underlying reasoning can 
mitigate the effects of unreliable autonomy, thus bolstering operator trust in the 
autonomy (Hoff and Bashir 2015; Wright et al. 2020). 
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5.3 Considerations for Team Trust Measurement 

While multiple types of trust exist, trust is a multilevel concept as well. In a trust 
relationship, the trustor and referent of trust may be singular or multiple. That is, 
trust relations may exist between two individuals, between an individual and a 
group, between a group and an individual, and between groups. Which level(s) of 
trust one wishes to capture will shape which measures to use to capture trust. Many 
survey instruments effectively capture different levels of trust. For example, a 
survey from Schoorman et al. (2007) uses items where the referent and trustor are 
singular: “My supervisor keeps my interests in mind when making decisions” and 
“It is important for me to have a good way to keep an eye on my supervisor,” for 
example. Serva et al. (2005) use first-person plural items to capture a group of 
trustors: “Our development team felt that the management team was very capable 
of performing its job” and “Our development team believed that the management 
team tried to be fair in dealings with others,” for example. This approach allows 
more effective measurement of a group’s perception of trust in another rather than 
a specific individual’s trust relations. Capturing both individual and group-level 
perceptions of trust, Mayer and Davis (1999) use a mix of items: “Top management 
really looks out for what is important to me,” “Top management tries hard to be fair 
in dealings with others,” and “If I had my way, I wouldn’t let top management have 
any influence over issues that are important to me.” Just like in human–human 
teams, trust in human–autonomy teams has multiple factors and may occur at 
multiple levels and the factors and levels must align with the instruments used to 
measure trust. Indeed, some recent surveys of trust in human–autonomy teams have 
accounted for multiple factors and levels of trust. Yagoda and Gillan’s (2012) 
Human Robot Interaction Trust Scale, for example, captures trust in one’s own 
skills, knowledge of tasks and systems, and familiarity with one’s teammates; trust 
in the team’s planning, leadership, communication, and decision-making; and trust 
in different components of the autonomous agent such as navigation capabilities and 
level of automation.  When measuring trust within a team, whether that trust spans 
individuals, groups, or both, aligning the levels of the trustors and referents of trust 
is essential for achieving a valid trust measure. 

Outside these survey instruments, capturing plural trustors or referents of trust 
becomes more challenging. Quantification of trust relations may be achieved 
through several behavioral measures, such as number or length of instances of 
attentional monitoring and number of instances of reliance or compliance. 
Measured at the individual level, these two measures require careful consideration 
when calculating trust where the trustor or referent of trust spans more than one 
individual. Team-level measures of trust may be aggregated across the behaviors 
of all members of the team, but how to aggregate behaviors is not always 
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straightforward. One may choose to aggregate through one of several approaches: 
mean, additive, conjunctive, or disjunctive. As behavioral measures increasingly 
complement survey-based measures of trust, topics of aggregation deserve 
additional attention to maximize the validity of those behavioral measures 
compared to more traditional survey measures that more easily capture multiple 
levels of trust. 

Some behavioral measures are inherently relational and more amenable to scaling 
from individuals to groups. Proxemics, entrainment, and facial-expression 
matching are all relational measures based on multiple individuals and can be 
trivially scaled from dyads to larger groups. While all three measures capture 
differences between individuals, these can be scaled from differences between 
dyads to differences across triads, tetrads, or larger groups. However, some 
consideration must be given to how to characterize the differences in groups—for 
example, determining if the overall group-level difference should be equal to the 
average difference, the largest difference, or the smallest difference. But as 
inherently relational measures, these more easily capture inherently relational team 
states like trust. 

One final challenge for capturing team trust at multiple levels is the limitations on 
inferring autonomous agents’ trust in humans (Kok and Soh 2020). Autonomous 
agents cannot (yet?) reliably fill out survey measures, and physiological measures 
like pupillometry, HRV, and EDA do not apply to autonomous agents. Rather, trust 
measures will depend largely on what sort of information may be gleaned from 
autonomous agents, such as data logs. Behavioral measures may be key here, as 
they may be most analogous to human behaviors used to measure trust. Some such 
behaviors could include an autonomous vehicle’s decision to override a human’s 
lane change while another vehicle occupies the blind spot, or suggesting an 
alternative course of action to a human whose plan has a low probability of 
achieving group goals. As humans and autonomous agents increasingly begin to 
work together on teams, these sorts of behavioral measures for interring 
autonomous agents’ trust in humans deserve considerable attention. 

6. Conclusions and Path Forward 

Measuring and interpreting trust between dyads is incredibly complex and is an area 
of ongoing research by the trust community. This complexity is further exacerbated 
when expanding beyond this dyadic relationship toward a larger team trust, 
whereby a team includes multiple people and multiple IAs (either embedded or 
embodied). As we continue to explore team trust dynamics more fully, this report 
serves first as a critical steppingstone to assist researchers in effectively selecting 
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appropriate measures given the temporal nature of trust and growing complexity of 
teams operating in complex, dynamic environments. While this toolkit provides a 
novel approach for assessing team trust, it further addresses the complexities of 
interpreting trust scores by providing a foundational model for assessing the trust 
of not just an individual, but a team. Assessing trust is a temporal process that occurs 
throughout the entire life cycle of a team and builds on four basic steps: the initial 
trust stage to assess trust propensity; the orientation stage to set an individual’s 
expectations for the team and upcoming task; the trust calibration stage to build 
trust for working with a specific team during and after an interaction; and the 
experience stage, which highlights the trust dynamics that become more, or less, 
important over time through this continuous, cyclical process of trust development, 
maintenance, and calibration, until a team disbands. These steps integrate the six 
types of trust that have been shown to be important for team trust measurement: trust 
propensity, affect-based trust, cognitive or history-based trust, trustworthiness, 
situational trust, and learned trust. Finally, effective interpretation of team trust is 
constrained by several variables including team dynamics, individual differences, 
culture, and attitudes toward autonomy.  

Overall, measurement of trust in human–autonomy teams remains a complex 
problem and, as a result, there is no one-size-fits-all approach. Rather, researchers 
must continually assess which types of measures are best suited to the context, 
recognizing that different measures will have a stronger impact on appropriately 
quantifying trust at a given time. Therefore, for many applications, a multimethod 
approach is warranted (see also Schaefer et al. 2019b; Milner et al. 2020; Schaefer 
et al. 2021). Continued research building on this toolkit will support the 
development of more appropriate metrics of team trust that will help us understand 
how human–autonomy teams perform, especially as autonomous capabilities 
increase, and when interventions are needed, providing a clearer picture of how the 
team is functioning, interacting, and accomplishing goals. 

Path Forward 

To shed light on the path forward, we highlight three main areas of research: further 
validation of trust measures, synthesizing measures into metrics, and specifying 
how trust measurement should inform appropriate trust-based interventions that 
facilitate more effective team performance. The first step is to further refine and 
validate some of the exploratory measures listed in this toolkit. Specifically, 
communication flow, communication rates, physiological features, entrainment, 
and facial-analysis methods all show promise as direct or proxy measures of trust, 
but they have yet to be fully validated. The second step is to build on this 
measurement research to quantify appropriate metrics of team trust. While the 
measures provide values for specific constructs, metrics will provide a more 
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standardized assessment strategy for evaluating team trust in the human autonomy 
teaming context; in so doing, we will further support our multimethod, multimodal 
approach by leveraging the relationships that currently exist between these 
aforementioned trust measures, enabling us to more accurately understand trust 
development, maintenance, and calibration. Ultimately, understanding the causal 
structure that underlies the relationships between the underlying constructs of team 
trust and their measures will inform effective strategies for trust-based 
interventions. 

Finally, appropriately measuring trust only gets us so far. The third step is 
determining how to effectively use that measurement to provide critical and 
appropriate trust-based interventions to improve team performance. Specifically, 
these interventions can be directed toward several possible changes in the team 
operations including training recommendations, changes in autonomy behavior, 
implementation of algorithmic assurances in the autonomy, improving 
communication and transparency elements, or even supporting after-action 
reviews. To that end, our research is being used to inform the development of two 
technologies: a software toolkit and a global after-action review technology that 
will help us assess team interactions in near real-time, and through algorithm 
creation and visualization techniques we will be able to observe changes in trust 
over time and identify areas where an intervention is warranted. Although still early 
in the development process, these technologies, coupled with the research presented 
here, will enable researchers to develop more precise, valid measures of trust and 
deploy effective, trust-enhancing interventions in practical settings. 
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