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1. Introduction

Covert communication over radio involves sending signals that cannot be easily
detected or intercepted by third-party observers. Various low-probability of
detection (LPD) strategies exist, such as spread spectrum (SS),' code-division
multiple access (CDMA),? and chaotic CDMA.> Machine learning (ML) offers a
new strategy for achieving LPD.* Specifically, with recent advances in deep
learning (DL), including generative-adversarial networks (GANs),” we hypothesize
that ML can be used to develop encoding schemes that will be difficult to
distinguish from the natural noise—both residing in the RF environment and
manifesting in the electronic circuitry of radio receivers.

The earliest documented form of stealth radio communication is SS technology'
whereby portions of a signal are transmitted over pseudo-randomly selected
channels such that an eavesdropper might have little information on any individual
band to know what is going on. CDMA! is a modern alternative to this strategy that
can generate signals below the noise floor (i.e., signal-to-noise ratio [SNR] below
0 dB). Unless the eavesdropper knows the code to look for, as in commercially
standard CDMA for mobile phones, they might not be able to recognize the
presence of an artificial signal amidst the RF background. Chaotically generated
chip sequences® or long-sequence pseudo-randomly generated keys® can further
prevent the eavesdropper from recognizing RF activity. Other methods of LPD
communication have been suggested over the years including inexact in-
phase/quadrature-phase (I/Q) constellations® and multiple antennas.” The problem
of how surreptitious and content-rich the communication can be given the channel
conditions has also been analyzed.®’

GANSs are a relatively new development in ML that allow models to synthesize
realistic-looking data that resemble the training set.!® GANs can also be used to
generate data that are able to fool a concurrently trained discriminator. In this
report, we explore whether it is possible to generate a code that can pass for random
Gaussian white noise (GWN) while still accurately conveying English text
sequences to a receiver in the know. We train a discriminator neural network model
to distinguish between pseudo-random GWN and coded messages. We also
simultaneously train encoder and decoder networks to convert between plain-text
messages and an 8-bit noise-like code, roughly corresponding to the precision of
the 1/Q input and output of a typical low-cost software-defined radio.

A fundamental challenge in stealth wireless communication that we are not
addressing here is the detectable presence of excess energy in the transmitted
frequency band. We do know, however, that SNRs well below 0 dB can be used to



communicate information, as seen in global navigation satellite systems (GNSSs)!!
and CDMA applications.

2. Theory

Unlike traditional steganography, where codes are hidden in existing signals,'>!3
such as over-the-air television, our objective is to hide messages in environmental
RFs and electronic circuit noise. For this study, we assume that the composite noise
is white (i.e., the same amplitude at all relevant frequencies) and Gaussian (a time-
series of normally distributed samples). It should be possible to extend our methods

to other noise colors such as pink noise (1/f).

2.1 Ideal Properties of Gaussian White Noise

When trying to discern if a signal is ideal GWN, one can look for a few key time-
dependent and time-independent properties.'* For instance, in the limit of long time
averaging, the frequency-based power spectrum of white noise should be constant
over all relevant frequencies. In addition, the autocorrelation of an ideal GWN time
series, x(t), should approach a delta function,

Jy x(@®x(to = £)dt = 5(to), (1)

which indicates that there should be no predictable periodic patterns over all time
scales, 1. For time-independent features, the distribution of samples of a GWN
signal, p(x), should have the form of a Gaussian distribution,

__1 —(x_é‘)z o)

where the mean, u, is usually zero and the standard deviation, @, is a constant. In
this work, o is set to 0.05, so that sampled values are safely between —1 and 1.
Furthermore, in a Gaussian distribution, the third-order statistic, skew, should be 0,
and the fourth-order moment, kurtosis, in the Fisher definition, should also be 0.
Moments beyond fourth order can also offer evidence of deviation from ideal
GWN. While, in principle, these can be incorporated and validated, we do not
consider them in this work. In addition, a quantile—quantile (Q—Q) plot can be used
to compare the observed histogram against the expected distribution in each domain
segment (quantile).



2.2 Discrete Attributes of Randomness

Another rigorous definition of noise involves assessing the randomness of a set of
consecutive samples. While these tests are not incorporated in this work, they
would constitute arguably the most stringent evaluation of noise/randomness. A
wide variety of randomness tests exist for evaluating sequences of numbers selected
from a uniform distribution. Therefore, to test randomness in natural, GWN, one
would need to first convert Gaussian noise samples to a uniform distribution. One
method would be to remap values with the cumulative density function of the
Gaussian, also known as, the standard error function, erf:

Xuniform < ®(x) = %[1 +erf (%)] (3)

Among randomness tests to consider would be Diehard, Dieharder, TestUOI,
and the National Institute of Standards and Technology (NIST) statistical test

suite. !> 18

2.3 A New Loss Function for a GAN Discriminator

The GAN described in this work is similar in spirit to the proliferation of GAN
models in the literature'® including steganographic GANs.!>!3 One universal
problem with GANs, however, is that their training can have convergence
difficulties. In some cases, either the generator or the discriminator dominates. One
cause of this problem is that the sigmoidal outputs of the discriminators become
trapped in local minima. In this work, we give the discriminator output an
unbounded quadratic loss function,*

Lcritic = -2 (ytrue - %) (:Vpred - %) + (ypred - %)25 (4)

where a value of 0 implies the data is real (i.e., similar to natural Gaussian noise),
and 1 means the data is fake (i.e., similar to artificial codes). As can be seen in
Fig. 1, the loss function is quadratic in both cases of false and real ground truth
messages. The total adversarial loss function is a sum of this term and the standard
categorical cross-entropy loss of the message reconstruction, Lrecon.

Ladversarial = Lrecon + CLdiscriminator P (5)

and c is a constant that can be adjusted by the user to equalize the reconstruction
and discriminator losses and ensure the input and output messages are nearly
identical. In this work, c is set to a value of 4.
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Fig.1  Quadratic discriminator loss function

3. Methods

3.1 GAN

Figure 2 schematically illustrates the automated code design and analysis method
used in this work. English text messages with 16 characters apiece are converted to
one-hot matrices of all possible bytes (shape = [16, 256]) and then are
deterministically encoded by an encoder and decoded by a decoder back into one-
hot matrices. The intermediate synthetic code is assessed by a discriminator that
decides whether it is an encoded message or noise. Because the autoencoder learns
how to encode/decode 16 symbols at-a-time, the model acquires some notions of
the probability densities of the English language. In the extreme, a customized ML
model could be optimized specifically on the common messages expected to be
used for that system.
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Fig.2  Schematic of ML system to generate random-like signals

Samples of pseudo-random (i.e., noise) vectors and encoded messages are used to
train the discriminator. The quadratic discriminator specified in Section 2.3 is the
discriminator’s only loss function. The generator model is a composite of the
encoder—decoder (a.k.a., autoencoder) model with a discriminator model. The
topologies for each model are detailed in Figs. 3 and 4. The soft quantize layer,
O(x), in Fig. 3, is a custom layer that converts the normalized and scaled input into
256 quantiles:

Q(x) =x— ﬁtan_l[tan(lz&rx)]. (6)
The input x is pre-scaled with a factor of 0.05 to almost guarantee it will be within
an interval of [—1,1].

The discriminator and autoencoder models are trained iteratively: one cycle of
discriminator training, followed by one cycle of the autoencoder. The adversarial
model is trained having fixed weights for the discriminator and the samples all
being labeled as “true random.” This encourages the autoencoder to create synthetic
codes that can fool the discriminator into believing the codes are true noise.
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3.2 Data

For text messages in this work, we used the popular 20 Newsgroups data set,’!
which is a collection of 18,000 English-language bulletin board posts from 20
diverse topics. A large set of the posts with headers removed were converted to
27,000 individual sentences. We designated the first 16 characters of each sentence
as single messages. For training, 80% of the data was randomly allocated, and for
validation, 20% was randomly allocated.



3.3 Spectrogram Analysis

For analysis, spectrograms were generated with the short-time Fourier transform
using the Python function, scipy.signal.stft,?? with a window size of 128
samples, and overlap of 64 samples. Magnitude spectrograms are the complex
absolute value of each point in time and frequency.

4. Results

In Fig. 5, we show the progress of validation loss and accuracy as a function of
training epoch, where one epoch equals 100 batches of size 100. We can see that
transmission validation accuracy asymptotes to approximately 98%. The noise
discriminator’s accuracy remains above 50% throughout, leveling off around 60%.
The steadiness of the noise discriminator during training implies that it remained
an effective constraint while the autoencoder was optimizing. Also, we can see that
the discriminator loss fluctuated around a value of 0, which is consistent with the
quadratic loss graph in Fig. 1. In addition to the noise-free channel assumption, we
trained models (results not shown) in both 0.5% and 1.0 noise channels to see how
they would perform in “the real world” and found that message accuracy went down
to 94% at 0.5x noise and plummeted to 70% error at 1.0x noise (equivalent to an
SNR of 0 dB).
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Fig.5  Progress of validation loss and accuracy during training

Next, we use a variety of metrics to compare pseudo-random white noise to the
codes used to “transmit” the text messages. In Fig. 6, histograms of pseudo-random
noise and codes both resemble a Gaussian distribution. The computed symbol bit
entropy for both sets is 4.73. More precisely, in Fig. 7, we present Q—Q plots, which
further validate that the distribution of ML-generated codes closely resembles a
normal distribution. Only the tails are slightly off, but not much worse than a
pseudo-random generated distribution using Python, numpy . randn.??
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In Fig. 8, we look for any periodicities in the encoded signal using autocorrelation.
Both signals appear to have no significant time-delayed correlates. In Fig. 9, we
observe that both the pseudo-random noise and the ML-codes have a flat frequency
distribution, with the message noise slightly bumpier. Figure 10 shows the time-
frequency (spectrogram) representations of the noise and the ML-generated code
for multiple messages. What is apparent for the codes is not so much patterns but
stronger “shadows” indicating larger inter-sample variations than the regular noise,
which is not apparent in the raw time sample histogram (Fig. 6).

Finally, in Table 1 we evaluate statistics of the ML-generated codes for encoding
100 “messages.” This analysis provides further evidence that the message codes
have Gaussian noise-like statistics.

Correlation

0.05
000

0 20 40 &0 80 00 120
Lag (# samples)

Correlation

0.05
000

0 0 40 B0 80 100 120
Lag (# samples)

Fig.8  Autocorrelations for pseudo-random (top) and ML-code (bottom)
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Table 1 Statistics of signal distributions (/V = 100)

Metric Pseudo-random ML-code
mean —0.00002 (0.00429)  0.00068 (0.00414)
standard deviation 0.0494 (0.0031) 0.0498 (0.0034)
skew —0.034 (0.234) 0.005 (0.226)
kurtosis (Fisher) 0.023 (0.434) —0.023 (0.434)
autocorrelation (largest peak) 0.17 (0.03) 0.18 (0.04)

5. Discussion and Conclusion

This work builds on the scientific literature for covert communication® and ML-
based steganography.'>!* Unlike most previous covert communication research, the
computer, not a human, developed a modulation code to fool a concurrently trained
artificial signal detection system. Unlike traditional steganography, the code is
designed to hide in the environmental and circuit noise, rather than in an ordered
and/or expected artificial signal such as a television broadcast.

Traditional SS methods are not so much hiding the signal through modulation as
much as they are distributing rare signals in time over a wide range of frequencies.
With the advent of software-defined radios, it might be possible to identify SS
signals by long-term visualization or analysis of broad-spectrum waterfalls. On the
other hand, CDMA methods are more likely to be discreet, given how weak their
SNR can be. To avoid detection, long and unpredictable duration codes with a
private “key,” such as what might be used by military GNSS,'! may be hard to find
in the noise.

While we have demonstrated that a deterministic autoencoder can both transmit and
receive reliable messages in a mildly noisy channel while appearing to have
Gaussian noise statistics, the following question remains: Can we guarantee fooling
an adversary’s discriminator ML model? This will depend on, in part, how often
the communication code is changed, and whether a particular GAN model leaves a
distinctive signature in its generated codes each time it is trained. The advantage,
we conjecture, will always remain on the side of the communicators who knows
what code to look for and how to decode it in the seeming randomness of the
background RF spectrum. The adversary must at some point limit its hypotheses in
guessing which emitter directions and locations should be investigated and
mathematically processed further.

Suggestions for future work include determining whether ML models produce a
stealth of similar quality as private-key or chaotic CDMA. In addition, ML
encoding could be implemented on a real radio to determine RF effects not
considered here, such as the inherent periodicity of digital impulses. Finally, we

12



conjecture that repeating the same message too many times may lead to signal
periodicity; thus, obfuscation techniques such as time-varying message encryption
may be necessary to ensure LPD.
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